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About this User Guide

The Fireware XTM Web Ul User Guide is updated with each major product release. For minor product
releases, only the Fireware XTM Web Ul Help system is updated. The Help system also includes specific,
task-based implementation examples that are not available in the User Guide.

Fireware XTM Web UI Help

Information in this guide is subject to change without notice. Companies, names, and data used in examples
herein are fictitious unless otherwise noted. No part of this guide may be reproduced or transmitted in any
form or by any means, electronic or mechanical, for any purpose, without the express written permission
of WatchGuard Technologies, Inc.

Guide revised: 1/26/2011

Copyright, Trademark, and Patent Information

Copyright © 1998-2011 WatchGuard Technologies, Inc. All rights reserved. All trademarks or trade names
mentioned herein, if any, are the property of their respective owners.

Note This product is for indoor use only.

About WatchGuard

WatchGuard offers affordable, all-in-one network and content
security solutions that provide defense-in-depth and help meet
regulatory compliance requirements. The WatchGuard XTM line
combines firewall, VPN, GAV, IPS, spam blocking and URL filtering to
protect your network from spam, viruses, malware, and intrusions.
The new XCS line offers email and web content security combined
with data loss prevention. WatchGuard extensible solutions scale to
offer right-sized security ranging from small businesses to enterprises
with 10,000+ employees. WatchGuard builds simple, reliable, and
robust security appliances featuring fast implementation and
comprehensive management and reporting tools. Enterprises
throughout the world rely on our signature red boxes to maximize
security without sacrificing efficiency and productivity.
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1 Introduction to Network Security

About Networks and Network Security

A network is a group of computers and other devices that are connected to each other. It can be two
computers in the same room, dozens of computers in an organization, or many computers around the
world connected through the Internet. Computers on the same network can work together and share data.

Although networks like the Internet give you access to a large quantity of information and business
opportunities, they can also open your network to attackers. Many people think that their computers hold
no important information, or that a hacker is not interested in their computers. This is not correct. A hacker
can use your computer as a platform to attack other computers or networks. Information from your
organization, including personal information about users, employees, or customers, is also valuable to
hackers.

Your XTM device and LiveSecurity subscription can help you prevent these attacks. A good network security
policy, or a set of access rules for users and resources, can also help you find and prevent attacks to your
computer or network. We recommend that you configure your XTM device to match your security policy,
and think about threats from both inside and outside your organization.

About Internet Connections

ISPs (Internet service providers) are companies that give access to the Internet through network
connections. The rate at which a network connection can send data is known as bandwidth: for example, 3
megabits per second (Mbps).

A high-speed Internet connection, such as a cable modem or a DSL (Digital Subscriber Line), is known as a
broadband connection. Broadband connections are much faster than dial-up connections. The bandwidth of
a dial-up connection is less than .1 Mbps, while a cable modem can be 5 Mbps or more.

Typical speeds for cable modems are usually lower than the maximum speeds, because each computer in a
neighborhood is a member of a LAN. Each computer in that LAN uses some of the bandwidth. Because of
this shared-medium system, cable modem connections can become slow when more users are on the
network.
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Introduction to Network Security

DSL connections supply constant bandwidth, but they are usually slower than cable modem connections.
Also, the bandwidth is only constant between your home or office and the DSL central office. The DSL
central office cannot guarantee a good connection to a web site or network.

How Information Travels on the Internet

The data that you send through the Internet is cut into units, or packets. Each packet includes the Internet
address of the destination. The packets that make up a connection can use different routes through the
Internet. When they all get to their destination, they are assembled back into the original order. To make
sure that the packets get to the destination, address information is added to the packets.

Internet

TCP reagscmbles
data

TCP digasscmblos
data Into packots

@@H@E@H@fb

(Router _
oy Y o)

Packets trawvel from
router 1o router accarding
o |P protecel

Sender Recipient

About Protocols

A protocol is a group of rules that allow computers to connect across a network. Protocols are the
grammar of the language that computers use when they speak to each other across a network. The
standard protocol when you connect to the Internet is the IP (Internet Protocol). This protocol is the usual
language of computers on the Internet.

A protocol also tells how data is sent through a network. The most frequently used protocols are TCP
(Transmission Control Protocol) and UDP (User Datagram Protocol). TCP/IP is the basic protocol used by
computers that connect to the Internet.

You must know some of the TCP/IP settings when you set up your XTM device. For more information on
TCP/IP, see Find Your TCP/IP Properties on page 33.
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About IP Addresses

To send ordinary mail to a person, you must know his or her street address. For one computer on the
Internet to send data to a different computer, it must know the address of that computer. A computer
address is known as an Internet Protocol (IP) address. All devices on the Internet have unique IP addresses,
which enable other devices on the Internet to find and interact with them.

An IP address consists of four octets (8-bit binary number sequences) expressed in decimal format and
separated by periods. Each number between the periods must be within the range of 0 and 255. Some
examples of IP addresses are:

= 206.253.208.100
m 4222
= 10.04.1

Private Addresses and Gateways

Many companies create private networks that have their own address space. The addresses 10.x.x.x and
192.168.x.x are reserved for private IP addresses. Computers on the Internet cannot use these addresses. If
your computer is on a private network, you connect to the Internet through a gateway device that has a
public IP address.

Usually, the default gateway is the router that is between your network and the Internet. After you install
the XTM device on your network, it becomes the default gateway for all computers connected to its trusted
or optional interfaces.

About Subnet Masks

Because of security and performance considerations, networks are often divided into smaller portions
called subnets. All devices in a subnet have similar IP addresses. For example, all devices that have IP
addresses whose first three octets are 50.50.50 would belong to the same subnet.

A network IP address’s subnet mask, or netmask, is a series of bits that mask sections of the IP address that
identify which parts of the IP address are for the network and which parts are for the host. A subnet mask
can be written in the same way as an IP address, or in slash or CIDR notation.

About Slash Notation

Your XTM device uses slash notation for many purposes, including policy configuration. Slash notation, also
known as CIDR (Classless Inter-Domain Routing) notation, is a compact way to show or write a subnet mask.
When you use slash notation, you write the IP address, a forward slash (/), and the subnet mask number.

To find the subnet mask number:

1. Convertthe decimal representation of the subnet mask to a binary representation.
2. Counteach “1” in the subnet mask. The total is the subnet mask number.
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For example, to write the IP address 192.168.42.23 with a subnet mask of 255.255.255.0 in slash notation:

1. Convertthe subnet mask to binary.
In this example, the binary representation of 255.255.255.0 is:
11111111.11111111.11111111.00000000.

2. Counteach 1 in the subnet mask.
In this example, there are twenty-four (24).

3. Write the original IP address, a forward slash (/), and then the number from Step 2.
The result is 192.168.42.23/24.

This table shows common network masks and their equivalents in slash notation.

Network mask Slash equivalent

255.0.0.0 /8

255.255.0.0 /16
255.255.255.0 /24
255.255.255.128 /25
255.255.255.192 /26
255.255.255.224 /27
255.255.255.240 /28
255.255.255.248 /29

255.255.255.252 /30

About Entering IP Addresses

When you type IP addresses in the Quick Setup Wizard or dialog boxes, type the digits and decimals in the
correct sequence. Do not use the TAB key, arrow keys, spacebar, or mouse to put your cursor after the
decimals.

For example, if you type the IP address 172.16.1.10, do not type a space after you type 16. Do not try to put
your cursor after the subsequent decimal to type 1. Type a decimal directly after 16, and then type 1.10.
Press the slash (/) key to move to the netmask.

Static and Dynamic IP Addresses

ISPs (Internet service providers) assign an IP address to each device on their network. The IP address can be
static or dynamic.

4 Fireware XTM Web Ul
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Static IP Addresses

A static IP address is an IP address that always stays the same. If you have a web server, FTP server, or other
Internet resource that must have an address that cannot change, you can get a static IP address from your
ISP. A static IP address is usually more expensive than a dynamic IP address, and some ISPs do not supply
static IP addresses. You must configure a static IP address manually.

Dynamic IP Addresses

A dynamic IP address is an IP address that an ISP lets you use temporarily. If a dynamic address is not in use,
it can be automatically assigned to a different device. Dynamic IP addresses are assigned using either DHCP
or PPPoE.

About DHCP

Dynamic Host Configuration Protocol (DHCP) is an Internet protocol that computers on a network use to get
IP addresses and other information such as the default gateway. When you connect to the Internet, a
computer configured as a DHCP server at the ISP automatically assigns you an IP address. It could be the
same IP address you had before, or it could be a new one. When you close an Internet connection that uses
a dynamic IP address, the ISP can assign that IP address to a different customer.

You can configure your XTM device as a DHCP server for networks behind the device. You assign a range of
addresses for the DHCP server to use.

About PPPoE

Some ISPs assign IP addresses through Point-to-Point Protocol over Ethernet (PPPoE). PPPoE adds some of
the features of Ethernet and PPP to a standard dial-up connection. This network protocol allows the ISP to
use the billing, authentication, and security systems of their dial-up infrastructure with DSL modem and
cable modem products.

About DNS (Domain Name System)

You can frequently find the address of a person you do not know in the telephone directory. On the
Internet, the equivalent to a telephone directory is the DNS(Domain Name System). DNS is a network of
servers that translate numeric IP addresses into readable Internet addresses, and vice versa. DNS takes the
friendly domain name you type when you want to see a particular web site, such as www.example.com,
and finds the equivalent IP address, such as 50.50.50.1. Network devices need the actual IP address to find
the web site, but domain names are much easier for users to type and remember than IP addresses.

A DNS server is a server that performs this translation. Many organizations have a private DNS server in their
network that responds to DNS requests. You can also use a DNS server on your external network, such as a
DNS server provided by your ISP (Internet Service Provider.)
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About Firewalls

A network security device, such as a firewall, separates your internal networks from external network
connections to decrease the risk of an external attack. The figure below shows how a firewall protects the
computers on a trusted network from the Internet.

INTERNET

DSL OR CABLE MODEM

FIREBOX X EDGE

e

PROTECTED COMPUTERS

Firewalls use access policies to identify and filter different types of information. They can also control which
policies or ports the protected computers can use on the Internet (outbound access). For example, many
firewalls have sample security policies that allow only specified traffic types. Users can select the policy that
is best for them. Other firewalls, such as XTM devices, allow the user to customize these policies.

For more information, see About Services and Policies on page 7 and About Ports on page 8
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Firewalls can be in the form of hardware or software. A firewall protects private networks from
unauthorized users on the Internet. Traffic that enters or leaves the protected networks is examined by the
firewall. The firewall denies network traffic that does not match the security criteria or policies.

In some closed, or default-deny firewalls, all network connections are denied unless there is a specific rule
to allow the connection. To deploy this type of firewall, you must have detailed information about the
network applications required to meet needs of your organization . Other firewalls allow all network
connections that have not been explicitly denied. This type of open firewall is easier to deploy, but it is not
as secure.

About Services and Policies

You use a service to send different types of data (such as email, files, or commands) from one computer to
another across a network or to a different network. These services use protocols. Frequently used Internet
services are:

» World Wide Web access uses Hypertext Transfer Protocol (HTTP)

m Email uses Simple Mail Transfer Protocol (SMTP) or Post Office Protocol (POP3)
m File transfer uses File Transfer Protocol (FTP)

= Resolve a domain name to an Internet address uses Domain Name Service (DNS)
m Remote terminal access uses Telnet or SSH (Secure Shell)

When you allow or deny a service, you must add a policy to your XTM device configuration. Each policy you
add can also add a security risk. To send and receive data, you must open a door in your computer, which
puts your network at risk. We recommend that you add only the policies that are necessary for your
business.

As an example of how you can use a policy, suppose the network administrator of a company wants to
activate a Windows terminal services connection to the company’s public web server on the optional
interface of the XTM device. He or she routinely administers the web server with a Remote Desktop
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connection. At the same time, he or she wants to make sure that no other network users can use the
Remote Desktop Protocol terminal services through the XTM device. The network administrator would add
a policy that allows RDP connections only from the IP address of his or her own desktop computer to the IP
address of the public web server.

When you configure your XTM device with the Quick Setup Wizard, the wizard adds only limited outgoing
connectivity. If you have more software applications and network traffic for your XTM device to examine,
you must:

m Configure the policies on your XTM device to pass through necessary traffic

= Set the approved hosts and properties for each policy

m Balance the requirement to protect your network against the requirements of your users to get
access to external resources

About Ports

Although computers have hardware ports you use as connection points, ports are also numbers used to
map traffic to a particular process on a computer. These ports, also called TCP and UDP ports, are where
programs transmit data. If an IP address is like a street address, a port number is like an apartment unit
number or building number within that street address. When a computer sends traffic over the Internet to
a server or another computer, it uses an IP address to identify the server or remote computer, and a port
number to identify the process on the server or computer that receives the data.

For example, suppose you want to see a particular web page. Your web browser attempts to create a
connection on port 80 (the port used for HTTP traffic) for each element of the web page. When your
browser receives the data it requests from the HTTP server, such as an image, it closes the connection.

Many ports are used for only one type of traffic, such as port 25 for SMTP (Simple Mail Transfer Protocol).
Some protocols, such as SMTP, have ports with assigned numbers. Other programs are assigned port
numbers dynamically for each connection. The IANA (Internet Assigned Numbers Authority) keeps a list of
well-known ports. You can see this list at:

http://www.iana.org/assignments/port-numbers

Most policies you add to your XTM device configuration have a port number between 0 and 1024, but
possible port numbers can be from 0 to 65535.

Ports are either open or closed. If a port is open, your computer accepts information and uses the protocol

identified with that port to create connections to other computers. However, an open port is a security risk.
To protect against risks created by open ports, you can block ports used by hackers to attack your network.

For more information, see About Blocked Ports on page 453.

The XTM Device and Your Network

Your XTM device is a powerful network security device that controls all traffic between the external
network and the trusted network. If computers with mixed trust connect to your network, you can also
configure an optional network interface that is separate from the trusted network. You can then configure
the firewall on your device to stop all suspicious traffic from the external network to your trusted and
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optional networks. If you route all traffic for the mixed trust computers through your optional network, you
can increase the security for those connections to add more flexibility to your security solution. For
example, customers frequently use the optional network for their remote users or for public servers such
as a web server or an email server.

Some customers who purchase an XTM device do not know a lot about computer networks or network
security. Fireware XTM Web Ul (web-based user interface), provides many self-help tools for these
customers. Advanced customers can use the advanced integration and multiple WAN support features of
the Fireware XTM OS with a Pro upgrade to connect an XTM device to a larger wide area network. The XTM
device connects to a cable modem, DSL modem, or ISDN router.

You can use the Web Ul to safely manage your network security settings from different locations at any
time. This gives you more time and resources to use on other components of your business.
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2 Introduction to Fireware XTM

About Fireware XTM

Fireware XTM gives you an easy and efficient way to view, manage, and monitor each XTM device in your
network. The Fireware XTM solution includes four software applications:

m  WatchGuard System Manager (WSM)

m Fireware XTM Web Ul

m Fireware XTM Command Line Interface (CLI)
» WatchGuard Server Center

You can use one or more of the Fireware XTM applications to configure your network for your organization.
For example, if you have only one XTM 2 Series device, you can perform most configuration tasks with
Fireware XTM Web Ul or Fireware XTM Command Line Interface. However, for more advanced logging and
reporting features, you must use WatchGuard Server Center. If you manage more than one XTM device, or
if you have purchased Fireware XTM with a Pro upgrade, we recommend that you use WatchGuard System
Manager (WSM). If you choose to manage and monitor your configuration with Fireware XTM Web Ul,
there are some features that you cannot configure.

For more information about these limitations, see Limitations of Fireware XTM Web Ul.

For more information on how to connect to your XTM device with WatchGuard System Manager or
Fireware XTM Command Line Interface, see the Help or User Guide for those products. You can view and
download the most current documentation for these products on the Fireware XTM Product
Documentation page:

http://www.watchguard.com/help/documentation/xtm.asp
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Fireware XTM Components

To start WatchGuard System Manager or WatchGuard Server Center from your Windows desktop, select
the shortcut from the Start Menu. You can also start WatchGuard Server Center from an icon in the System
Tray. From these applications, you can launch other tools that help you manage your network. For example,
from WatchGuard System Manager (WSM), you can launch Policy Manager or HostWatch.

WatchGuard System WatchGuard
Manager (WSM) Server Center
» Policy Manager +— * Management Server
s | s
» WebBlocker Server
» Haostiatch « » Quarantine Server
» LogWiewer » Report Server

* Reports Manager

» A Manager

WatchGuard System Manager

WatchGuard System Manager (WSM) is the primary application for network management with your XTM
device. You can use WSM to manage many different XTM devices, even those that use different software
versions. WSM includes a comprehensive suite of tools to help you monitor and control network traffic.

Policy Manager

You can use Policy Manager to configure your firewall. Policy Manager includes a full set of pre-
configured packet filters, proxy policies, and application layer gateways (ALGs). You can also make a
custom packet filter, proxy policy, or ALG in which you set the ports, protocols, and other options.
Other features of Policy Manager help you to stop network intrusion attempts, such as SYN Flood
attacks, spoofing attacks, and port or address space probes.

Firebox System Manager (FSM)

Firebox System Manager gives you one interface to monitor all components of your XTM device.
From FSM, you can see the real-time status of your XTM device and its configuration.

HostWatch

HostWatch is a real-time connection monitor that shows network traffic between different XTM
device interfaces. HostWatch also shows information about users, connections, ports, and services.
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LogViewer

LogViewer is the WatchGuard System Manager tool you use to see log file data. It can show the log
data page by page, or search and display by key words or specified log fields.

Report Manager

You can use Report Manager to generate reports of the data collected from your Log Servers for all

your XTM devices. From Report Manager, you can see the available WatchGuard Reports for you
XTM devices.

CA Manager

The Certificate Authority (CA) Manager shows a complete list of security certificates installed on
your management computer with Fireware XTM. You can use this application to import, configure,
and generate certificates for use with VPN tunnels and other authentication purposes.

WatchGuard Server Center

WatchGuard Server Center is the application where you configure and monitor all your WatchGuard
servers.

Management Server

The Management Server operates on a Windows computer. With this server, you can manage all
firewall devices and create virtual private network (VPN) tunnels using a simple drag-and-drop
function. The basic functions of the Management Server are:

m Certificate authority to distribute certificates for Internet Protocol Security (IPSec) tunnels
= VPN tunnel configuration management
» Management for multiple XTM devices

Log Server

The Log Server collects log messages from each XTM device. These log messages are encrypted
when they are sent to the Log Server. The log message format is XML (plain text). The information

collected from firewall devices includes these log messages: traffic, event, alarm, debug (diagnostic),
and statistic.

WebBlocker Server

The WebBlocker Server operates with the XTM device HTTP proxy to deny user access to specified

categories of web sites. When you configure your XTM device, you specify the categories of web
sites to allow or block.

For more information on WebBlocker and the WebBlocker Server, see About WebBlocker.

Quarantine Server

The Quarantine Server collects and isolates email messages that spamBlocker suspects to be email
spam, or emails that are suspected to have a virus.

For more information, see About the Quarantine Server.
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Report Server

The Report Server periodically consolidates data collected by your Log Servers from your XTM
devices, and then periodically generates reports. Once the data is on the Report Server, you can use
Report Manager to generate and see reports.

Fireware XTM Web Ul and Command Line Interface

Fireware XTM Web Ul and Command Line Interface are alternative management solutions that can perform
most of the same tasks as WatchGuard System Manager and Policy Manager. Some advanced configuration
options and features, such as FireCluster settings, are not available in Fireware XTM Web Ul or Command
Line Interface.

For more information, see About Fireware XTM Web UI.
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Fireware XTM with a Pro Upgrade

The Pro upgrade to Fireware XTM provides several advanced features for experienced customers, such as
server load balancing and additional SSL VPN tunnels. The features available with a Pro upgrade depend on
the type and model of your XTM device:

XTM 5 XTM 5 Series, 8 Series, XTM 2 XTM 2 Series

Feature . .
Series and 1050 (Pro) Series (Pro)

FireCluster X

75 max. (Core/5 Series)

VLANSs 75 max. 200 max. (Peak/XTM 8 Series 20 max. 50 max.
and 1050)

Dynamic Routing (OSPF " X
and BGP)
Policy-Based Routing X X
Server Load Balancing X
Maximum SSL VPN

X X
Tunnels
Multi-WAN Failover X X X
Multi-WAN Load Balancing X X

To purchase Fireware XTM with a Pro upgrade, contact your local reseller.
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3 Service and Support

About WatchGuard Support

WatchGuard® knows just how important support is when you must secure your network with limited
resources. Our customers require greater knowledge and assistance in a world where security is critical.
LiveSecurity® Service gives you the backup you need, with a subscription that supports you as soon as you
register your XTM device.

LiveSecurity Service

Your XTM device includes a subscription to our ground-breaking LiveSecurity Service, which you activate
online when you register your product. As soon as you activate, your LiveSecurity Service subscription gives
you access to a support and maintenance program unmatched in the industry.

LiveSecurity Service comes with the following benefits:
Hardware Warranty with Advance Hardware Replacement

An active LiveSecurity subscription extends the one-year hardware warranty that is included with
each XTM device. Your subscription also provides advance hardware replacement to minimize
downtime in case of a hardware failure. If you have a hardware failure, WatchGuard will ship a
replacement unit to you before you have to send back the original hardware.

Software Updates

Your LiveSecurity Service subscription gives you access to updates to current software and
functional enhancements for your WatchGuard products.

Technical Support
When you need assistance, our expert teams are ready to help:

m Representatives available 12 hours a day, 5 days a week in your local time zone*
m Four-hour targeted maximum initial response time
= Access to online user forums moderated by senior support engineers
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Support Resources and Alerts

Your LiveSecurity Service subscription gives you access to a variety of professionally produced
instructional videos, interactive online training courses, and online tools specifically designed to
answer questions you may have about network security in general or the technical aspects of
installation, configuration, and maintenance of your WatchGuard products.

Our Rapid Response Team, a dedicated group of network security experts, monitors the Internet to
identify emerging threats. They then deliver LiveSecurity Broadcasts to tell you specifically what you
can do to address each new menace. You can customize your alert preferences to fine-tune the kind
of advice and alerts the LiveSecurity Service sends you.

LiveSecurity Service Gold

LiveSecurity Service Gold is available for companies that require 24-hour availability. This premium support
service gives expanded hours of coverage and faster response times for around-the-clock remote support
assistance. LiveSecurity Service Gold is required on each unit in your organization for full coverage.

Service Features LiveSecurity Service LiveSecurity Service Gold
Technical Support hours 6AM-6PM, Monday—Friday* 24/7
Number of support incidents o
(online or by phone) 5 per year Unlimited
Targeted initial response time 4 hours 1 hour
Interactive support forum Yes Yes
Software updates Yes Yes
Online self-help and training tools Yes Yes
LiveSecurity broadcasts Yes Yes
Installation Assistance Optional Optional
Three-incident support package Optional N/A
Single incident after-hours upgrade Optional N/A

* In the Asia Pacific region, standard support hours are 9AM—9PM, Monday—Friday (GMT +8).

Service Expiration

To secure your organization, we recommend that you keep your LiveSecurity subscription active. When
your subscription expires, you lose up-to-the-minute security warnings and regular software updates. This
loss can put your network at risk. Damage to your network is much more expensive than a LiveSecurity
Service subscription renewal. If you renew within 30 days, there is no reinstatement fee.
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4 Getting Started

Before You Begin

Before you begin the installation process, make sure you complete the tasks described in the subsequent
sections.

Note In these installation instructions, we assume your XTM device has one trusted, one
external, and one optional interface configured. To configure additional interfaces on your
device, use the configuration tools and procedures described in the Network Setup and
Configuration topics.

Verify Basic Components

Make sure that you have these items:

» A computer with a 10/100BaseT Ethernet network interface card and a web browser installed
» A WatchGuard XTM device

m A serial cable (blue)

m One crossover Ethernet cable (red)

m One straight Ethernet cable (green)

m Power cable or AC power adapter
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Get an XTM Device Feature Key

To enable all of the features on your XTM device, you must register the device on the WatchGuard
LiveSecurity web site and get your feature key. The XTM device has only one user license (seat license) until
you apply your feature key.

If you register your XTM device before you use the Quick Setup Wizard, you can paste a copy of your
feature key in the wizard. The wizard then applies it to your device. If you do not paste your feature key into
the wizard, you can still finish the wizard. Until you add your feature key, only one connection is allowed to
the Internet.

You also get a new feature key for any optional products or services when you purchase them. After you
register your XTM device or any new feature, you can synchronize your XTM device feature key with the
feature keys kept in your registration profile on the WatchGuard LiveSecurity site. You can use Fireware
XTM Web Ul at any time to get your feature key.

To learn how to register your XTM device and get a feature key, see Get a Feature Key from LiveSecurity on
page 51.

Gather Network Addresses

We recommend that you record your network information before and after you configure your XTM
device. Use the first table below for your network IP addresses before you put the device into operation.
For information about how to identify your network IP addresses, see Identify Your Network Settings on
page 32.

WatchGuard uses slash notation to show the subnet mask. For more information, see About Slash Notation
on page 3. For more information on IP addresses, see About IP Addresses on page 3.

Table 1: Network IP addresses without the XTM device

Wide Area Network . . . /

Default Gateway

Local Area Network . . . /

Secondary Network (if applicable) . . . /

Public Server(s) (if applicable)

Use the second table for your network IP addresses after you put the XTM device into operation.
External interface
Connects to the external network (typically the Internet) that is not trusted.
Trusted interface

Connects to the private LAN (local area network) or internal network that you want to protect.
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Optional interface(s)

Usually connects to a mixed trust area of your network, such as servers in a DMZ (demilitarized
zone). You can use optional interfaces to create zones in the network with different levels of access.

Table 2: Network IP addresses with the XTM device

Default Gateway

External Interface /
Trusted Interface /
Optional Interface /
Secondary Network (if applicable) /

Select a Firewall Configuration Mode

You must decide how you want to connect the XTM device to your network before you run the Quick Setup
Wizard. The way you connect the device controls the interface configuration. When you connect the
device, you select the configuration mode—routed or drop-in—that is best suited to your current network.

Many networks operate best with mixed routing configuration, but we recommend the drop-in mode if:

m You have already assigned a large number of static IP addresses and do not want to change your
network configuration.

m You cannot configure the computers on your trusted and optional networks that have public IP
addresses with private IP addresses.

This table and the descriptions below the table show three conditions that can help you to select a firewall
configuration mode.

Mixed Routing Mode Drop-in Mode

All of the XTM device interfaces are on the
All of the XTM device interfaces are on different networks. same network and have the same IP

address.
Trusted and optional interfaces must be on different The computers on the trusted or optional
networks. Each interface has an IP address on its network. interfaces can have a public IP address.

Use static NAT (network address translation) to map public NAT is not necessary because the
addresses to private addresses behind the trusted or computers that have public access have
optional interfaces. public IP addresses.

For more information about drop-in mode, see Drop-In Mode on page 90.
For more information about mixed routing mode, see Mixed Routing Mode on page 83.

The XTM device also supports a third configuration mode called bridge mode. This mode is less commonly
used. For more information about bridge mode, see Bridge Mode on page 96.
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Note You can use the Web Setup Wizard or the WSM Quick Setup Wizard to create your initial
configuration. When you run the Web Setup Wizard, the firewall configuration is
automatically set to mixed routing mode. When you run the WSM Quick Setup Wizard,
you can configure the device in mixed routing mode or drop-in mode.

You can now start the Quick Setup Wizard. For more information, see About the Quick Setup Wizard on
page 22.

About the Quick Setup Wizard

You can use the Quick Setup Wizard to create a basic configuration for your XTM device. The device uses
this basic configuration file when it starts for the first time. This enables it to operate as a basic firewall. You
can use this same procedure at any time to reset the device to a new basic configuration. This is helpful for
system recovery.

When you configure your XTM device with the Quick Setup Wizard, you set only the basic policies (TCP and
UDP outgoing, FTP packet filter, ping, and WatchGuard) and interface IP addresses. If you have more
software applications and network traffic for the device to examine, you must:

m Configure the policies on the XTM device to let the necessary traffic through

m Set the approved hosts and properties for each policy

= Balance the requirement to protect your network against the requirements of your users to connect
to external resources

For instructions to run the wizard from a web browser, see Run the Web Setup Wizard on page 23.
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Run the Web Setup Wizard

You can use the Web Setup Wizard to set up a basic configuration on any WatchGuard XTM device. The Web
Setup Wizard automatically configures the XTM device for mixed routing mode.

To use the Web Setup Wizard, you must make a direct network connection to the XTM device and use a
web browser to start the wizard. When you configure your XTM device, it uses DHCP to send a new IP
address to your computer.

Before you start the Web Setup Wizard, make sure you:

= Register your XTM device with LiveSecurity Service
m Store a copy of your XTM device feature key in a text file on your computer

Start the Web Setup Wizard

1. Use the red crossover Ethernet cable that ships with your XTM device to connect the management
computer to interface number 1 of your XTM device. This is the trusted interface.

2. Connectthe power cord to the XTM device power input and to a power source.

3. Startthe XTM device in factory default mode. This is also known as safe mode.

For more information, see Reset an XTM Device to a Previous or New Configuration on page 47.

4. Make sure your computer is configured to accept a DHCP-assigned IP address.

If your computer uses Windows XP:

= In the Windows Start menu, select All Programs > Control Panel > Network Connections >
Local Area Connections.

n Click Properties.

= Select Internet Protocol (TCP/IP) and click Properties.

= Make sure Obtain an IP Address Automatically is selected.

For more detailed instructions, see Identify Your Network Settings on page 32.

5. If your browser uses an HTTP proxy server, you must temporarily disable the HTTP proxy setting in
your browser.

For more information, see Disable the HTTP Proxy in the Browser on page 36.

6. Open aweb browser and type the factory default IP address of the trusted interface (interface 1),
https://10.0.1.1:8080.
If you use Internet Explorer, make sure you type https:// at the start of the IP address. This opens
a secure HTTP connection between your management computer and the XTM device.
The Web Setup Wizard starts automatically.

7. Login with the default administrator account credentials:
Username: admin
Passphrase: readwrite
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8. Complete the subsequent screens of the wizard.

The Web Setup Wizard includes this set of dialog boxes. Some dialog boxes appear only if you select
certain configuration methods:

Login

Log in with the default administrator account credentials. For Username, select admin. For
Passphrase, use the passphrase: readwrite.

Welcome
The first screen tells you about the wizard.
Select a configuration type
Selectwhethertocreateanew configurationorrestore aconfigurationfromasavedbackupimage.
License agreement
You must accept the license agreement to continue with the wizard.
Retrieve Feature Key, Apply Feature Key, Feature key options

If your XTM device does not already have a feature key the wizard provides options for you to
download or import a feature key. The wizard can only download a feature key if it has a
connection to the Internet. If you have downloaded a local copy of the feature key to your
computer, you can paste that into the setup wizard.

If the XTM device does not have an Internet connection while you run the wizard, and you did
not register the device and download the feature key to your computer before you started the
wizard, you can choose to not apply a feature key.

Note If you do not apply a feature key in the Web Setup Wizard you must register the device and
apply the feature key in the Fireware XTM Web UI. Functionality of the device is limited
until you apply a feature key.

Configure the External Interface of your Firebox

Select the method your ISP uses to assign your IP address. The choices are DHCP, PPPoE or
Static.

Configure the External Interface for DHCP

Type your DHCP identification as supplied by your ISP.
Configure the External Interface for PPPoE

Type your PPPoE information as supplied by your ISP.
Configure the External Interface with a static IP address

Type your static IP address information as supplied by your ISP.
Configure the DNS and WINS Servers

Type the Domain DNS and WINS server addresses you want the XTM device to use.
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Configure the Trusted Interface of the Firebox

Type the IP address of the trusted interface. Optionally, you can enable the DHCP server for the
trusted interface.

Create passphrases for your device

Type a passphrase for the status (read only) and admin (read/write) management accounts on
the XTM device.

Enable remote management
Enable remote management if you want to manage this device from the external interface.
Add contact information for your device

You can type a device name, location, and contact information to save management
information for this device. By default, the device name is set to the model number of your
XTM device. We recommend that you choose a unique name that you can use to easily identify
this device, especially if you use remote management.

Set the Time Zone
Select the time zone where the XTM device is located.
The Quick Setup Wizard is complete
After you complete the wizard, the XTM device restarts.
If you leave the Web Setup Wizard idle for 15 minutes or more, you must go back to Step 3 and start again.
Note If you change the IP address of the trusted interface, you must change your network
settings to make sure your IP address matches the subnet of the trusted network before

you connect to the XTM device. If you use DHCP, restart your computer. If you use static
addressing, see Use a Static IP Address on page 35.

After the Wizard Finishes

After you complete all screens in the wizard, the XTM device is configured with a basic configuration that
includes four policies (TCP outgoing, FTP packet filter, ping, and WatchGuard) and the interface IP addresses
you specified. You can use Fireware XTM Web Ul to expand or change the configuration for your XTM
device.

m For information about how to complete the installation of your XTM device after the Web Setup
Wizard is finished, see Complete Your Installation on page 30.
m For information about how to connect to Fireware XTM Web Ul, see Connect to Fireware XTM Web

Ul on page 26.
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If You Have Problems with the Wizard

If the Web Setup Wizard is unable to install the Fireware XTM OS on the XTM device, the wizard times out. If
you have problems with the wizard, check these things:

m The Fireware XTM OS file you downloaded from the LiveSecurity web site could be corrupted. For
an XTM 5 Series, 8 Series, or 1050 device, if the software image is corrupted, this message can
appear on the LCD interface: File Truncate Error.

If this message appears, download the software again and try the wizard once more.
m If you use Internet Explorer 6, clear the file cache in your web browser and try again.

To clear the cache, in Internet Explorer select Tools > Internet Options > Delete Files.

Connect to Fireware XTM Web Ul

To connect to Fireware XTM Web Ul, you use a web browser to go to the IP address of the XTM device
trusted or optional interface over the correct port number. Connections to the Web Ul are always
encrypted with HTTPS; the same high-strength encryption used by banking and shopping web sites. You
must use https when you type the URL into your browser’s address bar instead of http.

By default, the port used for the Web Ul is 8080. The URL to connect to the Web Ul in your browser is:
https://<firebox-ip-address>:8080

Where <firebox-ip-address> is the IP address assigned to the trusted or optional interface. When you make
this connection, the browser loads the login prompt. The default URL for a WatchGuard XTM device is:

https://10.0.1.1:8080

You can change the IP address of the trusted network to a different IP address. For more information, see
Common Interface Settings on page 98.

For example, to use the default URL to connect to an XTM 2 Series device:

1. Open your web browser and goto https://10.0.1.1:8080.
A security certificate notification appears in the browser.

2. When you see the certificate warning, click Continue to this website (IE 7) or Add Exception
(Firefox 3).
This warning appears because the certificate the XTM device uses is signed by the WatchGuard
certificate authority, which is not in the list of trusted authorities on your browser.

Note This warning appears each time you connect to the XTM device unless you permanently
accept the certificate, or generate and import a certificate for the device to use. For more
information, see About Certificates on page 491.

3. From the Username drop-down list, select the user name.
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Login
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4. In the Passphrase text box, type the passphrase.

m If you selected the Username admin, type the configuration (read-write) passphrase.
m If you selected the Username status, type the status (read-only) passphrase.

Note By default, the XTM device configuration only allows connections to Fireware XTM Web Ul
from the trusted and optional networks. To change the configuration to allow connections
to the Web Ul from the external network, see Connect to Fireware XTM Web Ul from an
External Network on page 27.

Connect to Fireware XTM Web Ul from an
External Network

The Fireware XTM device configuration has a policy called WatchGuard Web Ul. This policy controls which
XTM device interfaces can connect to Fireware XTM Web Ul. By default, this policy only allows connections
from Any-Trusted and Any-Optional networks. If you want to allow access to the Web Ul from the external
network, you must edit the WatchGuard Web Ul policy and add Any-External to the From list.

In Fireware XTM Web Ul:

Select Firewall > Firewall Policies.

Double-click the WatchGuard Web Ul policy to edit it.
Select the Policy tab.

In the From section, click Add.

Select Any-External.

Click OK.

Click Save.

About Fireware XTM Web Ul

The Fireware XTM Web Ul lets you monitor and manage any XTM device without any extra software
installed on your computer. The only software you need is a browser with support for Adobe Flash.

NounkwbhpRE

Because there is no software to install, you can use the Web Ul from any computer that has TCP/IP
connectivity and a browser. This means you can administer your XTM device from a computer running
Windows, Linux, Mac OS, or any other platform, as long as it has a supported browser with Adobe Flash 9
and network connectivity.
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The Web Ul is a real-time management tool. This means that when you use the Web Ul to make changes to
a device, the changes you make generally take effect immediately. The Web Ul does not let you build a list
of changes to a locally-stored configuration file, to send many changes to the device all at once at a later
time. This is different from the Fireware XTM Policy Manager, which is an off-line configuration tool.
Changes you make to a locally-stored configuration file using Policy Manager do not take effect until you
save the configuration to the device.

Note You must complete the Quick Setup Wizard before you can see Fireware XTM Web U|. For
more information, see Run the Web Setup Wizard on page 23. You mustalso use an account
with full administrative access privileges to see and change the configuration pages.

At the left side of Fireware XTM Web Ul is the main menu navigation bar you use to select a set of
configuration pages.

g, §

W atchGuard”

{

Drashboard

System Status
Hetwark

Firewall
Subscription Services
Aurthentication

VEH

System

The top item in the navigation bar is the Dashboard, which returns you to the Fireware XTM Dashboard
page that you see when you first connect to Fireware XTM Web Ul.

All of the other items on the navigation bar contain secondary menu items that you use to configure the
properties of that feature.

= To see these secondary menu items, click the menu item name. For example, if you click
Authentication, these secondary menu items appear: Servers, Settings, Users and Groups, Web
Server Certificate, and Single Sign-On.

m To hide the secondary menu items, click the top level menu item again.

To show menu items that you expand or click, the documentation uses the right arrow (>) symbol. Menu
names are in bold text. For example, the command to open the Authentication Settings page appears in
the text as Authentication > Settings.

Limitations of Fireware XTM Web Ul

You can use Fireware XTM Web Ul, WatchGuard System Manager, and Fireware XTM Command Line
Interface (CLI) to configure and monitor your Fireware XTM device. When you want to change a device
configuration file, you can use any of these programs. There are, however, several device configuration
changes you cannot make with Fireware XTM Web Ul.

Some of the tasks you can complete in Policy Manager, but not with the Web Ul include:
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m Export a certificate or see details about a certificate (You can only import certificates)

m Enable diagnostic logging or change diagnostic log levels

m Change the logging of default packet handling options

= Enable or disable notification of branch office VPN events

= Add or remove static ARP entries in the device ARP table

= Manually get the Mobile VPN with SSL configuration file

m Get the encrypted (.wgx) Mobile VPN with IPSec end-user client configuration (You can only get the
equivalent, but unencrypted, .ini file)

» Edit the name of a policy

m Add a custom address to a policy

= Use a host name (DNS lookup) to add an IP address to a policy

m Use role-based administration (also known as role-based access control, or RBAC)

= View or change the configuration of a device that is a member of a FireCluster

The group of applications that comes with WatchGuard System Manager includes many other tools for
monitoring and reporting. Some of the functions provided by HostWatch, LogViewer, Report Manager, and
WSM are also not available in the Web UL.

To use some Fireware XTM features related to WatchGuard servers, you must install WatchGuard Server
Center. You do not have to use WatchGuard System Manager to install WatchGuard Server Center. You can
use WatchGuard Server Center to configure these WatchGuard servers:

= Management Server
m Log Server

m Report Server

m Quarantine Server

» WebBlocker Server

To learn how to configure features not supported by the Web Ul or how to use WatchGuard Server Center,
see the Fireware XTM WatchGuard System Manager v11 Help at
http://www.watchguard.com/help/docs/wsm/11/en-US/index.html.

To learn more about the CLI, see the WatchGuard Command Line Interface Reference at
http://www.watchguard.com/help/documentation.
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Complete Your Installation

After you are finished with the Web Setup Wizard , you must complete the installation of your XTM device
on your network.

1.

Put the XTM device in its permanent physical location.
Make sure the gateway of management computer and the rest of the trusted network is the IP
address of the trusted interface of your XTM device.

To connect to your XTM device with Fireware XTM Web Ul, open a web browser and type:
https://10.0.1.1:8080. This is the default IP address of the trusted interface.

For more information, see Connect to Fireware XTM Web Ul on page 26.

If you use a routed configuration, make sure you change the default gateway on all the computers
that connect to your XTM device to match the IP address of the XTM device trusted interface.
Customize your configuration as necessary for the security purposes of your business.

For more information, see the subsequent Customize your security policy section.

Customize Your Security Policy

Your security policy controls who can get into and out of your network, and where they can go in your

network. The configuration file of your XTM device manages the security policies.

When you completed the Quick Setup Wizard, the configuration file that you made was only a basic
configuration. You can modify this configuration to align your security policy with the business and security
requirements of your company. You can add packet filter and proxy policies to set what you let in and out of
your network. Each policy can have an effect on your network. The policies that increase your network
security can decrease access to your network. And the policies that increase access to your network can
put the security of your network at risk. For more information on policies, see About Policies on page 287.

For a new installation, we recommend that you use only packet filter policies until all your systems operate

correctly. As necessary, you can add proxy policies.

About LiveSecurity Service

Your XTM device includes a subscription to LiveSecurity Service. Your subscription:

Makes sure that you get the newest network protection with the newest software upgrades
Gives solutions to your problems with full technical support resources

Prevents service interruptions with messages and configuration help for the newest security
problems

Helps you to find out more about network security through training resources

Extends your network security with software and other features

Extends your hardware warranty with advanced replacement

For more information about LiveSecurity Service, see About WatchGuard Support on page 17.
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Additional Installation Topics

Connect to an XTM Device with Firefox v3

Web browsers use certificates to ensure that the device on the other side of an HTTPS connection is the
device you expect. Users see a warning when a certificate is self-signed, or when there is a mismatch
between the requested IP address or host name and the IP address or host name in the certificate. By
default, your XTM device uses a self-signed certificate that you can use to set up your network quickly.
However, when users connect to the XTM device with a web browser, a Secure Connection Failed warning
message appears.

To avoid this warning message, we recommend that you add a valid certificate signed by a CA (Certificate
Authority) to your configuration. This CA certificate can also be used to improve the security of VPN
authentication. For more information on the use of certificates with XTM devices, see About Certificates on
page 491.

If you continue to use the default self-signed certificate, you can add an exception for the XTM device on
each client computer. Current versions of most Web browsers provide a link in the warning message that
the user can click to allow the connection. If your organization uses Mozilla Firefox v3, your users must add
a permanent certificate exception before they can connect to the XTM device.

Actions that require an exception include:

m About User Authentication

m Install and Connect the Mobile VPN with SSL Client
m  Run the Web Setup Wizard

Connect to Fireware XTM Web Ul

Common URLs that require an exception include:

https://IP address or host name of an XTM device interface:8080
https://IP address or host name of an XTM device interface:4100
https://IP address or host name of an XTM device:4100/sslvpn.html
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Add a Certificate Exception to Mozilla Firefox v3

If you add an exception in Firefox v3 for the XTM device certificate, the warning message does not appear
on subsequent connections. You must add a separate exception for each IP address, host name, and port
used to connect to the XTM device. For example, an exception that uses a host name does not operate
properly if you connect with an IP address. Similarly, an exception that specifies port 4100 does not apply to
a connection where no port is specified.

Note A certificate exception does not make your computer less secure. All network traffic
between your computer and the XTM device remains securely encrypted with SSL.

There are two methods to add an exception. You must be able to send traffic to the XTM device to add an
exception.

m Click the link in the Secure Connection Failed warning message.
m Use the Firefox v3 Certificate Manager to add exceptions.

In the Secure Connection Failed warning message:

1. Click Or you can add an exception.
Click Add Exception.
The Add Security Exception dialog box appears.
3. Click Get Certificate.
Select the Permanently store this exception check box.
5. Click Confirm Security Exception.

e

To add multiple exceptions:

1. In Firefox, select Tools > Options.
The Options dialog box appears.
2. Select Advanced.
3. Click the Encryption tab, then click View Certificates.
The Certificate Manager dialog box opens.
4. Click the Servers tab, then click Add Exception.
5. In the Location text box, type the URL to connect to the XTM device. The most common URLs are

listed above.

6. When the certificate information appears in the Certificate Status area, click Confirm Security
Exception.

7. Click OK.

8. To add more exceptions, repeat Steps 4—6.

Identify Your Network Settings

To configure your XTM device, you must know some information about your network. You can use this
section to learn how to identify your network settings.

For an overview of network basics, see About Networks and Network Security on page 1.
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Network Addressing Requirements

Before you can begin installation, you must know how your computer gets an IP address. Your Internet
Service Provider (ISP) or corporate network administrator can give you this information. Use the same
method to connect the XTM device to the Internet that you use for your computer. For example, if you
connect your computer directly to the Internet with a broadband connection, you can put the XTM device
between your computer and the Internet and use the network configuration from your computer to
configure the XTM device external interface.

You can use a static IP address, DHCP, or PPPoE to configure the XTM device external interface. For more
information about network addressing, see Configure an External Interface on page 84.

Your computer must have a web browser. You use the web browser to configure and manage the XTM
device. Your computer must have an IP address on the same network as the XTM device.

In the factory default configuration, the XTM device assigns your computer an IP address with DHCP
(Dynamic Host Configuration Protocol). You can set your computer to use DHCP and then you can connect
to the device to manage it. You can also give your computer a static IP address that is on the same network
as the trusted IP address of the XTM device. For more information, see Set Your Computer to Connect to
Your XTM Device on page 35.

Find Your TCP/IP Properties

To learn about the properties of your network, look at the TCP/IP properties of your computer or any other
computer on the network. You must have this information to install your XTM device:

= [P address

= Subnet mask

n Default gateway

»  Whether your computer has a static or dynamic IP address
m IP addresses of primary and secondary DNS servers

Note If your ISP assigns your computer an IP address that starts with 10, 192.168, or 172.16 to
172.31, then your ISP uses NAT (Network Address Translation) and your IP address is
private. We recommend that you get a public IP address for your XTM device external IP
address. If you use a private IP address, you can have problems with some features, such
as virtual private networking.

To find the TCP/IP properties for your computer operating system, use the instructions in the subsequent
sections.

Find Your TCP/IP Properties on Microsoft Windows Vista

1. Select Start > Programs > Accessories > Command Prompt.
The Command Prompt dialog box appears.
2. Atthe command prompt, type ipconfig /all and press Enter.
3. Write down the values that you see for the primary network adapter.
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Find Your TCP/IP Properties on Microsoft Windows 2000, Windows 2003, and
Windows XP

1. Select Start > All Programs > Accessories > Command Prompt.
The Command Prompt dialog box appears.
2. Atthe command prompt, type ipconfig /all and press Enter.
3. Write down the values that you see for the primary network adapter.

Find Your TCP/IP Properties on Microsoft Windows NT

1. Select Start > Programs > Command Prompt.
The Command Prompt dialog box appears.
2. Atthe command prompt, type ipconfig /all and press Enter.
3. Write down the values that you see for the primary network adapter.

Find Your TCP/IP Properties on Macintosh OS 9

1. Select the Apple menu > Control Panels > TCP/IP.
The TCP/IP dialog box appears.
2. Write down the values that you see for the primary network adapter.

Find Your TCP/IP Properties on Macintosh OS X 10.5

1. Select the Apple menu > System Preferences, or select the icon from the Dock.
The System Preferences dialog box appears.

2. Click the Network icon.
The Network preference pane appears.

3. Select the network adapter you use to connect to the Internet.

4. Write down the values that you see for the network adapter.

Find Your TCP/IP Properties on Other Operating Systems (Unix, Linux)

1. Read your operating system guide to find the TCP/IP settings.
2. Write down the values that you see for the primary network adapter.

Find PPPOE Settings

Many ISPs use Point to Point Protocol over Ethernet (PPPoE) because it is easy to use with a dial-up
infrastructure. If your ISP uses PPPoE to assign IP addresses, you must get this information:

= Login name
= Domain (optional)
= Password
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Set Your Computer to Connect to Your XTM Device

Before you can use the Web Setup Wizard, you must configure your computer to connect to your XTM
device. You can set your network interface card to use a static IP address, or use DHCP to get an IP address
automatically.

Use DHCP

If your computer does not use the Windows XP operating system, read the operating system help for
instructions on how to set your computer to use DHCP.

To configure a computer with Windows XP to use DHCP:

1. Select Start > Control Panel.

The Control Panel window appears.
2. Double-click Network Connections.
3. Double-click Local Area Connection.

The Local Area Connection Status window appears.
4. Click Properties.

The Local Area Connection Properties window appears.
5. Double-click Internet Protocol (TCP/IP).
The Internet Protocol (TCP/IP) Properties dialog box appears.
Select Obtain an IP address automatically and Obtain DNS server address automatically.
Click OK to close the Internet Protocol (TCP/IP) Properties dialog box.
Click OK to close the Local Area Network Connection Properties dialog box.
Close the Local Area Connection Status, Network Connections, and Control Panel windows.
Your computer is ready to connect to the XTM device.
10. When the XTM device is ready, open a web browser.
11. Inthe browser address bar, type the IP address of your XTM device and press Enter.
12. If asecurity certificate warning appears, accept the certificate.

The Quick Setup Wizard starts.

N

Note The default IP address for a WatchGuard XTM device is https://16.0.1.1/.

13. Run the Web Setup Wizard.

Use a Static IP Address

If your computer does not use the Windows XP operating system, read the operating system help for
instructions on how to set your computer to use a static IP address. You must select an IP address on the
same subnet as the trusted network.

To configure a computer with Windows XP to use a static IP address:

1. Select Start > Control Panel.
The Control Panel window appears.
2. Double-click Network Connections.
3. Double-click Local Area Connection.
The Local Area Connection Status window appears.
4. Click Properties.
The Local Area Connection Properties window appears.
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10.
11.
12.

13.
14.

15.

16.

Double-click Internet Protocol (TCP/IP).

The Internet Protocol (TCP/IP) Properties dialog box appears.

Select Use the following IP address.

In the IP address field, type an IP address on the same network as the XTM device trusted interface.
For example, you can set the IP address on your computer to 10.0.1. 2.

The default IP address for the XTM device trusted interface is 10.0.1.1.

In the Subnet Mask field, type 255.255.255.0.

In the Default Gateway field, type the IP address of the XTM device trusted interface, 10.0.1.1.
Click OK to close the Internet Protocol (TCP/IP) Properties dialog box.

Click OK to close the Local Area Network Connection Properties dialog box.

Close the Local Area Connection Status, Network Connections, and Control Panel windows.
Your computer is ready to connect to the XTM device.

When the XTM device is ready, open a web browser.

In the browser address bar, type the IP address of your XTM device and press Enter.

Note The default IP address for a WatchGuard XTM device is https://10.0.1.1/.

If a security certificate warning appears, accept the certificate.
The Quick Setup Wizard starts.
Run the Web Setup Wizard.

Disable the HTTP Proxy in the Browser

Many web browsers are configured to use an HTTP proxy server to increase the download speed of web
pages. To manage or configure the XTM device with the Web Ul, your browser must connect directly to the
device. If you use an HTTP proxy server, you must temporarily disable the HTTP proxy setting in your

browser. You can enable the HTTP proxy server setting in your browser again after you set up the XTM

device.

Use these instructions to disable the HTTP proxy in Firefox, Safari, or Internet Explorer. For other browsers,
use the browser Help system to find the necessary information. Many browsers automatically disable the
HTTP proxy feature.

Disable the HTTP proxy in Internet Explorer 6.x, 7.x, or 8.x

1.
2.

o

Open Internet Explorer.

Select Tools > Internet Options.

The Internet Options dialog box appears.

Select the Connections tab.

Click LAN Settings.

The Local Area Network (LAN) Settings dialog box appears.

Clear the Use a proxy server for your LAN check box.

Click OK to close the Local Area Network (LAN) Settings dialog box.
Click OK to close the Internet Options dialog box.

Disable the HTTP proxy in Firefox 2.x or 3.x

1.
2.

Open Firefox.
Select Tools > Options.
The Options dialog box appears.
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Click Advanced.

Select the Network tab.
Click Settings.

Click Connection Settings.

ou kW

The Connection Settings dialog box appears.

7. For Firefox 2.x, make sure the Direct Connection to the Internet option is selected.
For Firefox 3.x, make sure the No proxy option is selected.

8. Click OK to close the Connection Settings dialog box.

9. Click OK to close the Options dialog box.

Disable the HTTP proxy in Safari 2.0

1. Open Safari.

Select Preferences.

The Safari preferences dialog ox appears.
3. Click Advanced.
4. Click Change Settings.

The System Preference dialog box appears.
5. Clear the Web Proxy (HTTP) check box.
6. Click Apply Now.
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5 Configuration and Management
Basics

About Basic Configuration and Management Tasks

After your XTM device is installed on your network and is set up with a basic configuration file, you can start
to add custom configuration settings. The topics in this section help you complete these basic management
and maintenance tasks.

Make a Backup of the XTM Device Image

An XTM device backup image is an encrypted and saved copy of the flash disk image from the XTM device
flash disk. It includes the XTM device OS, configuration file, licenses, and certificates. You can save a backup
image to your computer or to a directory on your network.

We recommend that you regularly make backup files of the XTM device image. We also recommend that
you create a backup image of the XTM device before you make significant changes to your configuration
file, or before you upgrade your XTM device or its OS. You can use Fireware XTM Web Ul to make a backup
of your device image.

1. Select System > Backup Image.

2. Type and confirm an encryption key. This key is used to encrypt the backup file. If you lose or forget
this encryption key, you cannot restore the backup file.

3. Click Backup.

4. Select alocation to save the backup image file and type a filename.
The backup image is saved to the location you specify.

Restore an XTM Device Backup Image

You can use Fireware XTM Web Ul to restore a previously created backup image to your XTM device. If your
device is centrally managed, you must open Policy Manager for your device from your Management Server
to restore a backup image to your device.

For more information about Centralized Management and how to update a Fully Managed device, see
Fireware XTM WatchGuard System Manager Help.
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Select System > Restore Image.

Click Restore Image.

Click Browse.

Select the saved backup image file. Click Open.

Click Restore.

Type the encryption key you used when you created the backup image.
The XTM device restores the backup image. It restarts and uses the backup image.

ok wNRE

Wait for two minutes before you connect to the XTM device again.

If you cannot successfully restore your XTM device image, you can reset the XTM device. Depending on the
XTM device model you have, you can reset a XTM device to its factory-default settings or rerun the Quick
Setup Wizard to create a new configuration.

For more information, see Reset an XTM Device to a Previous or New Configuration on page 47.
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Use a USB Drive for System Backup and Restore

A WatchGuard XTM device backup image is a copy of the flash disk image from the XTM device that is
encrypted and saved. The backup image file includes the XTM device OS, configuration file, feature key, and
certificates.

For XTM 2 Series, 5 Series, 8 Series, or XTM 1050 devices, you can attach a USB drive or storage device to
the USB port on the XTM device for system backup and restore procedures. When you save a system
backup image to a connected USB drive, you can restore your XTM device to a known state more quickly.

About the USB Drive

The USB drive must be formatted with the FAT or FAT32 file system. If the USB drive has more than one
partition, Fireware XTM only uses the first partition. Each system backup image can be as large as 30 MB.
We recommend you use a USB drive large enough to store several backup images.

Save a Backup Image to a Connected USB Drive

For this procedure, a USB drive must be connected to your XTM device.

1. Select System > USB Drive.
The Backup/Restore to USB drive page appears.

Mew backup image

Filename
Encrypltion Key

Canfirm Encryptron Key

[ Save to USB Drive

2. Inthe New backup image section, type a Filename for the backup image.

3. Type and confirm an Encryption key. This key is used to encrypt the backup file. If you lose or forget
this encryption key, you cannot restore the backup file.

4. Click Save to USB Drive.

The saved image appears on the list of Available device backup images after the save is complete.

Restore a Backup Image from a Connected USB Drive

For this procedure, a USB drive must be connected to your XTM device.

1. Select System > USB Drive.
The Backup/Restore to USB Drive page appears.
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Backup/Restore to USB drive

Help i@

USE Dnve; USE DRIVE (598432 of 1007328 available)

Aorailable bacxup imagas

Image Saved
2010-04-27 w115 Fxi 20100427 11:06:06
Rastore Salactad Image Use Salactad Image fer Auto-Restora |

From the Available backup images list, select a backup image file to restore.
Click Restore Selected Image.

Type the Encryption key you used when you created the backup image.
Click Restore.

The XTM device restores the backup image. It restarts and uses the backup image.

vk wn

Automatically Restore a Backup Image from a USB Drive

If a USB drive (storage device) is connected to a WatchGuard XTM device in recovery mode, the device can
automatically restore the previously backed up image from the USB drive. To use the auto-restore feature,
you must first select a backup image on the USB drive as the one you want to use for the restore process.
You must use Fireware XTM Web Ul, Firebox System Manager, or Fireware XTM command line interface to
select this backup image.

You can use the same backup image for more than one device in the same WatchGuard XTM model family.
For example, you can use a backup image saved from an XTM 530 as the backup image for any other XTM 5
Series device.

Select the Backup Image to Auto-restore

1. SelectSystem >USB Drive.
The Backup/Restore toUSB Drive page appears. The savedbackup imagefiles appearin alist atthe topof the page.
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Backup/Restore to USB drive

Help &

USE Drive: USE DRIVE (566240 of 1007328 available)

Available backup images

Image Sawved

2010-04-27.v11.3.54 2010-04-27 11:06:06
auts-restore.fx 2010-04-27 16:15:03
Restore Selected Image | Use Selected Image for Auto-Restore

2. From the Available backup images list, select a backup image file.

Click Use Selected Image for Auto-Restore.

4. Type the Encryption key used to create the backup image. Click OK.
The XTM device saves a copy of the selected backup image on the USB drive.

w

If you had a previous auto-restore image saved, the auto-restore.fxi file is replaced with a copy of the
backup image you selected.

Warning If your XTM device has used a version of the Fireware XTM OS before v11.3, you
must update the recovery mode software image on the device to v11.3 for the
auto-restore feature to operate. See the Fireware XTM 11.3 Release Notes for
upgrade instructions.

Restore the BackupIlmage foran XTM 5 Series, 8 Series, or XTM 1050 Device

Connect the USB drive with the auto-restore image to a USB port on the XTM device.

Power off the XTM device.

Press the up arrow on the device front panel while you power on the device.

Keep the button depressed until Recovery Mode starting appears on the LCD display.

The device restores the backup image from the USB drive, and automatically uses the restored image after it

PR

reboots.

If the USB drive does not contain a valid auto-restore image for this XTM device model family, the device
does not reboot and is instead started in recovery mode. If you restart the device again, it uses your current
configuration. When the device is in recovery mode, you can use the WSM Quick Setup Wizard to create a
new basic configuration.

For information about the WSM Quick Setup Wizard, see Run the WSM Quick Setup Wizard.
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Restore the Backup Image for an XTM 2 Series Device

Attach the USB drive with the auto-restore image to a USB port on the XTM 2 Series device.
Disconnect the power supply.

Press and hold the Reset button on the back of the device.

Connect the power supply while you continue to hold down the Reset button.

After 10 seconds, release the Reset button.

A wWwN R

The device restores the backup image from the USB drive, and automatically uses the restored image after it
reboots.

If the USB drive does not contain a valid 2 Series auto-restore image, the auto-restore fails and the device
does not reboot. If the auto-restore process is not successful, you must disconnect and reconnect the
power supply to start the 2 Series device with factory-default settings.

For information about factory default settings, see About Factory-Default Settings.
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USB Drive Directory Structure

The USB drive contains directories for backup images, configuration files, feature key, certificates and
diagnostics information for your XTM device.

When you save a backup image to a USB drive, the file is saved in a directory on the USB drive with the
same name as the serial number of your XTM device. This means that you can store backup images for
more than one XTM device on the same USB drive. When you restore a backup image, the software
automatically retrieves the list of backup images stored in the directory associated with that device.

For each device, the directory structure on the USB device is as follows, where sn is replaced by the serial
number of the XTM device:

\sn\flash-images\
\sn\configs\
\sn\feature-keys\
\sn\certs\

The backup images for a device is saved in the \sn\flash-images directory. The backup image file saved
in the flash-images directory contains the Fireware XTM OS, the device configuration, feature keys, and
certificates. The \configs, \feature-keys and \certs subdirectories are not used for any USB drive
backup and restore operations. You can use these to store additional feature keys, configuration files, and
certificates for each device.

There is also one directory at the root level of the directory structure which is used to store the designated
auto-restore backup image.

\auto-restore\

When you designate a backup image to use for automatic restore, a copy of the selected backup image file
is encrypted and stored in the \auto-restore directory with the file name auto-restore.fxi. You can
have only one auto-restore image saved on each USB drive. You can use the same auto-restore backup
image for more than one device, if both devices are the same WatchGuard XTM model family. For example,
you can use an auto-restore image saved from an XTM 530 as the auto-restore image for any other XTM 5
Series device.

You must use the System > USB Drive command to create an auto-restore image. If you manually copy and
rename a backup image and store it in this directory, the automatic restore process does not operate
correctly.

There is also another directory at the root level of the directory structure which is used to store the support
snapshot that can be used by WatchGuard technical support to help diagnose issues with your XTM device.

\wgdiag\

For more information about the support snapshot, see Use a USB Drive to Save a Support Snapshot.
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Save a Backup Image to a USB Drive Connected to Your
Computer

You can use Fireware XTM Web Ul to save a backup image to a USB drive or storage device connected to
your computer. If you save the configuration files for multiple devices to the same USB drive, you can attach
the USB drive to any of those XTM devices for recovery.

If you use the System > USB Drive command to do this, the files are automatically saved in the proper
directory on the USB drive. If you use the System > Backup Image command, or if you use Windows or
another operating system to manually copy configuration files to the USB device, you must manually create
the correct serial number and flash-image directories for each device (if they do not already exist).

Before You Begin

Before you begin, it important that you understand the USB Drive Directory Structure used by the USB
backup and restore feature. If you do not save the backup image in the correct location, the device cannot
find it when you attach the USB drive to the device.

Save the Backup Image

To save a backup image to a USB drive connected to your computer, follow the steps in Make a Backup of
the XTM Device Image. When you select the location to save the file, select the drive letter of the USB drive
attached to your computer. If you want the backup image you save to be recognized by the XTM device
when you attach the USB drive, make sure to save the backup in the \flash-images folder, in the
directory that is named with the serial number of your XTM device.

For example, if your XTM device serial number is 70A10003C0A3D, save the backup image file to this
location on the USB drive:

\70A10003COA3D\flash-images\

Designate a Backup Image for Auto-restore

To designate a backup image for use with the auto-restore feature, you must connect the USB drive to the
device and designate the backup image to use for auto-restore, as described in Use a USB Drive for System
Backup and Restore. If you manually save a backup image to the auto-restore directory, the automatic
restore process does not operate correctly.
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Reset an XTM Device to a Previous or New
Configuration

If your XTM device has a severe configuration problem, you can reset the device to its factory-default
settings. For example, if you do not know the configuration passphrase or if a power interruption causes
damage to the Fireware XTM OS, you can use the Quick Setup Wizard to build your configuration again or
restore a saved configuration.

For a description of the factory-default settings, see About Factory-Default Settings on page 48.

Note You can also use safe mode to automatically restore a system backup image from a USB
storage device. For more information, see Automatically Restore a Backup Image from a
USB Drive.

Start an XTM Device in Safe Mode

To restore the factory-default settings for a WatchGuard XTM 5 Series, 8 Series, or 10 Series device, you
must start the XTM device in safe mode.

1. Power off the XTM device.
Press the down arrow on the device front panel while you power on the XTM device.

3. Keep the down arrow button depressed until the message Safe Mode Starting appearson the
LCD display:

When the device is started in safe mode, the display shows the model number followed by the
word "safe".

When you start a device in safe mode:

m The device temporarily uses the factory-default network and security settings.

m The current feature key is not removed. If you run the Quick Setup Wizard to create a new
configuration, the wizard uses the feature key you previously imported.

= Your current configuration is deleted only when you save a new configuration. If you restart the XTM
device before you save a new configuration, the device uses your current configuration again.

Reset an XTM 2 Series Device to Factory-Default Settings

When you reset an XTM 2 Series device, the original configuration settings are replaced by the factory-
default settings. To reset the device to factory-default settings:

Disconnect the power supply.

Press and hold the Reset button on the back of the device.

While you continue to hold down the Reset button, connect the power supply.

Continue to hold down the Reset button until the yellow Attn indicator stays lit. This shows that the
device successfully restored the factory-default settings.

For a 2 Series device, this process can take 75 seconds or more.

5. Release the Reset button.

Pwhe

User Guide 47

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Configuration and Management Basics

Note You must start the device again before you can connect to it. If you do not restart, when
you try to connect to the device, a web page appears with this message: Your device is
running from a backup copy of firmware. You can also see this message if the Reset
button is stuck in the depressed position. If you continue to see this message, check the
Reset button and restart the device.

6. Disconnect the power supply.
7. Connectthe power supply again.
The Power Indicator lights and your device is reset.

Run the Quick Setup Wizard

After you restore the factory-default settings, you can use the Quick Setup Wizard to create a basic
configuration or restore a saved backup image.

For more information, see About the Quick Setup Wizard on page 22.

About Factory-Default Settings

The term factory-default settings refers to the configuration on the XTM device when you first receive it
before you make any changes. You can also reset the XTM device to factory-default settings as described in
Reset an XTM Device to a Previous or New Configuration on page 47.

The default network and configuration properties for the XTM device are:

Trusted network

The default IP address for the trusted network is 10.0.1.1. The subnet mask for the trusted network
is 255.255.255.0.

The default IP address and port for the Fireware XTM Web Ulis https://10.0.1.1:8080.

The XTM device is configured to give IP addresses to computers on the trusted network through
DHCP. By default, these IP addresses can be from 10.0.1.2 to 10.0.1.254.

External network
The XTM device is configured to get an IP address with DHCP.
Optional network
The optional network is disabled.
Administrator (read/write) account credentials
Username: admin
Passphrase: readwrite
Status (read-only) account credentials
Username: status

Passphrase: readonly
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Firewall settings

All incoming traffic is denied. The outgoing policy allows all outgoing traffic. Ping requests received
from the external network are denied.

System Security

The XTM device has the built-in administrator accounts admin (read-write access) and status (read-
only access). When you first configure the device with the Quick Setup Wizard, you set the status
and configuration passphrases. After you complete the Quick Setup Wizard, you can log in to
Fireware XTM Web Ul with the either the admin or status administrator accounts. For full
administrator access, log in with the admin user name and type the configuration passphrase. For
read-only access, log in with the status user name and type the read-only passphrase.

By default, the XTM device is set up for local management from the trusted network only. Additional
configuration changes must be made to allow administration from the external network.

Upgrade Options

To enable upgrade options such as WebBlocker, spamBlocker, and Gateway AV/IPS, you must paste
or import the feature key that enables these features into the configuration page or use the Get

Feature Key command to activate upgrade options. If you start the XTM device in safe mode, you do
not need to import the feature key again.
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About Feature Keys

A feature key is a license that enables you to use a set of features on your XTM device. You increase the
functionality of your device when you purchase an option or upgrade and get a new feature key.

When You Purchase a New Feature

When you purchase a new feature for your XTM device, you must:

m Get a Feature Key from LiveSecurity
m Add a Feature Key to Your XTM Device

See Features Available with the Current Feature Key

YourXTM device always hasone currentlyactive feature key. Tosee the features available with thisfeature key:

1. Connectto Fireware XTM Web UlI.
2. Select System > Feature Key.
The Feature Key page appears.

Feature Key

Sunimary Help @
Firebox Modsl XTH1050 update
Firebox S/N LT AT Remave
To dewnlead your feature key through LeveSasurty Get Feature Key
Features
Feature Value Expiration Time left
Firabox Model Upgrade Disabled Newer A
Total Humber of Authenticaton Domains 200 Mowver
Total Rumber of Authenticated Users Enabled Newver
Branch Office YBN Tunnels 10000 T—
Filter Polcy Throughput Masimurmn L0000 Mevar
Mobile VPN Users Emabled Mavar —
Concurrent Session Maximum 2500000 Mewer
VPN Policy Throughput Maximem Enablad Mawar
Gateway AntVirus Throughput Mamum Enabled Mever
Fireware XTHM Emablad Mewvar
Software Edition Enabled Mever
LveSecurty Service Enabled 09'29/2011 Expires in 255 days
wabBlocker Enabled osfag/z01l Expires in 255 days =]

The Features section includes:

m A list of available features

m  Whether the feature is enabled or disabled

m Value assigned to the feature such as the number of VLAN interfaces allowed

m Expiration date of the feature

m Current status on expiration, such as how many days remain before the feature expires
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Get a Feature Key from LiveSecurity

Before you activate a new feature, or renew a subscription service, you must have a license key certificate
from WatchGuard that is not already registered on the LiveSecurity web site. When you activate the license
key, you can get the feature key that enables the activated feature on the XTM device. You can also retrieve
an existing feature key at a later time.

Activate the License Key for a Feature

To activate a license key and get the feature key for the activated feature:

1. Openaweb browser and go to https://www.watchguard.com/activate.
If you have not already logged in to LiveSecurity, the LiveSecurity Log In page appears.
2. Type your LiveSecurity user name and password.
The Activate Products page appears.
3. Type the serial number or license key for the product as it appears on your printed certificate. Make

sure to include any hyphens.
Use the serial number to register a new XTM device, and the license key to register add-on features.

Activate Products
Enter Serial Number or License Key

Flease enter the serial number or license key exactly the way it appears, including
any hyphens, Serial numbers can be found on the back or bottam of vour appliance.
License keys appear on your printed certificate, license key fulfillment email or online
store receipt.

CONTINUE R

4. Click Continue.
The Choose Product to Upgrade page appears.
5. Inthe drop-down list, select the device to upgrade or renew.
If you added a device name when you registered your XTM device, that name appears in the list.
6. Click Activate.
The Retrieve Feature Key page appears.
7. Copy the full feature key to a text file and save it on your computer.
8. Click Finish.

Get a Current Feature Key

You can log in to the LiveSecurity web site to get a current feature key, or you can use Fireware XTM Web
Ulto retrieve the current feature key and add it directly to your XTM device.

When you go to the LiveSecurity web site to retrieve your feature key, you can choose to download one or
more feature keys in a compressed file. If you select multiple devices, the compressed file contains one
feature key file for each device.

To retrieve a current feature key from the LiveSecurity web site:
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1. Open aweb browser and go to https://www.watchguard.com/archive/manageproducts.asp.

If you have not already logged in to LiveSecurity, the LiveSecurity Log In page appears.
2. Type your LiveSecurity user name and password.
The Manage Products page appears.
3. Select Feature Keys.
The Retrieve Feature Key page appears, with a drop-down list to select a product.
4. Inthe drop-down list, select your XTM device.
5. Click Get Key.
A list of all your registered devices appears. A check mark appears next to the device you selected.
6. Select Show feature keys on screen.
7. Click Get Key.
The Retrieve Feature Key page appears.
8. Copy the feature key to a text file and save it on your computer.

To use Fireware XTM Web Ul to retrieve the current feature key:

1. Connectto Fireware XTM Web UI.

The Fireware XTM Web Ul Dashboard appears.
2. Select System > Feature Key.

The Feature Key Summary page appears.

Feature Key

Summary Help @
Firebox Modsl HTHL050 update
Firebox S/N TR | Remove
To dewnload your feature key through LiveSeourty Get Feature Key
Features
Featurs Value Expiration Time lefi
Firebox Model Upgrade Dizabled Mavar A
Total Number of Authenticatson Domains 200 Mower
Total Number of Authenticated Users Enablad Mavar
Branch Office WPN Tunnels 10000 Mever
Filter Palicy Throughput Masimurm 10000 Mavar
Mobile VPN Users Enabled Mawver F
Concurrent Session Maximum 2500000 Mewver
WPN Policy Throughput Maximuemn Enabled Meavar
Gateway Antivires Throughput Masimum Enabled Mewver
Fireware XTH Enabled Mever
Software Edition Enabled Meer
LveSecurty Saervics Enabled oo29r2011 Expires in 255 days
WwabBlocker Enabled oR29/2011 Expires in 255 days =

3. Click Get Feature Key.
Your feature key is downloaded from LiveSecurity and automatically updated on your XTM device.
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Add a Feature Key to Your XTM Device

If you purchase a new option or upgrade your XTM device, you can use Fireware XTM Web Ul to add a new
feature key to enable the new features. Before you install the new feature key, you must completely
remove the old feature key.

1. Select System > Feature Keys.
The Firebox Feature Key page appears.

The features that are available with this feature key appear on this page. This page also includes:

m  Whether each feature is enabled or disabled

m A value assigned to the feature, such as the number of VLAN interfaces allowed
m The expiration date of the feature

= The amount of time that remains before the feature expires

Feature Key

Sunmary Help @
Firebox Modsl HTHL050 update
Firebox S/N TR | Remove
To dewnload your feature key through LiveSeourty Get Feature Key
Features
Featurs Value Expiration Time lefi
Firebox Model Upgrade Dizabled Mavar A
Total Number of Authenticatson Domains 200 Mower
Total Number of Authenticated Users Enablad Mavar
Branch Qffice WPN Tunnels 10000 Newver
Filter Paliey Throughput Maxirmurm 10000 Mawvar
Mobile VPN Users Enabled Mawver F
Concurrent Session Maximum 2500000 Mewver
VPN Policy Throughput Maximum Enablad Mawvar
Gateway Antivires Throughput Masimum Enabled Mewver
Fireware XTH Enabled Mever
Software Edition Enabled Mever
LveSecurty Saervics Enabled oo29r2011 Expires in 255 days
webBlocker Enabled oR29/2011 Expires in 255 days L=

2. Toremove the current feature key, click Remove.
All feature key information is cleared from the page.

3. Click Import.Click Update.
The Add Firebox Feature Key page appears.
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Feature Key

Add Firebox Feature Key
Paste the contents of the feature Key in the area below

Sawve | Reset Cancel
J L L

4. Copy the text of the feature key file and paste it in the text box.
5. Click Save.

The Feature Key page reappears with the new feature key information.

Remove a Feature Key

1. Select System > Feature Keys.

The Firebox Feature Key page appears.
2. Click Remove.

All feature key information is cleared from the page.
3. Click Save.
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Restart Your XTM Device

You can use Fireware XTM Web Ul to restart your XTM device from a computer on the trusted network. If
you enable external access, you can also restart the XTM device from a computer on the Internet. You can
set the time of day at which your XTM device reboots automatically.

Restart the XTM Device Locally

To restart the XTM device locally, you can use Fireware XTM Web Ul or you can power cycle the device.

Reboot from Fireware XTM Web Ul

To reboot the XTM device from Fireware XTM Web Ul, you must log in with read-write access.
1. Select Dashboard > System.

2. Inthe Device Information section, click Reboot.

Power Cycle

On the XTM 2 Series:

1. Disconnect the 2 Series device power supply.
2. Wait for a minimum of 10 seconds.
3. Connectthe power supply again.

On the XTM 5 Series, 8 Series and XTM 1050:

1. Use the power switch to power off the device.
2. Wait for a minimum of 10 seconds.
3. Power on the device.

Restart the XTM Device Remotely

Before you can connect to your XTM device to manage or restart it from a remote computer external to the
XTM device, you must first configure the XTM device to allow management from the external network.

For more information, see Manage an XTM device from a Remote Location on page 72.
To restart the XTM device remotely from Fireware XTM Web Ul:

1. Select Dashboard > System.
2. Inthe Device Information section, click Reboot.

Enable NTP and Add NTP Servers

Network Time Protocol (NTP) synchronizes computer clock times across a network. Your XTM device can
use NTP to get the correct time automatically from NTP servers on the Internet. Because the XTM device
uses the time from its system clock for each log message it generates, the time must be set correctly. You
can change the NTP server that the XTM device uses. You can also add more NTP servers or delete existing
ones, or you can set the time manually.
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To use NTP, your XTM device configuration must allow DNS. DNS s allowed in the default configuration by the
Outgoing policy. You must also configure DNS servers for the external interface before you configure NTP.

For more information about these addresses, see Add WINS and DNS server addresses.

1. Select System > NTP.
The NTP Setting dialog box appears.

NTP Settings

Halp &
|+] Enable NTF Server
0.poalntp.org
1.poal.ntp.org
2.poal.nlp, grg
Choose Twoe ! | Host IP -
Huost 1Rt A Remove

Save Reset

2. Select the Enable NTP Server check box.

3. Toadd an NTP server, select Host IP or Host name (lookup) in the Choose Type drop-down list, then
type the IP address or host name of the NTP server you want to use in the adjacent text box.
You can configure up to three NTP servers.

4. To delete a server, select the server entry and click Remove.

5. Click Save.
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Set the Time Zone and Basic Device Properties

When you run the Web Setup Wizard, you set the time zone and other basic device properties.
To change the basic device properties:

1. Connectto Fireware XTM Web Ul.
2. Select System > System.
The Device Configuration settings appear.

System
Help @
Device Configuration
Frabos Mode @ M55e-W
Mame : Beox &
Locatian 1 sysbem location
Contact :  system contact
Timezone : {GHMT) Greenwich Mean Time: Dublin, London, Lisbon v |
Save Hesat

3. Configure these options:
Firebox model

The XTM device model number, as determined by Quick Setup Wizard.If you add a new
feature key to the XTM device with a model upgrade, the XTM device model in the device
configuration is automatically updated.

Name

The friendly name of the XTM device. You can give the XTM device a friendly name that appears
in your log files and reports. Otherwise, the log files and reports use the IP address of the XTM
device external interface. Many customers use a Fully Qualified Domain Name as the friendly
name if they register such a name with the DNS system. You must give the XTM device a
friendly name if you use the Management Server to configure VPN tunnels and certificates.

Location, Contact

Type any information that could be helpful to identify and maintain the XTM device. These fields
are filled in by the Quick Setup Wizard if you entered this information there.

Time zone

Select the time zone for the physical location of the XTM device. The time zone setting controls
the date and time that appear in the log file and on tools such as LogViewer, WatchGuard
Reports, and WebBlocker.

4. Click Save.
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About SNMP

SNMP (Simple Network Management Protocol) is used to monitor devices on your network. SNMP uses
management information bases (MIBs) to define what information and events are monitored. You must set
up a separate software application, often called an event viewer or MIB browser, to collect and manage
SNMP data.

There are two types of MIBs: standard and enterprise. Standard MIBs are definitions of network and
hardware events used by many different devices. Enterprise MIBs are used to give information about
events that are specific to a single manufacturer. Your XTM device supports eight standard MIBs: IP-MIB, IF-
MIB, TCP-MIB, UDP-MIB, SNMPv2-MIB, SNMPv2-SMI, RFC1213-MIB, and RFC1155 SMI-MIB. It also supports
two enterprise MIBs: WATCHGUARD-PRODUCTS-MIB and WATCHGUARD-SYSTEM-CONFIG-MIB.

SNMP Polls and Traps

You can configure your XTM device to accept SNMP polls from an SNMP server. The XTM device reports
information to the SNMP server such as the traffic count from each interface, device uptime, the number
of TCP packets received and sent, and when each network interface on the XTM device was last modified.

A SNMP trap is an event notification your XTM device sends to an SNMP management station. The trap
identifies when a specific condition occurs, such as a value that is more than its predefined threshold. Your
XTM device can send a trap for any policy in Policy Manager.

A SNMP inform request is similar to a trap, but the receiver sends a response. If your XTM device does not
get a response, it sends the inform request again until the SNMP manager sends a response. A trap is sent
only once, and the receiver does not send any acknowledgement when it gets the trap.

About Management Information Bases (MIBs)

Fireware XTM supports two types of Management Information Bases (MIBs).
Standard MIBs

Standard MIBs are definitions of network and hardware events used by many different devices. Your
XTM device supports these eight standard MiIBs:

= [P-MIB

= |IF-MIB

= TCP-MIB

= UDP-MIB

= SNMPv2-MIB

= SNMPv2-SMI

= RFC1213-MIB

= RFC1155 SMI-MIB

These MIBs include information about standard network information, such as IP addresses and
network interface settings.
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Enterprise MIBs

Enterprise MIBs are used to give information about events that are specific to a single manufacturer.
Your XTM device supports these enterprise MIBs:

= WATCHGUARD-PRODUCTS-MIB
s WATCHGUARD-SYSTEM-CONFIG-MIB
= UCD-SNMP-MIB

These MIBs include more specific information about device hardware.
When you install the Fireware XTM OS on your management computer, MIBs are installed in this location:
Windows XP
C:\Documents and Settings\All Users\Shared WatchGuard\SNMP
Windows 7, Windows Server 2008, and Windows Vista
C:\Users\Public\Shared WatchGuard\SNMP

If you want to install all MIBs, you must run the Fireware XTM OS installer for all XTM models you use. You
can find the Fireware XTM OS installation on the Software Downloads section of the WatchGuard web site,
http://www.watchguard.com.

User Guide 59

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299


http://www.watchguard.com/

Configuration and Management Basics

Enable SNMP Polling

You can configure your XTM device to accept SNMP polls from an SNMP server. Your XTM device reports
information to the SNMP server such as the traffic count from each interface, device uptime, the number
of TCP packets received and sent, and when each network interface was last modified.

1. Select System > SNMP.

6.

The SNMP page appeatrs.

SHMP
Halp @
SHMP Scttings
Werseon ! W3 -
S
Ugsr Mams ; adminigiratar
Satherticatian Protocol ; HIbS L Pamsveard : EEEESEEE
Confirm ;| Sesemsss
Erivacy Protecal : DES w  Fassword @ wEmmewww
Confirm £ R —
SHMF TRAFS
Versian | viATrap ¥
SHMP Management Stations
IF Address L
50.50.50.125
add
]
CHETE Reset

To enable SNMP, from the Version drop-down list, select v1, v2c, or v3.

If you selected v1 or v2c for the SNMP version, type the Community String the SNMP server uses
when it contacts the XTM device. The community string is like a user ID or password that allows
access to the statistics of a device.

If you selected v3 for the SNMP version, type the User name the SNMP server uses when it contacts
the XTM device.

If your SNMP server uses authentication, from the Authentication Protocol drop-down list, select
MD5 or SHA. In the adjacent Password and Confirm text boxes, type the authentication password.
If your SNMP server uses encryption, from the Privacy Protocol drop-down list, select DES. In the
adjacent Password and Confirm text boxes, type the encryption password.

Click Save.

To enable your XTM device to receive SNMP polls, you must also add an SNMP packet filter policy.

1.

Select Firewall > Firewall Policies.

Click 57,

Expand the Packet Filters list and select SNMP. Click Add policy.
The Policy Configuration page appears.

In the From section, click Add.

The Add Member dialog box appears.
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From the Member Type drop-down list, select Host IP.
In the Member Type text box, type the IP address of your SNMP server. Click OK.
From the From list, select Any-Trusted. Click Remove.
In the To section, click Add.
The Add Member dialog box appears.
9. From the Select Members list, select Firebox. Click OK.
10. From the To list, select Any-External. Click Remove.
11. Click Save.

O N w

Enable SNMP Management Stations and Traps

An SNMP trap is an event notification your XTM device sends to an SNMP management station. The trap
identifies when a specific condition occurs, such as a value that is more than its predefined threshold. Your
XTM device can send a trap for any policy.

An SNMP inform request is similar to a trap, but the receiver sends a response. If your XTM device does not
get a response, it sends the inform request again until the SNMP manager sends a response. A trap is sent
only once, and the receiver does not send any acknowledgement when it gets the trap.

An inform request is more reliable than a trap because your XTM device knows whether the inform
request was received. However, inform requests consume more resources. They are held in memory until
the sender gets a response. If an inform request must be sent more than once, the retries increase traffic.
We recommend you consider whether the receipt every SNMP notification is worth the use of memory in
the router and increase in network traffic.

To enable SNMP inform requests, you must use SNMPv2 or SNMPv3. SNMPv1 supports only traps, not
inform requests.
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Configure SNMP Management Stations

1. Select System > SNMP.
The SNMP page appears.

SHMP
Halp @
SHMP Scttings
Weraon ] T
Ugsr Marme 1 sdminigiratar
dutharsicstian Prodoenl ; HIlS . Pramsveard : HAREKKXE
Confirm ; | Sesemses
Privacy Brotecal DES w | Passward @ |eemweews
Confire @ | =eeeEsss
SHMF TRAFS
Versian | wATrap x|
SHMP Management Stations
IF Addross L
50.50.50.125
add |
Save Reset

2. From the SNMP Traps drop-down list, select a version of trap or inform.
SNMPv1 supports only traps, not inform requests.
3. Inthe SNMP Management Stations text box, type the IP address of your SNMP server. Click Add.
To remove a server from the list, select the entry and click Remove.
5. Click Save.

E

Add an SNMP Policy

To enable your XTM device to receive SNMP polls, you must also add an SNMP policy.

1. Select Firewall > Firewall Policies.
. Click 7.
3. Expand the Packet Filters category and select SNMP. Click Add Policy.
The Policy Configuration page appears.
4. Inthe Name text box, type a name for the policy.
5. Select the Enable check box.
6. Inthe From section, click Add.
The Add Member dialog box appears.
7. From the Member Type drop-down list, select Host IP.
In the Member Type text box, type the IP address of your SNMP server. Click OK.
9. From the From list, select Any-Trusted. Click Remove.
10. Inthe To section, click Add.
The Add Member dialog box appears.

®
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11. From the Select Members list, select Firebox. Click OK.
12. From the To list, select Any-External. Click Remove.
13. Click Save.

Send an SNMP Trap for a Policy

Your XTM device can send an SNMP trap when traffic is filtered by a policy. You must have at least one
SNMP management station configured to enable SNMP traps.

1. Select Firewall > Firewall Policies.
Double-click a policy.
Or, select a policy and click Edit.
The Policy Configuration page appears.
3. Click the Properties tab.
4. In the Logging section, select the Send SNMP Trap check box.
5. Click Save.

About WatchGuard Passphrases, Encryption Keys,
and Shared Keys

As part of your network security solution, you use passphrases, encryption keys, and shared keys. This topic
includes information about most of the passphrases, encryption keys, and shared keys you use for
WatchGuard products. It does not include information about third-party passwords or passphrases.
Information about restrictions for passphrases, encryption keys, and shared keys is also included in the
related procedures.

Create a Secure Passphrase, Encryption Key, or Shared Key

To create a secure passphrase, encryption key, or shared key, we recommend that you:

m Use a combination of uppercase and lowercase ASCIl characters, numbers, and special characters
(for example, Im4e @tiN9).

m Do not use a word from standard dictionaries, even if you use it in a different sequence or in a
different language.

m Do not use a name. Itis easy for an attacker to find a business name, familiar name, or the name of a
famous person.

As an additional security measure, we recommend that you change your passphrases, encryption keys, and
shared keys at regular intervals.

User Guide 63

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Configuration and Management Basics

XTM Device Passphrases

An XTM device uses two passphrases:
Status passphrase

The read-only password or passphrase that allows access to the XTM device. When you log in with
this passphrase, you can review your configuration, but you cannot save changes to the XTM device.
The status passphrase is associated with the user name status.

Configuration passphrase

The read-write password or passphrase that allows an administrator full access to the XTM device.
You must use this passphrase to save configuration changes to the XTM device. This is also the
passphrase you must use to change your XTM device passphrases. The configuration passphrase is
associated with the user name admin.

Each of these XTM device passphrases must be at least 8 characters.

User Passphrases

You can create user names and passphrases to use with Firebox authentication and role-based
administration.

User Passphrases for Firebox authentication

After you set this user passphrase, the characters are masked and it does not appear in simple text

again. If the passphrase is lost, you must set a new passphrase. The allowed range for this passphrase
is 8-32 characters.

User Passphrases for role-based administration

After you set this user passphrase, it does not appear again in the User and Group Properties dialog
box. If the passphrase is lost, you must set a new passphrase. This passphrase must be at least 8
characters.

Server Passphrases

Administrator passphrase

The Administrator passphrase is used to control access to the WatchGuard Server Center. You also
use this passphrase when you connect to your Management Server from WatchGuard System
Manager (WSM). This passphrase must be at least 8 characters. The Administrator passphrase is
associated with the user name admin.

Authentication server shared secret

The shared secret is the key the XTM device and the authentication server use to secure the
authentication information that passes between them. The shared secret is case-sensitive and must
be the same on the XTM device and the authentication server. RADIUS, SecurID, and VASCO
authentication servers all use a shared key.
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Encryption Keys and Shared Keys

Log Server encryption key

The encryption key is used to create a secure connection between the XTM device and the Log
Servers, and to avoid man-in-the-middle attacks. The allowed range for the encryption key is 8—32
characters. You can use all characters except spaces and slashes (/ or \).

Backup/Restore encryption key

This is the encryption key you create to encrypt a backup file of your XTM device configuration.
When you restore a backup file, you must use the encryption key you selected when you created
the configuration backup file. If you lose or forget this encryption key, you cannot restore the
backup file. The encryption key must be at least 8 characters, and cannot be more than 15
characters.

VPN shared key

The shared key is a passphrase used by two devices to encrypt and decrypt the data that goes
through the tunnel. The two devices use the same passphrase. If the devices do not have the same
passphrase, they cannot encrypt and decrypt the data correctly.
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Change XTM Device Passphrases

An XTM device uses two passphrases:
Status passphrase
The read-only password or passphrase that allows access to the XTM device.
Configuration passphrase
The read-write password or passphrase that allows an administrator full access to the XTM device.

For more information about passphrases, see About WatchGuard Passphrases, Encryption Keys, and Shared
Keys on page 63.

To change the passphrases:

1. Select System > Passphrase.
The Passphrase page appears.

Passphrase
configure the username and passphrase.

Type 8 Statug and Confguration pasephrage for the Firebo. To
confirm the passphrase, type & again.

Statug passphrase
Carfirm Stalus passphrass
Cenfiguraticn paasphrase

Confirm Configuration passphrase

Save | Rosat

2. Type and confirm the new status (read-only) and configuration (read/write) passphrases. The status
passphrase must be different from the configuration passphrase.
3. Click Save.
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Define XTM Device Global Settings

From Fireware XTM Web Ul, you can select settings that control the actions of many XTM device features.
You can specify the basic parameters for:

= ICMP error handling

m TCP SYN checking

m  TCP maximum size adjustment
m Traffic management and QoS
s Web Ul port

To configure the global settings:

1. Select System > Global Settings.
The Global Settings dialog box appears.

Global Settings
Help &
ICMP Error Handling
[#] Fragmentation req (PMTU) || Host unreachable

] Time Exceeded |#] Port unreachable

] Metwark unreachable |w] Pratocol unreachable

TCP Settings
[+] Enable TCP SYN checking

TCP connection timeowt |1 I%I | hours -
TCP maximum segment size control

(*) Auto adjustment

) Mo adjustment

) Limit to

Traffic Management and Qo5

|_| Enable all Traffic Management and QoS features
Web UI Port

BOBD o]

Automatic Reboot

| Schedule time for reboot r| : = — {DAY:HH:MM)

Save Reset

2. Configure the different categories of global settings as described in the subsequent sections.
3. Click Save.
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Define ICMP Error Handling Global Settings

Internet Control Message Protocol (ICMP) settings control errors in connections. It is used for two types of
operations:

= To tell client hosts about error conditions
m To probe a network to find general characteristics about the network

The XTM device sends an ICMP error message each time an event occurs that matches one of the
parameters you selected. These messages are good tools to use when you troubleshoot problems, but can
also decrease security because they expose information about your network. If you deny these ICMP
messages, you can increase security if you prevent network probes, but this can also cause timeout delays
for incomplete connections, which can cause application problems.

Settings for global ICMP error handling are:
Fragmentation Req (PMTU)

Select this check box to allow ICMP Fragmentation Req messages. The XTM device uses these
messages to find the MTU path.

Time Exceeded

Select this check box to allow ICMP Time Exceeded messages. A router usually sends these
messages when a route loop occurs.

Network Unreachable

Select this check box to allow ICMP Network Unreachable messages. A router usually sends these
messages when a network link is broken.

Host Unreachable

Select this check box to allow ICMP Host Unreachable messages. Your network usually sends these
messages when it cannot use a host or service.

Port Unreachable

Select this check box to allow ICMP Port Unreachable messages. A host or firewall usually sends
these messages when a network service is not available or is not allowed.

Protocol Unreachable
Select this check box to allow ICMP Protocol Unreachable messages.
To override these global ICMP settings for a specific policy, from Fireware XTM Web Ul:

Select Firewall > Firewall Policies.

Double-click the policy to edit it.

The Policy Configuration page appears.

Select the Advanced tab.

Select the Use policy-based ICMP error handling check box.
Select only the check boxes for the settings you want to enable.
Click Save.

N

ou AW
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Configure TCP Settings

Enable TCP SYN checking

To enable TCP SYN checking to make sure that the TCP three-way handshake is completed before
the XTM device allows a data connection, select this option.

TCP connection timeout
Specify the connection timeoutvalue in seconds, minutes, hours, or days. The default settingis 1 hour.
TCP maximum segment size control

The TCP segment can be set to a specified size for a connection that must have more TCP/IP layer 3
overhead (for example, PPPoE, ESP, or AH). If this size is not correctly configured, users cannot get
access to some web sites.

The global TCP maximum segment size adjustment settings are:

m Auto Adjustment— This option enables the XTM device to examine all maximum segment size
(MSS) negotiations and changes the MSS value to the applicable one.

= No Adjustment— The XTM device does not change the MSS value.

= Limit to— Type or select a size adjustment limit.

Enable or Disable Traffic Management and QoS

For performance testing or network debugging purposes, you can disable the Traffic Management and QoS
features.

To enable these features:
Select the Enable all traffic management and QoS features check box.
To disable these features:

Clear the Enable all traffic management and QoS features check box.

Change the Web Ul Port

By default, Fireware XTM Web Ul uses port 8080.
To change the default port:

1. Inthe Web Ul Port text box, type or select a different port number.
2. Use the new port to connect to Fireware XTM Web Ul and test the connection with the new port.
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Automatic Reboot

You can schedule your XTM device to automatically reboot at the day and time you specify.
To schedule an automatic reboot for your device:

1. Select the Schedule time for reboot check box.
In the adjacent drop-down list, select Daily to reboot at the same time every day, or select a day of
the week for a weekly reboot.

3. In the adjacent text boxes, type or select the hour and minute of the day (in 24-hour time format)
that you want the reboot to start.

About WatchGuard Servers

When you install the WatchGuard System Manager software, you can choose to install one or more of the
WatchGuard servers. You can also run the installation program and select to install only one or more of the
servers, without WatchGuard System Manager. When you install a server, the WatchGuard Server Center
program is automatically installed. WatchGuard Server Center is a single application you can use to set up
and configure all your WatchGuard System Manager servers. You can also use WatchGuard Server Center to
backup and restore your Management Server.

When you use Fireware XTM Web Ul to manage your XTM devices, you can choose to also use WatchGuard
servers and WatchGuard Server Center. For more information about WatchGuard System Manager,
WatchGuard servers, and WatchGuard Server Center, see the Fireware XTM WatchGuard System Manager
v11.x Help and the Fireware XTM WatchGuard System Manager v11.x User Guide.

The five WatchGuard servers are:

» Management Server
m Log Server

m Report Server

= Quarantine Server

m WebBlocker Server

For more information about WatchGuard System Manager and WatchGuard servers, see the Fireware XTM
WatchGuard System Manager v11.x Help or v11.x User Guide.
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Each server has a specific function:

Management Server

The Management Server operates on a Windows computer. With this server, you can manage all
firewall devices and create virtual private network (VPN) tunnels with a simple drag-and-drop
function. The basic functions of the Management Server are:

m Certificate authority to distribute certificates for Internet Protocol Security (IPSec) tunnels
= VPN tunnel configuration management
= Management for multiple XTM devices

For more information about the Management Server, see About the WatchGuard Management
Server the Fireware XTM WatchGuard System Manager v11.x Help or v11.x User Guide.

Log Server

The Log Server collects log messages from each XTM device and stores them in a PostgreSQL
database. The log messages are encrypted when they are sent to the Log Server. The log message
format is XML (plain text). The types of log message that the Log Server collects include traffic log
messages, event log messages, alarms, and diagnostic messages.

For more information about Log Servers, see the Fireware XTM WatchGuard System Manager v11.x
Help or v11.x User Guide.

Report Server

The Report Server periodically consolidates data collected by your Log Servers from your XTM
devices, and stores them in a PostgreSQL database. The Report Server then generates the reports

you specify. When the data is on the Report Server, you can review it with Report Manager or
Reporting Web Ul.

For more information about how to use Reporting Web Ul, see the Reporting Web Ul Help.

For more information about the Report Server, see the Fireware XTM WatchGuard System Manager
v11.x Help or v11.x User Guide.

Quarantine Server
The Quarantine Server collectsandisolatesemailmessagesthatspamBlockeridentifiesas possible spam.
For more information on the Quarantine Server, see About the Quarantine Server on page 759.

WebBlocker Server

The WebBlocker Server operates with the HTTP proxy to deny user access to specified categories of

web sites. When you configure an XTM device, you set the web site categories you want to allow or
block.

For more information about WebBlocker and the WebBlocker Server, see About WebBlocker on
page 669.
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Manage an XTM device from a Remote Location

When you configure an XTM device with the Quick Setup Wizard, the WatchGuard policy is created
automatically. This policy allows you to connect to and administer the XTM device from any computer on
the trusted or optional networks. If you want to manage the XTM device from a remote location (any
location external to the XTM device), then you must modify the WatchGuard policy to allow administrative
connections from the IP address of your remote location.

The WatchGuard policy controls access to the XTM device on these four TCP ports: 4103, 4105,4117,4118.
When you allow connections in the WatchGuard policy, you allow connections to each of these four ports.

Before you modify the WatchGuard policy, we recommend that you consider connecting to the XTM device
with a VPN. This greatly increases the security of the connection. If this is not possible, we recommend that
you allow access from the external network to only certain authorized users and to the smallest number of
computers possible. For example, your configuration is more secure if you allow connections from a single
computer instead of from the alias Any-External.

1. Select Firewall > Firewall Policies.
Double click the WatchGuard policy.

Or, select the WatchGuard policy and click I8
The Policy Configuration page appears.

Paolicy Configuration

Hame .'-.".':kh-:-:._-.r.-. |#] Enakie
Palicy Properties Advanced
Help @
Connestions are... | Allowed -
Frem
Any=Trusted
Any-OpHenal
Any-Extemna
Ta
Firebowx
Cancal |
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3. Inthe From section, click Add.
The Add Member dialog box appears.

Add Member =

Select Members

Membear Typea Alias -

Any

Firebos
Arny-External
Any-Trushad
Any-Optional

Ay BOWPN

External Il

[ 0K [ Cancel

4. To add the IP address of the external computer that connects to the XTM device, from the Member
Type drop-down list, select Host IP, and click OK. Type the IP address.

5. To give access to an authorized user, from the Member Type drop-down list, select Alias.
For information about how to create an alias, see Create an Alias on page 295.
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Configure an XTM Device as a Managed Device

If your XTM device has a dynamic IP address, or if the Management Server cannot connect to it for another

reason, you can configure the XTM device as a managed device before you add it to the Management
Server.

Edit the WatchGuard Policy

1. Select Firewall > Firewall Policies.
The Firewall policies page appears.
2. Double-click the WatchGuard policy to open it.
The Policy Configuration page for the WatchGuard policy appears.

Pokicy Configuration

ame | wWalchiGuard |¥] Enabie
Policy Propartics Advanced
Help @

Connstions ard... | Allowed -
From
Amy-Trustad
Amy-Cratienal
Any-Extamal

| Add
Ta
Firebox

Add

Save Cancel

3. Inthe Connections are drop-down list, make sure Allowed is selected.

4. Inthe From section, click Add.
The Add Member dialog box appears.

5. Inthe Member Type drop-down list, select Host IP.

6. Inthe Member type text box, type the IP address of the external interface of the gateway Firebox.
If you do not have a gateway Firebox that protects the Management Server from the Internet, type
the static IP address of your Management Server.
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7. Click OK to close the Add Member dialog box.

8. Make sure the To section includes an entry of either Firebox or Any.
9. Click Save.

You can now add the device to your Management Server configuration. When you add this XTM device to
the Management Server configuration, the Management Server automatically connects to the static IP
address and configures the XTM device as a managed device.

Set Up the Managed Device

(Optional) If your XTM device has a dynamic IP address, or if the Management Server cannot find the IP

address of the XTM device for any reason, you can use this procedure to prepare your XTM device to be
managed by the Management Server.

1. Select System > Managed Device.
The Managed Device page appears.

Managed Device

Help i@
¥ Centralized Management
Selact thig bex o make thig 3 Managed Device, To complate this aparatien, canhiguna
this device for Centralized Management using WatchGuard System Manager.
Managed Device Name 192.168.54.6¢
T T T PP ————
F PR
Managemen: Server
1P Address(es)
Server IP
192, 168,524,568
Remove |
| Aadd |
Managemant Server
CA Carthicabe
----- BEGIM CERTIFICATE =
HIIDsTCCAgmgaw ] B
SqG51bIDgESE -
Save Resel

2. To setup an XTM device as a managed device, select the Centralized Management check box.
3. Inthe Managed Device Name text box, type the name you want to give the XTM device when you
add it to the Management Server configuration.
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This name is case-sensitive and must match the name you use when you add the device to the
Management Server configuration.

4. Inthe Management Server IP Address(es) list, select the IP address of the Management Server if it
has a public IP address.

Or, select the public IP address of the gateway Firebox for the Management Server.

5. To add an address, click Add.

The XTM device that protects the Management Server automatically monitors all ports used by the
Management Server and forwards any connection on these ports to the configured Management
Server. When you use the Management Server Setup Wizard, the wizard adds a WG-Mgmt-Server
policy to your configuration to handle these connections. If you did not use the Management Server
Setup Wizard on the Management Server, or, if you skipped the Gateway Firebox step in the wizard,
you must manually add the WG-Mgmt-Server policy to the configuration of your gateway Firebox.

6. Inthe Shared Secret and the Confirm fields, type the shared secret.

The shared secret you type here must match the shared secret you type when you add the XTM
device to the Management Server configuration.

7. Copy the text of your Management Server CA certificate file, and paste it in the Management Server
Certificate text box.
8. Click Save.

When you save the configuration to the XTM device, the XTM device is enabled as a managed device. The
managed XTM device tries to connect to the IP address of the Management Server on TCP port 4110.
Management connections are allowed from the Management Server to this managed XTM device.

You can now add the device to your Management Server configuration. For more information, see the
WatchGuard System Manager Help or User Guide.

You can also use WSM to configure the management mode for your device. For more information, see the
WatchGuard System Manager Help or User Guide.

Upgrade to a New Version of Fireware XTM

Periodically, WatchGuard makes new versions Fireware XTM appliance software available to XTM device
users with active LiveSecurity subscriptions. To upgrade from one version of Fireware XTM to a new version
of Fireware XTM, use the procedures in the subsequent sections.

Install the Upgrade on Your Management Computer

1. Download the updated Fireware XTM software from the Software Downloads section of the
WatchGuard web site at http://www.watchguard.com.

2. Launch the file that you downloaded from the LiveSecurity web site and use the on-screen
procedure to install the Fireware XTM upgrade file in the WatchGuard installation directory on your

management computer.
By default, the file is installed in a folder in:
C:\Program Files\Common Files\WatchGuard\resources\FirewareXTM\11.x
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Upgrade the XTM Device

1. Select System > Backup Image to save a backup image of your XTM device.
For more information, see Make a Backup of the XTM Device Image on page 39.

2. Select System > Upgrade OS.

3. Type the filename or click Browse to select the upgrade file from the directory it is installed in.
The filename ends with .sysa_dI.

4. Click Upgrade.

The upgrade procedure can take up to 15 minutes and automatically reboots the XTM device.

If your XTM device has been in operation for some time before you upgrade, you might have to restart the
device before you start the upgrade to clear the temporary memory.

Download the Configuration File

From the Fireware XTM Web Ul, you can download your XTM device configuration to a compressed file.
This can be useful if you want to open the same configuration file in Fireware XTM Policy Manager but are
unable to connect to the device from Policy Manager. This can also be useful if you want to send your
configuration file to a WatchGuard technical support representative.

1. Select System > Configuration File.

The Configuration file download page appears.
2. Click Download the configuration file.

The Select location for download dialog box appears.
3. Select alocation to save the configuration file.

The configuration file is saved in a compressed (.tgz) file format. Before you can use this file with Fireware
XTM Policy Manager, you must extract the zipped file to a folder on your computer.

For more information about Policy Manager see the WatchGuard System Manager Help.
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About Upgrade Options

You can add upgrades to your XTM device to enable additional subscription services, features, and capacity.

For a list of available upgrade options, see www.watchguard.com/products/options.asp.

Subscription Services Upgrades

WebBlocker
The WebBlocker upgrade enables you to control access to web content.
For more information, see About WebBlocker on page 669.
spamBlocker
The spamBlocker upgrade allows you to filter spam and bulk email.
For more information, see About spamBlocker on page 683.
Gateway AV/IPS

The Gateway AV/IPS upgrade enables you to block viruses and prevent intrusion attempts by
hackers.

For more information, see About Gateway AntiVirus on page 707.

Appliance and Software Upgrades

Pro

The Pro upgrade to Fireware XTM provides several advanced features for experienced customers,
such as server load balancing and additional SSL VPN tunnels. The features available with a Pro
upgrade depend on the type and model of your XTM device.

For more information, see Fireware XTM with a Pro Upgrade on page 15.
Model upgrades

For some XTM device models, you can purchase a license key to upgrade the device to a higher
model in the same product family. A model upgrade gives your XTM device the same functions as a
higher model.

To compare the features and capabilities of different XTM device models, go to
http://www.watchguard.com/products/compare.asp.

How to Apply an Upgrade

When you purchase an upgrade, you register the upgrade on the WatchGuard LiveSecurity web site. Then
you download a feature key that enables the upgrade on your XTM device.

For information about feature keys, see About Feature Keys on page 50.
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Renew Security Subscriptions

Your WatchGuard subscription services (Gateway AntiVirus, Intrusion Prevention Service, Application
Control, WebBlocker, and spamBlocker) must get regular updates to operate effectively.

To see the expiration date of your subscription services, from Fireware XTM Web Ul, select System >
Feature Key. The Expiration column shows when the subscription expires. You can also see the number of
days until each service expires on the system Dashboard. Select Dashboard > System to see the system
Dashboard.

When you renew the security subscription, you must update the feature key on the XTM device. To update
the feature key, from Fireware XTM Web Ul, select System > Feature Key.

For more information about feature keys, see About Feature Keys on page 50.

Subscription Services Status and Manual
Signatures Updates

The Gateway AntiVirus, Intrusion Prevention Service, and Application Control security services use a
frequently-updated set of signatures to identify the latest viruses, threats, and applications. You can configure
these services to update signatures automatically. For information about signature update settings see:

m Configure the Gateway AV Update Server
m Configure the IPS Update Server
m Configure the Application Control Update Server

You can also update signatures manually. If the signatures on the XTM device are not current, you are not
protected from the latest viruses and intrusions.

The Subscription Services status page shows statistics about the subscription services activity, and shows the
status of signature updates. For each signature-based service, you can see the current signature version
installed and whether a newer version of signatures is available.

To see the status of Subscription Services:

1. Connect to Fireware XTM Web Ul for your device.
2. Select Dashboard > Subscription Services.
The Subscription Services status page appears.
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Subscription Services

Subscription Services | 20 minutez | v

Gateway Antiwirus

pL=0i]
20
2 s
=
]
& ab
zh
]
a 20 40 &0 @0
B icannad EnFrcbed l Shepped

Intrusion Prevention Service

Lo}
=0
_;: =0
=
g 40
0
o
L] 20 a0 £0 &0
0 scanned | etected [ Prevesbed

Help i@

Fauss

Refresh Inberval (S0:]:

Signatures | Update
tnszalled wersian
Last update

Wersion avail sble

100

Bignatures | Update
Enstalla wargion

Last ugdats

Wlersion avilable

1. To manually update signatures for a service, click Update for each service you want to update.
The XTM device downloads the most recent available signature update.

For more information about the statistics on this page, see About the Dashboard and System Status Pages

on page 471.
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About Network Interface Setup

A primary component of your XTM device setup is the configuration of network interface IP addresses.

When you run the Quick Setup Wizard, the external and trusted interfaces are set up so traffic can flow
from protected devices to an outside network. You can use the procedures in this section to change the
configuration after you run the Quick Setup Wizard, or to add other components of your network to the
configuration. For example, you can set up an optional interface for public servers such as a web server.

Your XTM device physically separates the networks on your Local Area Network (LAN) from those on a
Wide Area Network (WAN) like the Internet. Your device uses routing to send packets from networks it
protects to networks outside your organization. To do this, your device must know what networks are
connected on each interface.

We recommend that you record basic information about your network and VPN configuration in the event
that you need to contact technical support. This information can help your technician resolve your problem
quickly.
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Network Modes

Your XTM device supports several network modes:

Mixed routing mode

In mixed routing mode, you can configure your XTM device to send network traffic between a wide
variety of physical and virtual network interfaces. This is the default network mode, and this mode
offers the greatest amount of flexibility for different network configurations. However, you must
configure each interface separately, and you may have to change network settings for each
computer or client protected by your XTM device. The XTM device uses Network Address
Translation (NAT) to send information between network interfaces.

For more information, see About Network Address Translation on page 143.
The requirements for a mixed routing mode are:

m Allinterfaces of the XTM device must be configured on different subnets. The minimum
configuration includes the external and trusted interfaces. You also can configure one or more

optional interfaces.
= All computers connected to the trusted and optional interfaces must have an IP address from

that network.
Drop-in mode

In a drop-in configuration, your XTM device is configured with the same IP address on all interfaces.
You can put your XTM device between the router and the LAN and not have to change the
configuration of any local computers. This configuration is known as drop-in because your XTM
device is dropped in to an existing network. Some network features, such as bridges and VLANs
(Virtual Local Area Networks), are not available in this mode.

For drop-in configuration, you must:

m Assign a static external IP address to the XTM device.
m Use one logical network for all interfaces.
= Not configure multi-WAN in Round-robin or Failover mode.

For more information, see Drop-In Mode on page 90.
Bridge mode

Bridge mode is a feature that allows you to place your XTM device between an existing network and
its gateway to filter or manage network traffic. When you enable this feature, your XTM device
processes and forwards all incoming network traffic to the gateway IP address you specify. When
the traffic arrives at the gateway, it appears to have been sent from the original device. In this
configuration, your XTM device cannot perform several functions that require a public and unique IP
address. For example, you cannot configure an XTM device in bridge mode to act as an endpoint for
a VPN (Virtual Private Network).

For more information, see Bridge Mode on page 96.
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Interface Types

You use three interface types to configure your network in mixed routing or drop-in mode:
External Interfaces

An external interface is used to connect your XTM device to a network outside your organization.
Often, an external interface is the method by which you connect your XTM device to the Internet.
You can configure a maximum of four (4) physical external interfaces.

When you configure an external interface, you must choose the method your Internet service
provider (ISP) uses to give you an IP address for your XTM device. If you do not know the method,
get this information from your ISP or network administrator.

Trusted Interfaces

Trusted interfaces connect to the private LAN (local area network) or internal network of your
organization. A trusted interface usually provides connections for employees and secure internal
resources.

Optional Interfaces

Optional interfaces are mixed-trust or DMZ environments that are separate from your trusted
network. Examples of computers often found on an optional interface are public web servers, FTP
servers, and mail servers.

For more information on interface types, sese Common Interface Settings on page 98.

If you have an XTM 2 Series device, you can use Fireware XTM Web Ul to configure failover with an external
modem over the serial port.

For more information, see Serial Modem Failover on page 135.

When you configure the interfaces on your XTM device, you must use slash notation to denote the subnet
mask. For example, you would enter the network range 192.168.0.0 subnet mask 255.255.255.0 as
192.168.0.0/24. A trusted interface with the IP address of 10.0.1.1/16 has a subnet mask of 255.255.0.0.

For more information on slash notation, see About Slash Notation on page 3.

Mixed Routing Mode

In mixed routing mode, you can configure your XTM device to send network traffic between many different
types of physical and virtual network interfaces. Mixed routing mode is the default network mode. While
most network and security features are available in this mode, you must carefully check the configuration
of each device connected to your XTM device to make sure that your network operates correctly.

A basic network configuration in mixed routing mode uses at least two interfaces. For example, you can
connect an external interface to a cable modem or other Internet connection, and a trusted interface to an
internal router that connects internal members of your organization. From that basic configuration, you can
add an optional network that protects servers but allows greater access from external networks, configure
VLANSs, and other advanced features, or set additional options for security like MAC address restrictions.
You can also define how network traffic is sent between interfaces.
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To get started on interface configuration in mixed routing mode, see Common Interface Settings on page 98.

It is easy to forget IP addresses and connection points on your network in mixed routing mode, especially if
you use VLANSs (Virtual Local Area Networks), secondary networks, and other advanced features. We
recommend that you record basic information about your network and VPN configuration in the event that
you need to contact technical support. This information can help your technician resolve your problem
quickly.

Configure an External Interface

An external interface is used to connect your XTM device to a network outside your organization. Often, an
external interface is the method by which you connect your device to the Internet. You can configure a
maximum of four (4) physical external interfaces.

When you configure an external interface, you must choose the method your Internet service provider
(ISP) uses to give you an IP address for your device. If you do not know the method, get this information
from your ISP or network administrator.

For information about methods used to set and distribute IP addresses, see Static and Dynamic IP Addresses
on page 4.

Use a Static IP Address

1. Select Network > Interfaces.
The Network Interfaces page appears.

2. Select an external interface. Click Configure.
3. From the Configuration Mode drop-down list, select Static IP.
4. Inthe IP address text box, type the IP address of the interface.
5. In the Gateway text box, type the IP address of the default gateway.
Configuration Mode | Static IP ¥ |
IP Address | 50.50.50.50 ! 24 i
Gateway |50.50.50.1
6. Click Save.

Use PPPoE Authentication

If your ISP uses PPPoE, you must configure PPPoE authentication before your device can send traffic
through the external interface.

1. Select Network > Interfaces.
The Network Interfaces page appears.
2. Select an external interface. Click Configure.
3. From the Configuration Mode drop-down list, select PPPoE.
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4. Select an option:
m Obtain an IP address automatically
m Use this IP address (supplied by your Internet Service Provider)
5. If you selected Use this IP Address, in the adjacent text box, type the IP address.
6. Type the User Name and Password. Type the password again.
ISPs use the email address format for user names, such as user@example.com.

PPPoE Settings
*) Obtain an IP addrass automatically

_J) Use thi= IP address

User name

Fassmard

Confirm password

7. To configure additional PPPoE options, click Advanced PPPoE Settings.
Your ISP can tell you if you must change the timeout or LCP values.

PPPoE Advanced Settings <- Return to Main PPPoE Settings

Connection Settings
| Use Host-Unig tag in PPPoE discovery packsts

*) Always-on

PPPoE initialization retry every | &0 = | seconds
-

) Dial-on-demand

¥] Use LCP ache requasts to detaect lost PPPoE connections

LCP echo failure in 5 =] tries
LCP acho timeouwt in 10 _;,l seconds
|| schedule time for aute restart : : = = (DAY:HH:MM]

Authentication Sattings

Service Name

Access Concentrator Hame

2 F r = -
Authantication ratrias 3 E
-
L=)

Authentication timeout 20

8. If your ISP requires the Host-Uniq tag for PPPoE discovery packets, select the Use Host-Uniq tag in
PPPoE discovery packets check box.
9. Select when the device connects to the PPPoE server:
= Always-on — The XTM device keeps a constant PPPoE connection. It is not necessary for
network traffic to go through the external interface.
If you select this option, type or select a value in the PPPoOE initialization retry every text box
to set the number of seconds that PPPoE tries to initialize before it times out.
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» Dial-on-Demand — The XTM device connects to the PPPoE server only when it gets a request
to send traffic to an IP address on the external interface. If your ISP regularly resets the
connection, select this option.

If you select this option, in the Idle timeout in text box, set the length of time a client can stay
connected when no traffic is sent. If you do not select this option, you must manually restart
the XTM device each time the connection resets.

10. Inthe LCP echo failure in text box, type or select the number of failed LCP echo requests allowed
before the PPPoE connection is considered inactive and closed.

11. Inthe LCP echo timeout in text box, type or select the length of time, in seconds, that the response
to each echo timeout must be received.

12. To configure the XTM device to automatically restart the PPPoE connection on a daily or weekly
basis, select the Schedule time for auto restart check box.

13. Inthe Schedule time for auto restart drop-down list, select Daily to restart the connection at the
same time each day, or select a day of the week to restart weekly. Select the hour and minute of the
day (in 24 hour time format) to automatically restart the PPPoE connection.

14. In the Service Name text box, type a PPPoE service name.

This is either an ISP name or a class of service that is configured on the PPPoE server. Usually, this
option is not used. Select it only if there is more than one access concentrator, or you know that you
must use a specified service name.

15. Inthe Access Concentrator Name text box, type the name of a PPPoE access concentrator, also
known as a PPPoE server. Usually, this option is not used. Select it only if you know there is more
than one access concentrator.

16. Inthe Authentication retries text box, type or select the number of times that the XTM device can
try to make a connection.

The default value is three (3) connection attempts.
17. Inthe Authentication timeout text box, type a value for the amount of time between retries.
The default value is 20 seconds between each connection attempt.
18. Click Return to Main PPPoE Settings.
19. Save your configuration.
Use DHCP
1. From the Configuration Mode drop-down list, select DHCP.
2. If your ISP or external DHCP server requires a client identifier, such as a MAC address, in the Client
text box, type this information.
3. To specify a host name for identification, type it in the Host Name text box.
Configuration Mode | DHCP =
Cliant
Host hlame
Use this IF address
] saging Time
4. To manually assign an IP address to the external interface, type it in the Use this IP address text box.
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To configure thisinterface to obtain an IP address automatically, clear the Use this IP address text box.

5. To change the lease time, select the Leasing Time check box and select the value you want from the
adjacent text box and drop-down list.

IP addresses assigned by a DHCP server have an eight hour lease by default; each address is valid for
eight hours.

Configure DHCP in Mixed Routing Mode

DHCP (Dynamic Host Configuration Protocol) is a method to assign IP addresses automatically to network
clients. You can configure your XTM device as a DHCP server for the networks that it protects. If you have a
DHCP server, we recommend that you continue to use that server for DHCP.

If your XTM device is configured in drop-in mode, see Configure DHCP in Drop-In Mode on page 93.

Configure DHCP

1. Select Network > Interfaces.
2. Select atrusted or an optional interface. Click Configure.

Metwork Interfaces

Help @
Configure Interfaces in | Mixed Routing Mode | » [
Interface Type Hame (Alias) IP Address MIC Config
(] Extarnal Extarnal 10.0.0.1/24 Auto Negahake
1 Trusted Trusted 10.0.1.1/24 Aute Negotiabe
2 Dizabled Optional-1 10.0.3.1/24 Auta Negatiate
3 Cptional Cptional-2 10.0.4.1/4 Auto Negobiate
DME Servers
Damain Name
DNS Server Add
| ]
WINS Servers
WINS Server Add
| ]
| Sawve | | Reset
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3. In the Configuration Mode drop-down list, select Use DHCP Server.

Use DHCP Sarder v

Leasing Tima |g i‘ | hours v |

Address Pool

Starting 1P Ending IP*
Starting IP Add
Ending IF

Reserved Addressas

Reserved IP Reservation Name MAC Address

Rassrvation Nams Add

Raservad IR

MAC Address

4. To add a group of IP addresses to assign to users on this interface, type a Starting IP address and an
Ending IP address from the same subnet, then click Add.
The address pool must belong either to the interface’s primary or secondary IP subnet.
You can configure a maximum of six address ranges. Address groups are used from first to last. Addresses in
each group are assigned by number, from lowest to highest.

5. To change the default lease time, select a different option in the Leasing Time drop-down list.
This is the time interval that a DHCP client can use an IP address that it receives from the DHCP server. When
the lease time is about to expire, the client sends data to the DHCP server to get a new lease.

6. By default, when it is configured as a DHCP server your XTM device gives out the DNS and WINS
server information configured on the Network Configuration > WINS/DNS tab. To specify different
information for your device to assign when it gives out IP addresses, click the DNS/WINS tab.

= Type a Domain Name to change the default DNS domain.

= To create a new DNS or WINS server entry, click Add adjacent to the server type you want, type
an IP address, and click OK.

m To change the IP address of the selected server, click Edit.

m Toremove the selected server from the adjacent list, click Delete.
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Configure DHCP Reservations

To reserve a specific IP address for a client:

1. Type a name for the reservation, the IP address you want to reserve, and the MAC address of the
client’s network card.
2. Click Add.

About the Dynamic DNS Service

You can register the external IP address of your XTM device with the dynamic Domain Name System (DNS)
service DynDNS.org. A dynamic DNS service makes sure that the IP address attached to your domain name
changes when your ISP gives your device a new IP address. This feature is available in either mixed routing
or drop-in network configuration mode.

If you use this feature, your XTM device gets the IP address of members.dyndns.org when it starts up. It
makes sure the IP address is correct every time it restarts and at an interval of every twenty days. If you
make any changes to your DynDNS configuration on your XTM device, or if you change the IP address of the
default gateway, it updates DynDNS.com immediately.

For more information on the Dynamic DNS service or to create a DynDNS account, go to
http://www.dyndns.com.

Note WatchGuard is not affiliated with DynDNS.com.

Configure Dynamic DNS

1. Select Network > Dynamic DNS.
The Dynamic DNS client page appears.

2. Selectanetwork interface, then click Configure.
The Dynamic DNS configuration page appears.

Dynamic DNS configuration

[+ Enable Cynamic DNS

Interface Name

Provider
LUzer Name example
Fassword WE———
CE-F‘ flrr“'l EEEEXXX XX
Demain | mywatchguard.com
Service Type | dyndns | -
Options
Farced Update |28 |_:

User Guide

4Gon www.4Gon.co.uk info@4gon.co.uk

Tel: +44 (0)1245 808295

89

Fax: +44 (0)1245 808299


http://www.dyndns.com/

Network Setup and Configuration

Select the Enable Dynamic DNS check box.

Type the Username and Password.

In the Confirm text box, type the password again.

In the Domain text box, type the domain of your organization.

In the Service Type drop-down list, select the system to use for Dynamic DNS:

Noukw

» dyndns — Sends updates for a Dynamic DNS host name. Use the dyndns option when you have
no control over your IP address (for example, it is not static, and it changes on a regular basis).

m custom — Sends updates for a custom DNS host name. This option is frequently used by
businesses that pay to register their domain with dyndns.com.

For an explanation of each option, see http://www.dyndns.com/services/.

8. In the Options text box, type one or more of these options:

m mx=mailexchanger& — Specifies a Mail eXchanger (MX) for use with the hostname.

m backmx=YES|NO& — Requests that the MX in the previous parameter is set up as a backup MX
(includes the host as an MX with a lower preference value).

m wildcard=0ON|OFF|NOCHG& — Enables or disables wildcards for this host (ON to enable).

m offline=YES|NO — Sets the hostname to offline mode. One or more options can be chained
together with the ampersand character. For example:
&mx=backup.kunstlerandsons.com&ackmx=YES&wildcard=0N

For more information, see http://www.dyndns.com/developers/specs/syntax.html.

9. Click Save.

Drop-In Mode

In a drop-in configuration, your XTM device is configured with the same IP address on all interfaces. The
drop-in configuration mode distributes the network’s logical address range across all available network
interfaces. You can put your XTM device between the router and the LAN and not have to change the
configuration of any local computers. This configuration is known as drop-in mode because your XTM
device is dropped in to a previously configured network.

In drop-in mode:

m You must assign the same primary IP address to all interfaces on your XTM device (external, trusted,
and optional).

= You can assign secondary networks on any interface.

= You can keep the same IP addresses and default gateways for hosts on your trusted and optional
networks, and add a secondary network address to the primary external interface so your XTM
device can correctly send traffic to the hosts on these networks.

= The public servers behind your XTM device can continue to use public IP addresses. Network
address translation (NAT) is not used to route traffic from outside your network to your public
servers.

The properties of a drop-in configuration are:

= You must assign and use a static IP address on the external interface.

= You use one logical network for all interfaces.

= You cannot configure more than one external interface when your XTM device is configured in
drop-in mode. Multi-WAN functionality is automatically disabled.
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It is sometimes necessary to Clear the ARP cache of each computer protected by the XTM device, but this is
not common.

Note If you move an IP address from a computer located behind one interface to a computer
located behind a different interface, it can take several minutes before network traffic is
sent to the new location. Your XTM device must update its internal routing table before this
traffic can pass. Traffic types that are affected include logging, SNMP, and XTM device
management connections.

You can configure your network interfaces with drop-in mode when you run the Quick Setup Wizard. If you
have already created a network configuration, you can use Policy Manager to switch to drop-in mode.
For more information, see Run the Web Setup Wizard on page 23.

Use Drop-In Mode for Network Interface Configuration

1. Select Network > Interfaces.
The Network Interfaces dialog box appears.

2. From the Configure Interfaces in drop-down list, select Drop-In Mode.

3. Inthe IP Address text box, type the IP address you want to use as the primary address for all
interfaces on your XTM device.

4. Inthe Gateway text box, type the IP address of the gateway. This IP address is automatically added
to the Related Hosts list.

Configure Interfaces in : | Drop-In Mode v |
IF Address:  50.50.50.50 ! |24 I - CGateway: 50.50.50.1 Properties
5. Click Save.

Configure Related Hosts

In a drop-in or bridge configuration, the XTM device is configured with the same IP address on each
interface. Your XTM device automatically discovers new devices that are connected to these interfaces and
adds each new MAC address to its internal routing table. If you want to configure device connections
manually, or if the Automatic Host Mapping feature does not operate correctly, you can add a related hosts
entry. A related hosts entry creates a static route between the host IP address and one network interface.
We recommend that you disable Automatic Host Mapping on interfaces for which you create a related
hosts entry.

1. Select Network > Interfaces.
The Network Interfaces page appears.

2. Configure network interfaces in drop-in or bridge mode. Click Properties.
The Drop-In Mode Properties page appears.

3. Clear the check box for any interface for which you want to add a related hosts entry.

4. Inthe Host text box, type the IP address of the device for which you want to build a static route from
the XTM device. Select the Interface from the adjacent drop-down list, then click Add. Repeat this
step to add additional devices.
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Drop-In Mode Properties
Drop-In Settings DHCP Sattings

Automatic Host Mapping

Whean an interface is enablad with Automatic Host Mapping. a Firebox X appliance
in Drop-in/Bridge mode will automatically learn new MAC entries for host devices
that are connected to that interface.

External
Trusted
Cptional-1
Cptional-2
Optional-3
Cptional-4

Cptional-5

[ [ [« [« < = <[

Cptional-g

Related Hosts

Host Interface Hame Interface
50.50.50.80 External 0
Host Add
Interface [ External * |
5. Click Save.
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Configure DHCP in Drop-In Mode

When you use drop-in mode for network configuration, you can optionally configure the XTM device as a
DHCP server for the networks it protects, or make the XTM device a DHCP relay agent. If you have a
configured DHCP server, we recommend that you continue to use that server for DHCP.

Use DHCP

When you use drop-in mode for network configuration, you can optionally configure the XTM device as a
DHCP server for networks it protects, or make the XTM device a DHCP relay agent. If you have a configured
DHCP server, we recommend that you continue to use that server for DHCP.

By default, your XTM device gives out the configure DNS/WINS server information when it is configured as a
DHCP server. You can configure DNS/WINS information on this page to override the global configuration.
For more information, see the instructions in Add WINS and DNS Server Addresses on page 102.

1. Select Network > Interfaces.
The Network Interfaces page appears.

2. If your XTM device is not already configured in drop-in mode, from the Configure Interfaces in
drop-down list select Drop-In Mode.

3. Click Properties.

4. Select the DHCP Settings tab.

5. From the drop-down list, select Use DHCP Server.
The DHCP configuration settings appear.
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Drop-In Mode Properties

Drop-In Sattings DHCP Settings

| Use DHCP Server v |

Leasing Time | & hours ¥ |

Address Pool

Starting IP Ending IF Remowe |
10.0.1.50 10.0.1.1350

Starting IP Add

|.'I'ICI":5 1F

Resarved Addresces

Reserved IP Reservation Name MAC Address | Remowe |
10.0-1.21 FTR 12:34:36:78:00:A8
Resarvation Nams | Add

Reszarvad IF

MaC Address

6. To change the DHCP lease time, select a different option in the Leasing Time drop-down list.

7. To add an address pool from which your XTM device can give out IP addresses: in the Starting IP and
Ending IP text boxes, type a range of IP addresses that are on the same subnet as the drop-in IP
address. Click Add.

Repeat this step to add more address pools.
You can configure a maximum of six address pools.

8. Toreserve a specific IP address from an address pool for a device or client, in the Reserved
Addresses section:

m Type a Reservation Name to identify the reservation.
m Type the Reserved IP address you want to reserve.
m Type the MAC address for the device.
n Click Add.
Repeat this step to add more DHCP reservations.
9. If necessary, Add WINS and DNS Server Addresses.
10. Atthe top of the page, click Return.
11. Click Save.
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Use DHCP Relay

1. Select Network > Interfaces.
The Network Interfaces page appears.

2. Selectany trusted or optional interface and click Configure.
Or, double-click a trusted or optional interface.
The Interface Configuration page appears.

3. Adjacent to the IP Address text box, select Use DHCP Relay.

Use DHCP Relay |

IF Address (for all DHCP Raelay enablad interfaces and VLANS) @

50.50.30.33

4. Type the IP address of the DHCP server in the related field. Make sure to Add a Static Route to the
DHCP server, if necessary.
5. Click Save. Click Save again.

Specify DHCP Settings for a Single Interface

You can specify different DHCP settings for each trusted or optional interface in your configuration. To
modify these settings:

Scroll to the bottom of the Network Configuration dialog box.

Select an interface.

Click Configure.

To use the same DHCP settings that you configured for drop-in mode, select Use System DHCP
Setting.

bl S

To disable DHCP for clients on that network interface, select Disable DHCP.

To configure different DHCP options for clients on a secondary network, select Use DHCP Server for
Secondary Network.

5. To add IP address pools, set the default lease time, and manage DNS/WINS servers, complete Steps
3—6 of the Use DHCP section.
6. Click OK.
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Bridge Mode

Bridge mode is a feature that allows you to install your XTM device between an existing network and its
gateway to filter or manage network traffic. When you enable this feature, your XTM device processes and
forwards all network traffic to other gateway devices. When the traffic arrives at a gateway from the XTM
device, it appears to have been sent from the original device.

To use bridge mode, you must specify an IP address that is used to manage your XTM device. The device
also uses this IP address to get Gateway AV/IPS updates and to route to internal DNS, NTP, or WebBlocker
servers as necessary. Because of this, make sure you assign an IP address that is routable on the Internet.

In bridge mode, L2 and L3 headers are not changed. If you want traffic on the same physical interface of a
XTM device to pass through the device, you cannot use bridge mode. In this case, you must use drop-in or
mixed routing mode, and set the default gateway of those computers to be the XTM device itself.

When you use bridge mode, your XTM device cannot complete some functions that require the device to
operate as a gateway. These functions include:

= Multi-WAN

m VLANSs (Virtual Local Area Networks)

m Network bridges

m Static routes

m FireCluster

m Secondary networks

m DHCP server or DHCP relay

m Serial modem failover (XTM 2 Series only)

m 1-to-1, dynamic, or static NAT

» Dynamic routing (OSPF, BGP, or RIP)

= Any type of VPN for which the XTM device is an endpoint or gateway
m Some proxy functions, including HTTP Web Cache Server

If you have previously configured these features or services, they are disabled when you switch to bridge
mode. To use these features or services again, you must use a different network mode. If you return to
drop-in or mixed routing mode, you might have to configure some features again.

Note When you enable bridge mode, any interfaces with a previously configured network
bridge or VLAN are disabled. To use those interfaces, you must first change to either drop-
in or mixed routing mode, and configure the interface as External, Optional, or Trusted,
then return to bridge mode. Wireless features on XTM wireless devices operate correctly in
bridge mode.

To enable bridge mode:

1. Select Network > Interfaces.
The Network Interfaces page appears.

2. From the Configure Interfaces In drop-down list, select Bridge Mode.
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Configure Interfaces in: | pridge Mode -
1P Address: | 50,50.50.50 f |24 Ii' Gatewsy: | 50,50.50.1 Properties
Interface Type Hame (Alias) MIC Config Configure _
0 External External Auto Megotiate | *
1 Trusted Trusted Auto Megotiate
2 Disabled Cptional-1 Auto Negotiate
3 Cisabled Optional-2 Auto Megotiate |=
- Dizabled Cptional-3 Auto Negotiate
5 Disabled Optional-4 Auto Negotiate
[ Disabled Cptional-5 Auto Negotiate
7 Disabled Cptional-& Auto Negotiate =]

3. If you are prompted to disable interfaces, click Yes to disable the interfaces, or No to return to your
previous configuration.

4. Type the IP Address of your XTM device in slash notation.
For more information on slash notation, see About Slash Notation on page 3.

5. Type the Gateway IP address that receives all network traffic from the device.

6. Click Save.
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Common Interface Settings

With mixed routing mode, you can configure your XTM device to send network traffic between a wide
variety of physical and virtual network interfaces. This is the default network mode, and it offers the
greatest amount of flexibility for different network configurations. However, you must configure each
interface separately, and you may have to change network settings for each computer or client protected
by your XTM device.

To configure your XTM device with mixed routing mode:

1. Select Network > Interfaces.
The Network Interfaces dialog box appears.

2. Select the interface you want to configure, then click Configure. The options available depend on the
type of interface you selected.
The Interface Configuration dialog box appears.
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Interface Configuration - Trusted/Optional

Help &
General Settings MAC Access Contraol DMS fWINS
Interface Mame (alias)  Trusted Adwvanced
Interface Description
Interface Type | Trusted -
P address | 10.0.1.1 I |24 | : i
L Use DHCP Server |
Leasing Time |3 |L hours T |
Address Fool
Starting IP Ending IF
10.0.1.2 10,0.1.254
Startimg 1P add
Ending IF
Reserved Addresses
Reserved IP Reservation Name MAC Address
10.0.1.80 WebServer AB:CDiEF:01:23:45
Rezervation Name | Add
Resarved IF
MAC Address
Secondary Networks
0.0.0.0 24 Add |
( Save | | Cancel |

3. Inthe Interface Name (Alias) text box, you can retain the default name or change it to one that
more closely reflects your own network and its own trust relationships.
Make sure the name is unique among interface names as well as all MVPN group names and tunnel
names. You can use this alias with other features, such as proxy policies, to manage network traffic
for this interface.

4. (Optional) Enter a description of the interface in the Interface Description text box.

5. In the Interface Type drop-down list, you can change the interface type from its default value. You
can select External, Trusted, Optional, Bridge, Disabled, or VLAN. Some interface types have
additional settings.
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m For more information about how to assign an IP address to an external interface, see Configure
an External Interface on page 84. To set the IP address of a trusted or optional interface, type
the IP address in slash notation.

m To assign IP addresses automatically to clients on a trusted or optional interface, see Configure
DHCP in Mixed Routing Mode on page 87 or Configure DHCP Relay on page 100.

= To use more than one IP address on a single physical network interface, see Configure a
Secondary Network on page 102.

m For more information about VLAN configurations, see About Virtual Local Area Networks
(VLANSs) on page 111.

m Toremove an interface from your configuration, see Disable an Interface on page 100.

6. Configure your interface as described in one of the above topics.
7. Click Save.

Disable an Interface

In the Network Configuration dialog box, the interface now appears as type Disabled.

1. Select Network > Interfaces.
The Network Interfaces page appears.
2. Select the interface you want to disable. Click Configure.
The Interface Configuration page appears.
3. From the Interface Type drop-down list, select Disabled. Click Save.

In the Network Interfaces page, the interface now appears as type Disabled.

Configure DHCP Relay

One way to get IP addresses for the computers on the trusted or optional networks is to use a DHCP server
on a different network. You can use DHCP relay to get IP addresses for the computers on the trusted or
optional network. With this feature, the XTM device sends DHCP requests to a server on a different
network.

If the DHCP server you want to use is not on a network protected by your XTM device, you must set up a
VPN tunnel between your XTM device and the DHCP server for this feature to operate correctly.

Note You cannot use DHCP relay on any interface on which FireCluster is enabled.

To configure DHCP relay:

1. Select Network > Interfaces.
The Network Interfaces page appears.

2. Select a trusted or an optional interface and click Configure.

In the drop-down list below the interface IP address, select Use DHCP Relay.

4. Type the IP address of the DHCP server in the related field. Make sure to Add a Static Route to the
DHCP server, if necessary.

5. Click Save.

w
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Restrict Network Traffic by MAC Address

You can use a list of MAC addresses to manage which devices are allowed to send traffic on the network
interface you specify. When you enable this feature, your XTM device checks the MAC address of each
computer or device that connects to the specified interface. If the MAC address of that device is not on the
MAC Access Control list for that interface, the device cannot send traffic.

This feature is especially helpful to prevent any unauthorized access to your network from a location within
your office. However, you must update the MAC Address Control list for each interface when a new,
authorized computer is added to the network.

Note If you choose to restrict access by MAC address, you must include the MAC address for the
computer you use to administer your XTM device.

To enable MAC Access Control for a network interface:

1. Select Network > Interfaces.
The Network Interfaces page appears.

2. Select the interface on which you want to enable MAC Access Control, then click Configure.
The Interface Configuration page appears.

3. Select the MAC Access Control tab.

Interface Configuration - Trusted f Opticnal

Help @

General Settings MAC Access Control DHN5/WINS
Select this check bax to restrick which deviees can send/receive traffic thraugh this nebwark
interface, You must add & MAC addre== for mach device you want to allow,

MALC Address Name

MAC Address Add
Nama [Dptienal])

|"_f| Rastrict sccass by MAC addrass

| Sawe | | Cancel |

4. Selectthe Restrict access by MAC address check box.
5. Type the MAC address of the computer or device to give it access to the specified interface.
6. (Optional) Type a Name for the computer or device to identify it in the list.
7. Click Add.
Repeat steps 5 - 7 to add more computers or devices to the MAC Access Control list.
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Add WINS and DNS Server Addresses

Your XTM device shares Windows Internet Name Server (WINS) and Domain Name System (DNS) server IP
addresses for some features. These features include DHCP and Mobile VPN. The WINS and DNS servers
must be accessible from the XTM device trusted interface.

This information is used for two purposes:

= The XTM device uses the DNS server to resolve names to IP addresses for IPSec VPNs and for the
spamBlocker, Gateway AV, and IPS features to operate correctly.

m The WINS and DNS entries are used by DHCP clients on the trusted or optional networks, and by
Mobile VPN users to resolve DNS queries.

Make sure that you use only an internal WINS and DNS server for DHCP and Mobile VPN. This helps to make
sure that you do not create policies that have configuration properties that prevent users from connecting
to the DNS server.

1. Select Network > Interfaces.
2. Scroll to the DNS Servers and WINS Servers section.

DNS Servers
Comain Name: mywatchguard.com

10.10.2.53

DN

£
4]

BrVEr I add

WINS Servers

10.10.2.137

WINS Servers i Add

e = |

3. Inthe DNS Server or WINS Server text box, type the primary and secondary addresses for each
WINS and DNS servers.

4. Click Add.

Repeat Steps 3—4 to specify up to three DNS servers.

6. (Optional) In the Domain Name text box, type a domain name for a DHCP client to use with
unqualified names such as watchguard_mail.

i

Configure a Secondary Network

A secondary network is a network that shares one of the same physical networks as one of the XTM device
interfaces. When you add a secondary network, you make (or add) an IP alias to the interface. This IP alias is
the default gateway for all the computers on the secondary network. The secondary network tells the XTM
device that there is one more network on the XTM device interface.
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For example, if you configure an XTM device in drop-in mode, you give each XTM device interface the same
IP address. However, you probably use a different set of IP addresses on your trusted network. You can add
this private network as a secondary network to the trusted interface of your XTM device. When you add a
secondary network, you create a route from an IP address on the secondary network to the IP address of
the XTM device interface.

If your XTM device is configured with a static IP address on an external interface, you can also add an IP
address on the same subnet as your primary external interface as a secondary network. You can then
configure static NAT for more than one of the same type of server. For example, configure an external
secondary network with a second public IP address if you have two public SMTP servers and you want to
configure a static NAT rule for each.

You can add up to 2048 secondary networks per XTM device interface. You can use secondary networks
with either a drop-in or a routed network configuration. You can also add a secondary network to an
external interface of an XTM device if that external interface is configured to get its IP address through
PPPoE or DHCP.

To define a secondary IP address, you must have:

m An unused IP address on the secondary network to assign to the XTM device interface
m An unused IP address on the same network as the XTM device external interface

To define a secondary IP address:

1. Select Network > Interfaces.
The Network Interfaces page appears.
2. Select the interface for the secondary network and click Configure, or double-click an interface.

The Interface Configuration page appears.
3. Inthe Secondary Networks section, type an unassigned host IP address in slash notation from the

secondary network. Click Add. Repeat this step to add additional secondary networks.
4. Click Save.
5. Click Save again.

Secondary Networks

50.50.50.199/24

’ 24 ILI | Add |

Note Make sure to add secondary network addresses correctly. The XTM device does not tell you
if the address is correct. We recommend that you do not create a subnet as a secondary
network on one interface that is a component of a larger network on a different interface.
If you do this, spoofing can occur and the network cannot operate correctly.
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About Advanced Interface Settings

You can use several advanced settings for XTM device interfaces:
Network Interface Card (NIC) Settings

Configures the speed and duplex parameters for XTM device interfaces to automatic or manual
configuration. We recommend you keep the link speed configured for automatic negotiation. If you
use the manual configuration option, you must make sure the device the XTM device connects to is
also manually set to the same speed and duplex parameters as the XTM device. Use the manual
configuration option only when you must override the automatic XTM device interface parameters
to operate with other devices on your network.

Set Outgoing Interface Bandwidth

When you use Traffic Management settings to guarantee bandwidth to policies, this setting makes
sure that you do not guarantee more bandwidth than actually exists for an interface. This setting also
helps you make sure the sum of guaranteed bandwidth settings does not fill the link such that non-
guaranteed traffic cannot pass.

Enable QoS Marking for an Interface

Creates different classifications of service for different kinds of network traffic. You can set the
default marking behavior as traffic goes out of an interface. These settings can be overridden by
settings defined for a policy.

Set DF Bit for IPSec
Determines the setting of the Don’t Fragment (DF) bit for IPSec.
PMTU Setting for IPSec

(External interfaces only) Controls the length of time that the XTM device lowers the MTU for an
IPSec VPN tunnel when it gets an ICMP Request to Fragment packet from a router with a lower MTU
setting on the Internet.

Use Static MAC Address Binding

Uses computer hardware (MAC) addresses to control access to an XTM device interface.

Network Interface Card (NIC) Settings

1. Select Network > Interfaces.
Select the interface you want to configure. Click Configure.
3. Click Advanced General Settings.

NIC Sattings <- Return to General Settings
Link Spead | Auto Negotiate ¥ |
. -
BT 1500 |Li

| Overridea MAC Address
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4. In the Link Speed drop-down list, select Auto Negotiate if you want the XTM device to select the
best network speed. You can also select one of the half-duplex or full-duplex speeds that you know
is compatible with your other network equipment.

Auto Negotiate is the default setting. We strongly recommend that you do not change this setting
unless instructed to do so by Technical Support. If you set the link speed manually and other devices
on your network do not support the speed you select, this can cause a conflict that does not allow
your XTM device interface to reconnect after failover.

5. In the Maximum Transmission Unit (MTU) text box, select the maximum packet size, in bytes, that
can be sent through the interface. We recommend that you use the default, 1500 bytes, unless your
network equipment requires a different packet size.

You can set the MTU from a minimum of 68 to a maximum of 9000.

6. To change the MAC address of the external interface, select the Override MAC Address check box

and type the new MAC address.

For more information about MAC addresses, see the subsequent section.

7. Click Save.
8. Click Save again.

About MAC Addresses

Some ISPs use a MAC address to identify the computers on their network. Each MAC address gets one static
IP address. If your ISP uses this method to identify your computer, then you must change the MAC address
of the XTM device external interface. Use the MAC address of the cable modem, DSL modem, or router
that connected directly to the ISP in your original configuration.

The MAC address must have these properties:

m The MAC address must use 12 hexadecimal characters. Hexadecimal characters have a value
between 0 and 9 or between “a” and “f.”
m The MAC address must operate with:

o One or more addresses on the external network.
o The MAC address of the trusted network for the device.
o The MAC address of the optional network for the device.

m The MAC address must not be set to 000000000000 or ffffffffffff.

If the Override MAC Address check box is not selected when the XTM device is restarted, the device uses
the default MAC address for the external network.

To decrease problems with MAC addresses, the XTM device makes sure thatthe MAC address you assign to the
externalinterface is unique on your network. If the XTM device finds a device that uses the same MAC address,
the XTM device changes back to the standard MAC address for the external interface and starts again.
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Set DF Bit for IPSec

When you configure the external interface, select one of the three options to determine the setting for the
Don’t Fragment (DF) bit for IPSec section.

Dan't Fragment (DF) Bit Setting for IPSEC (External only)

(=) Copy = Original DF bit setting of the IPSec packet iz copied to the encapsulating header
Set - Firebox cannot fragment [PSec packets regardless of the original kit setting

L

) Clear - Firebox can fragment IPSec packets regardless of the ariginal bit s=tting

Copy

Select Copy to apply the DF bit setting of the original frame to the IPSec encrypted packet. If a frame
does not have the DF bits set, Fireware XTM does not set the DF bits and fragments the packet if
needed. If a frame is set to not be fragmented, Fireware XTM encapsulates the entire frame and sets
the DF bits of the encrypted packet to match the original frame.

Set

Select Set if you do not want your XTM device to fragment the frame regardless of the original bit
setting. If a user must make IPSec connections to a XTM device from behind a different XTM device,
you must clear this check box to enable the IPSec pass-through feature. For example, if mobile
employees are at a customer location that has a XTM device, they can make IPSec connections to
their network with IPSec. For your local XTM device to correctly allow the outgoing IPSec
connection, you must also add an IPSec policy.

Clear

Select Clear to break the frame into pieces that can fitin an IPSec packet with the ESP or AH header,
regardless of the original bit setting.

PMTU Setting for IPSec

This advanced interface setting applies to external interfaces only.

PMTU Saetting for IPSec (External only)

Minimum BMTU : 376

minutes

Aging time of learnad PMTU : 10 Ii,. =5

The Path Maximum Transmission Unit (PMTU) setting controls the length of time that the XTM device
lowers the MTU for an IPSec VPN tunnel when it gets an ICMP Request to Fragment packet from a router
with a lower MTU setting on the Internet.

We recommend that you keep the default setting. This can protect you from a router on the Internet with a
very low MTU setting.
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Use Static MAC Address Binding

You can control access to an interface on your XTM device by computer hardware (MAC) address. This
feature can protect your network from ARP poisoning attacks, in which hackers try to change the MAC
address of their computers to match a real device on your network. To use MAC address binding, you must
associate an IP address on the specified interface with a MAC address. If this feature is enabled, computers
with a specified MAC address can only send and receive information with the associated IP address.

You can also use this feature to restrict all network traffic to devices that match the MAC and IP addresses
on this list. This is similar to the MAC access control feature.

For more information, see Restrict Network Traffic by MAC Address on page 101.

Note If you choose to restrict network access by MAC address binding, make sure that you
include the MAC address for the computer you use to administer your XTM device.

To configure the static MAC address binding settings:

1. Select Network > Interfaces. Select an interface, then click Configure.
2. Click Advanced.

Static MAC/IP Address Binding

IF Address Add

MAC Address

3. Type an IP address and MAC address pair. Click Add. Repeat this step to add additional pairs.
4. If you want this interface to pass only traffic that matches an entry in the Static MAC/IP Address
Binding list, select the Only allow traffic sent from or to these MAC/IP addresses check box.

If you do not want to block traffic that does not match an entry in the list, clear this check box.

Find the MAC Address of a Computer

A MAC address is also known as a hardware address or an Ethernet address. It is a unique identifier specific
to the network card in the computer. A MAC address is usually shown in this form: XX-XX-XX-XX-XX-XX,
where each X is a digit or letter from A to F. To find the MAC address of a computer on your network:

1. From the command line of the computer whose MAC address you want to find, type ipconfig

/all (Windows) or ifconfig (OS X or Linux).
2. Look for the entry for the computer’s “physical address.” This value is the MAC or hardware address

for the computer.
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About LAN Bridges

A network bridge makes a connection between multiple physical network interfaces on your XTM device. A
bridge can be used in the same ways as a normal physical network interface. For example, you can
configure DHCP to give IP addresses to clients on a bridge, or use it as an alias in firewall policies.

To use a bridge, you must:

1. Create a Network Bridge Configuration.
2. Assign a Network Interface to a Bridge.

If you want to bridge all traffic between two interfaces, we recommend that you use bridge mode for your
network configuration.

Create a Network Bridge Configuration
To use a bridge, you must create a bridge configuration and assign one or more network interfaces to the
bridge.

1. Select Network > Bridge.

The Bridge page appears.
2. Click New.

Bridge

Help @)

Bridge Settings DHCP Secondary

Bridge Configuration
Mame My Bridge
Descrnption : -
Security Zone : | Trusted L4
1P Address: | 10.0.100.1 / 24 |£J
Send and receive traffic for the selected Bridge interfaces

Bridge Interface Name Interface Mumber

| ¥ Optional-1 2

| Save | Cancel [
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3. On the Bridge Settings tab, type a Name and Description (optional) for the bridge configuration.

4. Select a Security Zone from the drop-down list and type an IP Address in slash notation for the
bridge.
The bridge is added to the alias of the security zone you specify.

5. To add network interfaces, select the check box adjacent to each network interface you want to add
to the bridge configuration.

6. To configure DHCP settings, select the DHCP tab. Select DHCP Server or DHCP Relay from the DHCP
Mode drop-down list.
For more information on DHCP configuration, see Configure DHCP in Mixed Routing Mode on page
87 or Configure DHCP Relay on page 100.

7. If you want to add secondary networks to the bridge configuration, select the Secondary tab.
Type an IP address in slash notation and click Add.
For more information on secondary networks, see Configure a Secondary Network on page 102.

8. Click Save.

Assign a Network Interface to a Bridge

To use a bridge, you must create a bridge configuration and assign it to one or more network interfaces. You
can create the bridge configuration in the Network Configuration dialog box, or when you configure a
network interface.

1. Select Network > Bridge.
The Bridge page appears.
2. Selectabridge configuration in the Bridge Settings list, then click Configure.
3. Select the check box next to each network interface that you want to add to the bridge.
4. Click Save.

About Routing

A route is the sequence of devices through which network traffic is sent. Each device in this sequence,
usually called a router, stores information about the networks it is connected to inside a route table. This
information is used to forward the network traffic to the next router in the route.

Your XTM device automatically updates its route table when you change network interface settings, when a
physical network connection fails, or when it is restarted. To update the route table at other times, you
must use dynamic routing or add a static route. Static routes can improve performance, but if there is a
change in the network structure or if a connection fails, network traffic cannot get to its destination.
Dynamic routing ensures that your network traffic can reach its destination, but it is more difficult to set up.

Add a Static Route

A route is the sequence of devices through which network traffic must go to get from its source to its
destination. A router is the device in a route that finds the subsequent network point through which to send
the network traffic to its destination. Each router is connected to a minimum of two networks. A packet can
go through a number of network points with routers before it gets to its destination.
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You can create static routes to send traffic to specific hosts or networks. The router can then send the traffic
from the specified route to the correct destination. If you have a full network behind a router on your local
network, add a network route. If you do not add a route to a remote network, all traffic to that network is
sent to the XTM device default gateway.

Before you begin, you must understand the difference between a network route and a host route. A
network route is a route to a full network behind a router located on your local network. Use a host route if
there is only one host behind the router, or if you want traffic to go to only one host.

1. Select Network > Routes.
The Routes page appears.

Routes
Help &
Route Lateway Metric | Remove |
Choose Type | Host 1P v | add |
Rowte To 1.2.5.4
Fateway  50,50.50.1
Metric | 2 Ii

Save [ Reset

2. From the Type drop-down list, select Host IP or Network IP.

m Select Network IP if you have a full network behind a router on your local network.
m Select Host IP if only one host is behind the router, or if you want traffic to go to only one host.

3. Inthe Route To text box, type the destination IP address.

4. Inthe Gateway text box, type the local interface IP address of the router.
The gateway IP address must be an IP address managed by your XTM device.

5. Inthe Metric text box, type or select a metric for the route. Routes with lower metrics have higher
priority.

6. Click Add.

7. To add another static route, repeat Steps 2—4.
To remove a static route, select the IP address in the list and click Remove.

8. Click Save.
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About Virtual Local Area Networks (VLANs)

An 802.1Q VLAN (virtual local area network) is a collection of computers on a LAN or LANs that are
grouped together in a single broadcast domain independent of their physical location. This enables you to
group devices according to traffic patterns, instead of physical proximity. Members of a VLAN can share
resources as if they were connected to the same LAN. You can also use VLANSs to split a switch into multiple
segments. For example, suppose your company has full-time employees and contract workers on the same
LAN. You want to restrict the contract employees to a subset of the resources used by the full-time
employees. You also want to use a more restrictive security policy for the contract workers. In this case, you
split the interface into two VLANSs.

VLANs enable you to divide your network into groups with a logical, hierarchical structure or grouping
instead of a physical one. This helps free IT staff from the restrictions of their existing network design and
cable infrastructure. VLANs make it easier to design, implement, and manage your network. Because
VLANSs are software-based, you can quickly and easily adapt your network to additions, relocations, and
reorganizations.

VLANSs use bridges and switches, so broadcasts are more efficient because they go only to people in the
VLAN, not everyone on the wire. Consequently, traffic across your routers is reduced, which means a
reduction in router latency. You can configure your XTM device to act as a DHCP server for devices on the
VLAN, or use DHCP relay with a separate DHCP server.

You assign a VLAN to the Trusted, Optional, or External security zone. VLAN security zones correspond to
aliases for interface security zones. For example, VLANs of type Trusted are handled by policies that use the
alias Any-Trusted as a source or destination. VLANs of type External appear in the list of external interfaces
when you configure policy-based routing.

VLAN Requirements and Restrictions

m The WatchGuard VLAN implementation does not support the spanning tree link management
protocol.

m If your XTM device is configured to use drop-in network mode, you cannot use VLANSs.

= A physical interface can be an untagged VLAN member of only one VLAN. For example, if External-1
is an untagged member of a VLAN named VLAN-1, it cannot be an untagged member of a different
VLAN at the same time. Also, external interfaces can be a member of only one VLAN.

»  Your multi-WAN configuration settings are applied to VLAN traffic. However, it can be easier to
manage bandwidth when you use only physical interfaces in a multi-WAN configuration.

= Your device model and license controls the number of VLANs you can create.
To see the number of VLANs you can add to your configuration, select System Status > License.
Find the row labeled Total number of VLAN interfaces.

m We recommend that you do not create more than 10 VLANs that operate on external interfaces.
Too many VLANs on external interfaces affect performance.

= All network segments you want to add to a VLAN must have IP addresses on the VLAN network.

Note If you define VLANSs, you can ignore messages with the text “802.1d unknown version”.
These occur because the WatchGuard VLAN implementation does not support spanning
tree link management protocol.
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About Tagging

To enable VLANs, you must deploy VLAN-capable switches in each site. The switch interfaces insert tags at
layer 2 of the data frame that identify a network packet as part of a specified VLAN. These tags, which add
an extra four bytes to the Ethernet header, identify the frame as belonging to a specific VLAN. Tagging is
specified by the IEEE 802.1Q standard.

The VLAN definition includes disposition of tagged and untagged data frames. You must specify whether the
VLAN receives tagged, untagged, or no data from each interface that is enabled. Your XTM device can insert
tags for packets that are sent to a VLAN-capable switch. Your device can also remove tags from packets that
are sent to a network segment that belongs to a VLAN that has no switch.

About VLAN ID Numbers

By default, each interface on most new, unconfigured switches belongs to VLAN number 1. Because this
VLAN exists on every interface of most switches by default, the possibility exists that this VLAN can
accidentally span the entire network, or at least very large portions of it.

We recommend you use a VLAN ID number that is not 1 for any VLAN that passes traffic to the XTM device.

Define a New VLAN

Before you create a new VLAN, make sure you understand the concepts about, and restrictions for VLANSs,
as described in About Virtual Local Area Networks (VLANs) on page 111.

Before you can create a VLAN configuration, you mustalso change at least one interface to be of type VLAN.

1. Select Network > Interfaces.
2. Selectthe interface that is connected to your VLAN switch. Click Configure.
3. From the Interface Type drop-down list, select VLAN.

When you define a new VLAN, you add an entry in the VLAN Settings table. You can change the view of this
table:

m Click a column header to sort the table based on the values in that column.

m The table can be sorted in descending or ascending order.

m The values in the Interface column show the physical interfaces that are members of this VLAN.
m The interface number in bold is the interface that sends untagged data to that VLAN.

To create a new VLAN:

1. Select Network > VLAN.
The VLAN page appears.
2. Atable of existing user-defined VLANs and their settings appears:

You can also configure network interfaces from the Interfaces table.
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VLAN Settings
i Name Zone IP Address [ New [
1 Example Trusted 10.0.3.1
3. Click New.

The VLAN Settings page appears.

VLAN Settings Network

VLAN Configuration

Name Example

Crescription
il A " & |
VLAN ID 10 =
Securty Zans | Trustad - |
IF Address  |(10.0.3.1 {24 :J

In the Name field, type a name for the VLAN. The name cannot contain spaces.

(Optional) In the Description field, type a description of the VLAN.

In the VLAN ID field, or type or select a value for the VLAN.

In the Security Zone field, select Trusted, Optional, or External.

Security zones correspond to aliases for interface security zones. For example, VLANs of type
Trusted are handled by policies that use the alias Any-Trusted as a source or destination.

8. Inthe IP Address field, type the address of the VLAN gateway.

Note that any computer in this new VLAN must use this IP address as its default gateway.

Nouvs

Use DHCP on a VLAN

You can configure the XTM device as a DHCP server for the computers on your VLAN network.

1. On the Network tab, select DHCP Server from the DHCP Mode drop-down list to configure the XTM
device as the DHCP server for your VLAN network. If necessary, type your domain name to supply it
to the DHCP clients.

2. To add an IP address pool, type the first and last IP addresses in the pool. Click Add.

You can configure a maximum of six address pools.

3. Toreserve a specific IP address for a client, type the IP address, reservation name, and MAC

address for the device. Click Add.
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4. To change the default lease time, select a different time interval from the drop-down list at the top
of the page.
This is the time interval that a DHCP client can use an IP address that it receives from the DHCP server. When
the lease time is about to expire, the client sends a request to the DHCP server to get a new lease.

5. To add DNS or WINS servers to your DHCP configuration, type the server address in the field
adjacent to the list. Click Add.

6. To delete a server from the list, select the entry and click Remove.

Use DHCP Relay on a VLAN

1. On the Network tab, select DHCP Relay from the DHCP Mode drop-down list.
2. Type the IP address of the DHCP server. Make sure to add a route to the DHCP server, if necessary.

Before you can save this VLAN, you must Assign Interfaces to a VLAN.
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Assign Interfaces to a VLAN

When you create a new VLAN, you specify the type of data it receives from XTM device interfaces.
However, you can also make an interface a member of a VLAN that is currently defined, or remove an
interface from a VLAN.

Note You must change an interface type to VLAN before you can use itin a VLAN configuration.

To assign a network interface to a VLAN:

1. Select Network > VLAN.
The VLAN page appears.
2. Click New, or select a VLAN interface and click Configure.
3. Inthe Select a VLAN tag setting for each interface list, click the Tagged/Untagged column adjacent

to an interface and select an option in the drop-down list:

m Tagged traffic — The interface sends and receives tagged traffic.
m Untagged traffic — The interface sends and receives untagged traffic.
» No traffic — Remove the interface from this VLAN configuration.

Select a VILAN tag setting for each interface

Interface Tagged/Untagged

Dl:!ticl'l-!ﬂ'l Unldggcﬁ traffic ¥ |

Opticnal-2 | Tagged traffic * |
4. Click Save.

Network Setup Examples

Configure Two VLANs on the Same Interface

A network interface on a XTM device is a member of more than one VLAN when the switch that connects
to that interface carries traffic from more than one VLAN. This example shows how to connect one switch
that is configured for two different VLANSs to a single interface on the XTM device.

The subsequent diagram shows the configuration for this example.
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FLAN b S
Mreaateg Gl

In this example, computers on both VLANs connect to the same 802.1Q switch, and the switch connects to
interface 3 on the XTM device.

The subsequent instructions show you how to configure these VLANSs:

Configure Interface 3 as a VLAN Interface

1. Select Network > Interfaces.
2. In the Interface Name (Alias) text box type vlan.
3. Select Interface number 3. Click Configure.

Interface Configuration - VLAN

Help &
VLAN Settings
Inkerface Name [Alias) wlan
Interface Dascription
Inkerface Type | WLAN ¥ |

Sawva Cancel

4. From the Interface Type drop-down list, select VLAN.
5. Click Save.

Define the two VLANs and Assign Them to the VLAN Interface

1. Select Network > VLAN.
2. Click New.
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3. Inthe Name (Alias) text box, type a name for the VLAN. For this example, type VLAN1@.

4. In the Description text box, type a description. For this example, type Accounting.

5. Inthe VLAN ID text box, type the VLAN number configured for the VLAN on the switch. For this
example, type 10.

6. From the Security Zone drop-down list, select the security zone. For this example, select Trusted.

7. Inthe IP Address text box, type the IP address to use for the XTM device on this VLAN. For this
example, type 192.168.10.1/24.

8. Inthe Select a VLAN tag setting for each interface list, click the Tagged/Untagged column adjacent
to an interface and select Tagged traffic in the drop-down list.

VILAN
Help g
YLAN Settings Network
VLAMN Configuration
Mame VLANID
Descrption | Accounting
VLAN ID 10 =
Security Zone I Trusted T
IP Address | 102.168.10.1 ! olza A
=
Select a VLAN tag setting for each interface
Interface Tagged /Untagged
wlan Tagged traffic ¥ |
Save Cancel
9. Click Save.

10. Click New to add the second VLAN.

11. In the Name (Alias) text box, type VLAN20.

12. In the Description text box, type Sales.

13. Inthe VLAN ID text box, type 20.

14. From the Security Zone drop-down list, select Optional.

15. Inthe IP Address field, type the IP address to use for the XTM device on this VLAN. For this example,
type 192.168.20.1/24.
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16. Inthe Select a VLAN tag setting for each interface list, click the Tagged/Untagged column adjacent
to an interface and select Tagged in the drop-down list.
17. Click Save.

18. Both VLANS now appear in the list, and are configured to use the defined VLAN interface.

VLAN
Help &
Available VLAN Interfaces
Name (alias)
wian | Configure |
VLAN Settings
1] Name Zone IP Address | New
10 VLANLD Trusted 192.1658.10.1
20 WLANZO Optional 122.168.20.1

Configure One VLAN Bridged Across Two Interfaces

You can configure a VLAN to bridge across two interfaces of the XTM device. You might want to bridge one
VLAN across two interfaces if your organization is spread across multiple locations. For example, suppose
your network is on the first and second floors in the same building. Some of the computers on the first floor
are in the same functional group as some of the computers on the second floor. You want to group these
computers into one broadcast domain so that they can easily share resources, such as a dedicated file
server for their LAN, host-based shared files, printers, and other network accessories.

This example shows how to connect two 802.1Q switches so that both switches can send traffic from the
same VLAN to two interfaces on the same XTM device.
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Managemen: Computer

Swi!ch A Swilch B

Immas IR

> 5 (> 9a

Accaunting 1 Accounting 2 Accounting 3 Accounting 4 Accounting 5 Accounting G

First Floor of Building Second Floor of Building

! WLAN1O |

In this example, two 802.1Q switches are connected to XTM device interfaces 3 and 4, and carry traffic
from the same VLAN.

Note Any computer in this new VLAN must use this IP address as its default gateway.

Configure Interfaces 3 and 4 as VLAN Interfaces

1. Select Network > Interfaces.
2. In the Interface Name (Alias) text box, type a name. For this example, typevlanfloorl.
3. Select Interface number 3. Click Configure.

Interface Configuration - VLAN

Help &

VLAMN Settings

Iatarface Mame (aliga) vianflaarl

Interface Descripbion

Interface Type | VLAMN r
e )

Sawe l Cancal J
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4. From the Interface Type drop-down list, select VLAN.
5. Click Save.
6. Repeatthe same steps to configure Interface 4 as a VLAN interface.

Configure the VLAN

1. Select Network > VLAN.

2. Click New.

3. In the Name (Alias) text box, type a name for the VLAN. For this example, type VLAN10.

4. In the Description text box, type a description. For this example, type Accounting.

5. Inthe VLAN ID text box, type the VLAN number configured for the VLAN on the switch. For this
example, type 10.

6. From the Security Zone drop-down list, select the security zone. For this example, select Trusted.

7. Inthe IP Address text box, type the IP address to use for the XTM device on this VLAN. For this
example, type 192.168.10.1/24.

8. Inthe Select a VLAN tag setting for each interface list, click the Tagged/Untagged column adjacent
to each interface and select Tagged traffic from the drop-down list.

VILAN
Help &
VLAN Settings Network
VLAN Configuration
Nams VLANID
Descripiion | Accounting
VLAN ID |10 l =
Security Zone | Trusted * |
IP Address | 192,168.10.1 ! |z4 Ii'
Select a WLAN tag setting for each interface
Interface Tagged/Untagged
vianfloori P Tagged traffic * |
vianfloor2 _Tagged traffic ¥ |
Sawve Cancel
9. Click Save.
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Configure the Switches

Configure each of the switches that connect to interfaces 3 and 4 of the XTM device. Refer to the
instructions from your switch manufacturer for details about how to configure your switches.

Configure the Switch Interfaces Connected to the XTM Device

The physical segment between the switch interface and the XTM device interface is a tagged data segment.
Traffic that flows over this segment must use 802.1Q VLAN tagging.

Note Some switch manufacturers refer to an interface configured in this way as a trunk port or
a trunk interface.

On each switch, for the switch interface that connects to the XTM device:

m Disable Spanning Tree Protocol.

m Configure the interface to be a member of VLAN10.

= Configure the interface to send traffic with the VLAN10 tag.

m If necessary for your switch, set the switch mode to trunk.

m If necessary for your switch, set the encapsulation mode to 802.1Q.

Configure the Other Switch Interfaces

The physical segments between each of the other switch interfaces and the computers (or other
networked devices) that connect to them are untagged data segments. Traffic that flows over these
segments does not have VLAN tags.

On each switch, for the switch interfaces that connect computers to the switch:

m Configure these switch interfaces to be members of VLAN10.
m Configure these switch interfaces to send untagged traffic for VLAN10.

Physically Connect All Devices

1. Use an Ethernet cable to connect XTM device interface 3 to the Switch A interface that you
configured to tag for VLAN10 (the VLAN trunk interface of Switch A).

2. Use an Ethernet cable to connect the XTM device interface 4 to the Switch B interface that you
configured to tag for VLAN10 (the VLAN trunk interface of Switch B).

3. Connecta computer to the interface on Switch A that you configured to send untagged traffic for
VLAN10.

4. Configure the network settings on the connected computer. The settings depend on whether you
configured the XTM device to act as a DHCP server for the computers on VLAN10 in Step 9 of Define
the VLAN on the XTM Device.

m If you configured the XTM device to act as a DHCP server for the computers on VLAN10,
configure the computer to use DHCP to get an IP address automatically. See Step 9 in the
procedure Define the VLAN, above.
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» If you did not configure the XTM device to act as a DHCP server for the computers on VLAN10,
configure the computer with an IP address in the VLAN subnet 192.168.10.x. Use subnet mask
255.255.255.0 and set the default gateway on the computer to the XTM device VLAN IP
address 192.168.10.1

5. Repeat the previous two steps to connect a computer to Switch B.

Test the Connection

After you complete these steps, the computers connected to Switch A and Switch B can communicate as if
they were connected to the same physical local area network. To test this connection you can:

m Ping from a computer connected to Switch A to a computer connected to Switch B.
= Ping from a computer connected to Switch B to a computer connected to Switch A.
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Use Your XTM Device with the 3G Extend Wireless Bridge

The WatchGuard 3G Extend wireless bridge adds 3G cellular connectivity to your WatchGuard XTM 2 Series
device. When you connect the external interface of your XTM device to the 3G Extend wireless bridge,
computers on your network can connect wirelessly to the Internet via the 3G cellular network.

The 3G Extend has two models based on technology from Top Global and Cradlepoint.
To connect your XTM device to the 3G cellular network you need:

= An XTM 2 Series device
m A 3G Extend wireless bridge
m A 3G wireless broadband data card

Use the 3G Extend/Top Global MB5000K Device

Follow these steps to use the 3G Extend wireless bridge with your XTM 2 Series device.

1. Configure the external interface on your XTM device to get its address with PPPoE. Make sure to set
the PPPoE user name / password to public/public. To learn more about how to configure your
external interface for PPPoE, see Configure an External Interface on page 84.

2. Activate your broadband data card. See the instructions included with your broadband data card for
more information.

3. Prepare your 3G Extend wireless bridge:

m Insert the broadband data card into the slot on the 3G Extend wireless bridge
m Plugin the power to the 3G Extend wireless bridge
m Verify the LED lights are active

4. Use an Ethernet cable to connect the 3G Extend wireless bridge to the external interface of your
XTM device.

It is not necessary to change any settings on the 3G Extend device before you connect it to your XTM
device. There are some times when it is necessary to connect to the web management interface of the 3G
Extend device. To connect to the 3G Extend web interface, connect your computer directly to the
MB5000K with an Ethernet cable and make sure your computer is configured to get its IP address with
DHCP. Open your web browser and type http://172.16.0.1. Connect with a user name/password of
public/public.

m To operate correctly with your XTM device, the 3G Extend wireless bridge must be configured to
run in "Auto Connect" mode. All 3G Extend/MB5000K devices are pre-configured to run in this
mode by default. To verify if your 3G Extend device is configured in Auto Connect mode, connect
directly to the device and select Interfaces > Internet access. Select the WAN#0 interface. In the
Networking section, make sure the Connect mode drop-down list is set to Auto.

m If your 3G wireless card runs on the GPRS cellular network, it may be necessary to add a network
login and password to our 3G Extend device configuration. To add a network login and password,
connect to the 3G Extend wireless bridge and select Services > Manageable Bridge.

= To reset the MB5000K to its factory default settings, connect to the 3G Extend wireless bridge and
select System > Factory defaults. Click Yes.
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For security, we recommend that you change the default PPPoE user name/password from public/public
after your network is up and running. You must change the user name and password on both your XTM
device and your 3G Extend Wireless Bridge.

m To change the PPPoE user name and password on your XTM device, see Configure an External
Interface on page 84.

= To change the PPPoE user name and password on the 3G Extend device, connect to the device and
go to Services > Manageable Bridge.

The 3G Extend device supports more than 50 modem cards and ISP plan options. For detailed information
about the Top Global product, including the MB5000 User Guide, go to
http://www.topglobaluse.com/support_mb5000.htm.

Use the 3G Extend/Cradlepoint CBA250 Device

Follow these steps to use the 3G Extend Cradlepoint cellular broadband adapter with your WatchGuard
XTM 2 Series device.

1. Follow the instructions in the Cradlepoint CBA250 Quick Start Guide to set up the Cradlepoint device
and update the device firmware. If you have a newer modem that is not supported by the firmware
version that ships on the device, you must use different steps to upgrade your firmware to the latest

version:

» Download the latest firmware for the CBA250 to your computer from the Cradlepoint support
site at http://www.cradlepoint.com/support/cba250.
m Use these instructions to update your firmware: Updating the Firmware on your Cradlepoint

Router.

2. Configure the external interface on your XTM device to get its address with DHCP. To learn how to
configure your external interface for PPPoE, see Configure an External Interface on page 84.

3. Use an Ethernet cable to connect the Cradlepoint device to the external interface of the XTM
device.

4. Start (or restart) the XTM device.
When the XTM device starts, it gets a DHCP address from the Cradlepoint device. After an IP address is
assigned, the XTM device can connect to the Internet via the cellular broadband network.

The Cradlepoint supports a large number of USB or ExpressCard broadband wireless devices. For a list of
supported devices, see http://www.cradlepoint.com/support./cba250.
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7  Multi-WAN

About Using Multiple External Interfaces

You can use your XTM device to create redundant support for the external interface. This is a helpful option
if you must have a constant Internet connection.

With the multi-WAN feature, you can configure up to four external interfaces, each on a different subnet.
This allows you to connect your XTM device to more than one Internet Service Provider (ISP). When you
configure a second interface, the multi-WAN feature is automatically enabled.

Multi-WAN Requirements and Conditions

You must have a second Internet connection and more than one external interface to use most multi-WAN
configuration options.

Conditions and requirements for multi-WAN use include:

» If you have a policy configured with an individual external interface alias in its configuration, you
must change the configuration to use the alias Any-External, or another alias you configure for
external interfaces. If you do not do this, some traffic could be denied by your firewall policies.

m  Multi-WAN settings do not apply to incoming traffic. When you configure a policy for inbound traffic,
you can ignore all multi-WAN settings.

m To override the multi-WAN configuration in any individual policy, enable policy-based routing for
that policy. For more information on policy-based routing, see Configure Policy-Based Routing on
page 309.

= Map your company’s Fully Qualified Domain Name to the external interface IP address of the lowest
order. If you add a multi-WAN XTM device to your Management Server configuration, you must use
the lowest-ordered external interface to identify it when you add the device.

= To use multi-WAN, you must use mixed routing mode for your network configuration. This feature
does not operate in drop-in or bridge mode network configurations.

m To use the Interface Overflow method, you must have Fireware XTM with a Pro upgrade. You must
also have a Fireware XTM Pro license if you use the Round-robin method and configure different
weights for the XTM device external interfaces.
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You can use one of four multi-WAN configuration options to manage your network traffic.

For configuration details and setup procedures, see the section for each option.

Multi-WAN and DNS

Make sure that your DNS server can be reached through every WAN. Otherwise, you must modify your
DNS policies such that:

m The From list includes Firebox.

m The Use policy-based routing check box is selected.
If only one WAN can reach the DNS server, select that interface in the adjacent drop-down list.
If more than one WAN can reach the DNS server, select any one of them, select Failover, select
Configure, and select all the interfaces that can reach the DNS server. The order does not matter.

Note You must have Fireware XTM with a Pro upgrade to use policy-based routing.

About Multi-WAN Options

When you configure multiple external interfaces, you have several options to control which interface an
outgoing packet uses. Some of these features require that you have Fireware XTM with a Pro upgrade.

Round-Robin Order

When you configure multi-WAN with the Round-robin method, the XTM device looks at its internal routing
table to check for specific static or dynamic routing information for each connection. If no specified route is
found, the XTM device distributes the traffic load among its external interfaces. The XTM device uses the
average of sent (TX) and received (RX) traffic to balance the traffic load across all external interfaces you
specify in your round-robin configuration.

If you have Fireware XTM with a Pro upgrade, you can assign a weight to each interface used in your round-
robin configuration. By default and for all Fireware XTM users, each interface has a weight of 1. The weight
refers to the proportion of load that the XTM device sends through an interface. If you have Fireware XTM
Pro and you assign a weight of 2 to an interface, you double the portion of traffic that will go through that
interface compared to an interface with a weight of 1.

As an example, if you have three external interfaces with 6M, 1.5M, and .075M bandwidth and want to
balance traffic across all three interfaces, you would use 8, 2, and 1 as the weights for the three interfaces.
Fireware will try to distribute connections so that 8/11, 2/11, and 1/11 of the total traffic flows through
each of the three interfaces.

For more information, see Configure Round-Robin on page 129.

Failover

When you use the failover method to route traffic through the XTM device external interfaces, you select
one external interface to be the primary external interface. Other external interfaces are backup
interfaces, and you set the order for the XTM device to use the backup interfaces. The XTM device monitors
the primary external interface. If it goes down, the XTM device sends all traffic to the next external
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interface in its configuration. While the XTM device sends all traffic to the backup interface, it continues to
monitor the primary external interface. When the primary interface is active again, the XTM device
immediately starts to send all new connections through the primary external interface again.

You control the action for the XTM device to take for existing connections; these connections can failback
immediately, or continue to use the backup interface until the connection is complete. Multi-WAN failover
and FireCluster are configured separately. Multi-WAN failover caused by a failed connection to a link
monitor host does not trigger FireCluster failover. FireCluster failover occurs only when the physical
interface is down or does not respond. FireCluster failover takes precedence over multi-WAN failover.

For more information, see Configure Failover on page 130.

Interface Overflow

When you use the Interface Overflow multi-WAN configuration method, you select the order you want the
XTM device to send traffic through external interfaces and configure each interface with a bandwidth
threshold value. The XTM device starts to send traffic through the first external interface in its Interface
Overflow configuration list. When the traffic through that interface reaches the bandwidth threshold you
have set for that interface, the XTM device starts to send traffic to the next external interface you have
configured in your Interface Overflow configuration list.

This multi-WAN configuration method allows the amount of traffic sent over each WAN interface to be
restricted to a specified bandwidth limit. To determine bandwidth, the XTM device examines the amount of
sent (TX) and received (RX) packets and uses the higher number. When you configure the interface
bandwidth threshold for each interface, you must consider the needs of your network for this interface and
set the threshold value based on these needs. For example, if your ISP is asymmetrical and you set your
bandwidth threshold based on a large TX rate, interface overflow will not be triggered by a high RX rate.

If all WAN interfaces have reached their bandwidth limit, the XTM device uses the ECMP (Equal Cost
MultiPath Protocol) routing algorithm to find the best path.

Note You must have Fireware XTM with a Pro upgrade to use this multi-WAN routing method.

For more information, see Configure Interface Overflow on page 132.

Routing Table

When you select the Routing Table option for your multi-WAN configuration, the XTM device uses the
routes in its internal route table or routes it gets from dynamic routing processes to send packets through
the correct external interface. To see whether a specific route exists for a packet’s destination, the XTM
device examines its route table from the top to the bottom of the list of routes. You can see the list of
routes in the route table on the Status tab of Firebox System Manager. The Routing Table option is the
default multi-WAN option.

If the XTM device does not find a specified route, it selects the route to use based on source and destination
IP hash values of the packet, using the ECMP (Equal Cost Multipath Protocol) algorithm specified in:
http://www.ietf.org/rfc/rfc2992.txt

With ECMP, the XTM device uses an algorithm to decide which next-hop (path) to use to send each packet.
This algorithm does not consider current traffic load.
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For more information, see When to Use Multi-WAN Methods and Routing on page 134.

Serial Modem (XTM 2 Series only)

If your organization has a dial-up account with an ISP, you can connect an external modem to the USB port
on your XTM 2 Series and use that connection for failover when all other external interfaces are inactive.

For more information, see Serial Modem Failover on page 135.
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Configure Round-Robin

Before You Begin

m To use the multi-WAN feature, you must have more than one external interface configured. If
necessary, use the procedure described in Configure an External Interface on page 84.

= Make sure you understand the concepts and requirements for multi-WAN and the method you
choose, as described in About Using Multiple External Interfaces on page 125 and About Multi-WAN
Options on page 126.

Configure the Interfaces

1. Select Network > Multi-WAN.
2. From the Multi-WAN Mode drop-down list, select Round Robin.

Multi-Wan Mode Help &)
Round Robin -

Interface Waeight

Extarnal-2 1 f=
External i =
LE
Multi-Wan Interface Interface Name  Ping TCP
fes o Extarmal 4.3.2.1 Disabled
Yes & External-2 1.2.3.4 example.com: &0
Up
Down

[ Configure

3. If you have Fireware XTM with a Pro upgrade, you can modify the weight associated with each
interface. Choose an interface, then type or select a new value in the adjacent Weight field. The
default value is 1 for each interface.

For information on interface weight, see Find How to Assign Weights to Interfaces on page 129.

4. To assign an interface to the multi-WAN configuration, select an interface and click Configure.
5. Select the Participate in Multi-WAN check box and click OK.

6. To complete your configuration, you must add link monitor information as described in About WAN
Interface Status on page 140.

7. Click Save.

Find How to Assign Weights to Interfaces

If you use Fireware XTM with a Pro upgrade, you can assign a weight to each interface used in your round-
robin multi-WAN configuration. By default, each interface has a weight of 1. The weight refers to the
proportion of load that the XTM device sends through an interface.
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You can use only whole numbers for the interface weights; no fractions or decimals are allowed. For
optimal load balancing, you might have to do a calculation to know the whole-number weight to assign for
each interface. Use a common multiplier so that the relative proportion of the bandwidth given by each
external connection is resolved to whole numbers.

For example, suppose you have three Internet connections. One ISP gives you 6 Mbps, another ISP gives
you 1.5 Mbps, and a third gives you 768 Kbps. Convert the proportion to whole numbers:

m First convert the 768 Kbps to approximately .75 Mbps so that you use the same unit of
measurement for all three lines. Your three lines are rated at 6, 1.5, and .75 Mbps.

m  Multiply each value by 100 to remove the decimals. Proportionally, these are equivalent: [6: 1.5 :
.75] is the same ratio as [600 : 150 : 75]

m Find the greatest common divisor of the three numbers. In this case, 75 is the largest number that
evenly divides all three numbers 600, 150, and 75.

m Divide each of the numbers by the greatest common divisor.

The results are 8, 2, and 1. You could use these numbers as weights in a round-robin multi-WAN
configuration.

Configure Failover

Before You Begin

m To use the multi-WAN feature, you must have more than one external interface configured. If
necessary, use the procedure described in Configure an External Interface on page 84.

m Make sure you understand the concepts and requirements for multi-WAN and the method you
choose, as described in About Using Multiple External Interfaces on page 125 and About Multi-WAN
Options on page 126.

Configure the Interfaces

1. Select Network > Multi-WAN.
2. In the Multi-WAN Mode drop-down list, select Failover.

Multi-Wan Hode Help &
Failower -
Multi-wWan Interface Interface Name | Ping TCP
Yos (1] External 1.2.34 exampla.com:&0
Yas = Ewtarmal-2 4.3.2.1 Drezabled
Up
..... -
Drawin
Configure |

3. Selectan interface in the list and click Up or Down to set the order for failover. The first interface in
the list is the primary interface.

4. To complete your configuration, you must add link monitor information as described in About WAN
Interface Status on page 140.
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For information on advanced multi-WAN configuration options, see About Advanced Multi-WAN
Settings on page 139.

5. Click Save.
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Configure Interface Overflow

Before You Begin

m To use the multiple WAN feature, you must have more than one external interface configured. If
necessary, use the procedure described in Configure an External Interface on page 84.

= Make sure you understand the concepts and requirements for multi-WAN and the method you
choose, as described in About Using Multiple External Interfaces on page 125 and About Multi-WAN
Options on page 126.

Configure the Interfaces

1. Select Network > Multi-WAN.
2. From the Multi-WAN Mode drop-down list, select Interface Overflow.

HMulti-Wan Mode Help &
Interface Owverflow -

Interface Threshold

External-2 2 I : Hbps -
BT Nk ey

Externa 2 = | Hbps |~
HMulti-Wan Interface Interface Name  Ping TGP
Yes 0 External 1.2.3.4 example.com:a0
Yes & External-2 4,3.2.1 Dizabled

Up
Down

Configure

3. Inthe Threshold field for each interface, type or select the amount of network traffic in megabits
per second (Mbps) that the interface must carry before traffic is sent on other interfaces.

4. To setthe order of interface operation, select an interface in the table and click Up and Down to
change the order. The interfaces are used from first to last in the list.

5. To complete your configuration, you must add information as described in About WAN Interface
Status on page 140.

For information on advanced multi-WAN configuration options, see About advanced multi-WAN settings.

Configure Routing Table

Before You Begin

m To use the multi-WAN feature, you must have more than one external interface configured. If
necessary, use the procedure described in Configure an External Interface on page 84.

m You must decide whether the Routing Table method is the correct multi-WAN method for your
needs. For more information, see When to Use Multi-WAN Methods and Routing on page 134
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m Make sure you understand the concepts and requirements for multi-WAN and the method you
choose, as described in About Using Multiple External Interfaces on page 125 and About Multi-WAN
Options on page 126.

Routing Table mode and load balancing

It is important to note that the Routing Table option does not do load balancing on connections to the
Internet. The XTM device reads its internal route table from top to bottom. Static and dynamic routes that
specify a destination appear at the top of the route table and take precedence over default routes. (A
default route is a route with destination 0.0.0.0/0.) If there is no specific dynamic or static entry in the route
table for a destination, the traffic to that destination is routed among the external interfaces of the XTM
device through the use of ECMP algorithms. This may or may not result in even distribution of packets
among multiple external interfaces.

Configure the Interfaces

1. Select Network > Multi-WAN.
2. In the Multi-WAN Mode drop-down list, select Routing Table.

Multi-Wan Mode Help &
Routing Table -
Multi-Wan Interface Interface Name  Ping TCP
Yes o External 1.2.3.4 exbmple.com: 80
-1 B Extarmal-2 4.3.2.1 Dizabled
Up |
Down |
Configure |

3. To add interfaces to the multi-WAN configuration, select an interface and click Configure.
4. Select the Participate in Multi-WAN check box. Click OK.
5. To complete your configuration, you must add link monitor information as described in About WAN

Interface Status on page 140.

For information on advanced multi-WAN configuration options, see Advanced Multi-WAN Settings.

About the XTM Device Route Table

When you select the Routing Table configuration option, it is a good idea to know how to look at the routing
table that is on your XTM device.

From Fireware XTM Web Ul:

Select System Status > Routes.
This shows the internal route table on your XTM device.

Routes in the internal route table on the XTM device include:

m The routes the XTM device learns from dynamic routing processes running on the device (RIP, OSPF,
and BGP) if you enable dynamic routing.
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m The permanent network routes or host routes you add.
m The routes the XTM device automatically makes when it reads the network configuration
information.

If your XTM device detects that an external interface is down, it removes any static or dynamic routes that
use that interface. This is true if the hosts specified in the Link Monitor become unresponsive and if the
physical Ethernet link is down.

Formore informationon interface status androute table updates, see About WAN Interface Statuson page 140.

When to Use Multi-WAN Methods and Routing

If you use dynamic routing, you can use either the Routing Table or Round-Robin multi-WAN configuration
method. Routes that use a gateway on an internal (optional or trusted) network are not affected by the
multi-WAN method you select.

When to Use the Routing Table Method

The Routing Table method is a good choice if:

= You enable dynamic routing (RIP, OSPF, or BGP) and the routers on the external network advertise
routes to the XTM device so that the device can learn the best routes to external locations.

= You must get access to an external site or external network through a specific route on an external
network. Examples include:

= You have a private circuit that uses a frame relay router on the external network.
= You want all traffic to an external location to always go through a specific XTM device external
interface.

The Routing Table method is the fastest way to load balance more than one route to the Internet. After you
enable this option, the ECMP algorithm manages all connection decisions. No additional configuration is
necessary on the XTM device.

When to Use the Round-Robin Method

Load balancing traffic to the Internet using ECMP is based on connections, not bandwidth. Routes
configured statically or learned from dynamic routing are used before the ECMP algorithm. If you have
Fireware XTM with a Pro upgrade, the weighted round-robin option gives you options to send more traffic
through one external interface than another. At the same time, the round-robin algorithm distributes traffic
to each external interface based on bandwidth, not connections. This gives you more control over how
many bytes of data are sent through each ISP.
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Serial Modem Failover

(This topic applies only to XTM 2 Series devices.)

You can configure your XTM 2 Series device to send traffic through a serial modem when it cannot send
traffic with any external interface. You must have a dial-up account with an ISP (Internet Service Provider)
and an external modem connected on the USB port (2 Series) to use this option.

The XTM 2 Series has been tested with these modems:

m Zoom FaxModem 56K model 2949

= MultiTech 56K Data/Fax Modem International
= OMRON ME5614D2 Fax/Data Modem

m Hayes 56K V.90 serial fax modem

For a serial modem, use a USB to serial adapter to connect the modem to the XTM 2 Series device.

Enable Serial Modem Failover

1. Select Network > Modem.
The Modem page appears.
2. Select the Enable Modem for Failover when all External interfaces are down check box.

|¥] Enable Modem for Failower when all External interfaces are down

Accoumnt DHS Dial Up Advanced Link Monitor

Dial Up Account Settings

Telephone number : 111-222-3333

&lternate Telephane number .:'?3-33.'4.-—'4-14
Account name ; example

Account domain @ example.com

EREREERE

Account password !

|| Enable modem and PPP debug trace

3. Complete the Account, DNS, Dial-Up, and Link Monitor settings, as described in the subsequent
sections.
4. Click Save.

Account Settings

1. Selectthe Account tab.

2. Inthe Telephone number text box, type the telephone number of your ISP.

3. If you have another number for your ISP, the Alternate Telephone number text box, type that
number.

4. Inthe Account name text box, type your dial-up account name.
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5. If you login to your account with a domain name, in the Account domain text box, type the domain

name.
An example of a domain name is msn.com.
6. Inthe Account password text box, type the password you use to connect to your dial-up account.
7. If you have problems with your connection, select the Enable modem and PPP debug trace check
box. When this option is selected, the XTM device sends detailed logs for the serial modem failover

feature to the event log file.

DNS Settings

If your dial-up ISP does not give DNS server information, or if you must use a different DNS server, you can
manually add the IP addresses for a DNS server to use after failover occurs.

1. Select the DNS tab.
The DNS Settings page appears.

v| Enable Modem for Failover when all External interfaces are down
Account DS Dial Up Advanced Link Monitor

DMNS Seltings

[+ Manually configure BNS server IF addresses

Primary DNS server | 192.168,112.53
Secondary DNS server | 192.168.113.55
MTU ; 1500 :I bytes

2. Select the Manually configure DNS server IP addresses check box.

In the Primary DNS Server text box, type the IP address of the primary DNS server.

4. If you have a secondary DNS server, in the Secondary DNS server text box, type the IP address for
the secondary server.

5. Inthe MTU text box, for compatibility purposes, you can set the Maximum Transmission Unit (MTU)
to a different value. Most users can keep the default setting.

w
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Dial-up Settings

1. Select the Dial Up tab.
The Dialing Options page appears.

Ii Enable Modem for Failover when all External inberfaces are down

Account ONS Dial Up Advanced Link Monitor

Dialing Options

Dial up timeout : a | : | minutes
Lt
Redial attempts : 3 I:l
Inactreaty timeout : o . : { minutes
| il
Speaker volume @ | Low v |

In the Dial up timeout text box, type or select the number of seconds before a timeout occurs if

your modem does not connect. The default value is two (2) minutes.
In the Redial attempts text box, type or select the number of times the XTM device tries to redial if

your modem does not connect. The default is to wait for three (3) connection attempts.
4. In the Inactivity Timeout text box, type or select the number of minutes to wait if no traffic goes

through the modem before a timeout occurs. The default value is no timeout.
5. From the Speaker volume drop-down list, select your modem speaker volume.

Advanced Settings

Some ISPs require that you specify one or more ppp options in order to connect. In China, for example,
some ISPs require that you use the ppp option receive-all. The receive-all option causes ppp to accept all

control characters from the peer.

1. Selectthe Advanced tab.

[+] Enable Medem for Failover when all External interfaces are down

Account DNS Dial Up Advanced Link Monitor

FPP options :

2. In the PPP options text box, type the required ppp options. To specify more than one ppp option,

separate each option with acomma.
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Link Monitor Settings

You can set options to test one or more external interfaces for an active connection. When an external
interface becomes active again, the XTM device no longer sends traffic over the serial modem and uses the
external interface or interfaces instead. You can configure the Link Monitor to ping a site or device on the
external interface, create a TCP connection with a site and port number you specify, or both. You can also
set the time interval between each connection test, and configure the number of times a test must fail or
succeed before an interface is activated or deactivated.

To configure the link monitor settings for an interface:

1. Select the Link Monitor tab.
The ping and TCP connection options you set for each external interface appear.

i_ Enable Moderm for Falover when all External interfaces are down

Account DMS Dial Up Advanced Link Manitor

Interface Name Ping TCP

External 50.50.50.200 axample.com:iBl

Configure

2. To configure an interface, select it from the list and click Configure.
The Link Monitor Details dialog box appears.

Link Manitor Details x

External

] Fing | 50.50.50.200

il TCE example.com Port BO i".i
¥| Both Ping and TCP must be successful
—l
Frobe intarval = saconds
15 |

-
Deactivate after = : failures
Reactivate after 3 2| successaes

-

Ok [ Cancel |

3. To ping a location or device on the external network, select the Ping check box and type an IP
address or host name in the adjacent text box.

4. To create a TCP connection to a location or device on the external network, select the TCP check
box and type an IP address or host name in the adjacent text box. You can also type or select a Port
number.

The default port number is 80 (HTTP).
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5. Torequire successful ping and TCP connections before an interface is marked as active, select the
Both Ping and TCP must be successful check box.

6. To change the time interval between connection attempts, in the Probe interval text box, type or
select a different number.
The default setting is 15 seconds.

7. To change the number of failures that mark an interface as inactive, in the Deactivate after text box,
type or select a different number .
The default value is three (3) connection attempts.

8. To change the number of successful connections that mark an interface as active, in the Reactivate
after text box, type or select a different number.

The default value is three (3) connection attempts.
9. Click OK.

About Advanced Multi-WAN Settings

You can configure sticky connections, failback, and notification of multi-WAN events. Not all configuration
options are available for all multi-WAN configuration options. If a setting does not apply to the multi-WAN
configuration option you selected, those fields are not active.

To configure multi-WAN settings:

1. Select Network > Multi-WAN.
Select the Advanced Settings tab.

3. Configure Sticky Connection Duration and Failback for Active Connections as described in the
subsequent sections.

4. Click Save.

Set a Global Sticky Connection Duration

A sticky connection is a connection that continues to use the same WAN interface for a defined period of
time. You can set sticky connection parameters if you use the Round-robin or Interface Overflow options
for multi-WAN. Stickiness makes sure that, if a packet goes out through an external interface, any future
packets between the source and destination IP address pair use the same external interface for a specified
period of time. By default, sticky connections use the same interface for 3 minutes.

If a policy definition contains a sticky connection setting, the policy setting is used instead of the global
setting.

To change the global sticky connection duration for a protocol or set of protocols:

1. Inthe text box for the protocol, type or select a number.
2. Inthe adjacent drop-down list, select a time duration.
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Multi-WAN Configuration

General Settings Advanced Scttings

Sticky Connection Duration Help &
TCE 3 = | minutes | w ]
UDR 3 : | minutes | = |
Others protocals |3 : | minutas ¥ |

Failback for Active Connections

IF & Multi-WAN failover event coours and the eriginal interface becomes available

ngain, the Firebax sutemabically sends all new connections ba the anginal interface

For active non-IFSec connechons, select the oplion you want the Frrebox to take

Immediate failback: Stop all active connections immediately L4
Save Reset

If you set a sticky connection duration in a policy, you can override the global sticky connection duration.
For more information, see Set the Sticky Connection Duration for a Policy on page 313.

Set the Failback Action

You can set the action you want your XTM device to take when a failover event has occurred and the
primary external interface becomes active again. When this occurs, all new connections immediately fail
back to the primary external interface. You select the method you want to use for connections in process at
the time of failback.

In the Failback for Active Connections drop-down list:

» Immediate failback — Select this option if you want the XTM device to immediately stop all existing
connections.

» Gradual failback — Select this option if you want the XTM device to continue to use the failover
interface for existing connections until each connection is complete.

This failback setting also applies to any policy-based routing configuration you set to use failover external
interfaces.

About WAN Interface Status

You can choose the method and frequency you want the XTM device to use to check the status of each
WAN interface. If you do not configure a specified method for the XTM device to use, it pings the interface
default gateway to check interface status.

Time Needed for the XTM Device to Update its Route Table

If a link monitor host does not respond, it can take from 40-60 seconds for the XTM device to update its
route table. When the same Link Monitor host starts to respond again, it can take from 1-60 seconds for
your XTM device to update its route table.
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The update process is much faster when your XTM device detects a physical disconnect of the Ethernet
port. When this happens, the XTM device updates its route table immediately. When your XTM device
detects the Ethernet connection is back up, it updates its route table within 20 seconds.

Define a Link Monitor Host

1. Select Network > Multi-WAN.
2. Select the interface and click Configure.
The Link Monitor Details dialog box appears.

Limk Maonitor Datails b4
External - 0

|¥] Participate in Multi-Wan

|¥] Ping 1.2.2.4

|#] TcP example.com Port | E0

|| Both Ping and TCP must be succasaful

Prabe after 1% --""-I seconds
-

Deactivate after 3 ':"I failures

Reactivate after 3 = | swccesses
-

oK [ Cancel

3. Select the check boxes for each link monitor method you want the XTM device to use to check
status of each external interface:

m Ping — Add an IP address or domain name for the XTM device to ping to check for interface
status.

m  TCP — Add the IP address or domain name of a computer that the XTM device can negotiate a
TCP handshake with to check the status of the WAN interface.

= Both ping and TCP must be successful — The interface is considered inactive unless both a
ping and TCP connection complete successfully.

If an external interface is a member of a FireCluster configuration, a multi-WAN failover caused by a
failed connection to a link monitor host does not trigger FireCluster failover. FireCluster failover
occurs only when the physical interface is down or does not respond. If you add a domain name for
the XTM device to ping and any one of the external interfaces has a static IP address, you must
configure a DNS server, as described in Add WINS and DNS Server Addresses.

4. To configure the frequency you want the XTM device to use to check the status of the interface,
type or select a Probe after setting.
The default setting is 15 seconds.

5. To change the number of consecutive probe failures that must occur before failover, type or select
a Deactivate after setting.
The default setting is three (3). After the selected number of failures, the XTM device starts to send traffic
through the next specified interface in the multi-WAN failover list.
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6. To change the number of consecutive successful probes through an interface before an interface
that was inactive becomes active again, type or select a Reactivate after setting.

7. Repeat these steps for each external interface.

8. Click Save.
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8 Network Address Translation
(NAT)

About Network Address Translation

Network Address Translation (NAT) is a term used to describe any of several forms of IP address and port
translation. At its most basic level, NAT changes the IP address of a packet from one value to adifferent value.

The primary purposes of NAT are to increase the number of computers that can operate off a single
publicly routable IP address, and to hide the private IP addresses of hosts on your LAN. When you use NAT,
the source IP address is changed on all the packets you send.

You can apply NAT as a general firewall setting, or as a setting in a policy. Firewall NAT settings do not apply
to BOVPN policies.

If you have Fireware XTM with a Pro upgrade, you can configure server load balancing as part of an SNAT
rule. The server load balancing feature is designed to help you increase the scalability and performance of a
high-traffic network with multiple public servers protected by your XTM device. With server load balancing,
you can have the XTM device control the number of sessions initiated to multiple servers for each firewall
policy you configure. The XTM device controls the load based on the number of sessions in use on each
server. The XTM device does not measure or compare the bandwidth that is used by each server.

For more information on server load balancing, see Configure Server Load Balancing on page 163.
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Types of NAT

The XTM device supports three different types of NAT. Your configuration can use more than one type of
NAT at the same time. You apply some types of NAT to all firewall traffic, and other types as a setting in a
policy.

Dynamic NAT

Dynamic NAT is also known as IP masquerading. The XTM device can apply its public IP address to
the outgoing packets for all connections or for specified services. This hides the real IP address of
the computer that is the source of the packet from the external network. Dynamic NAT is generally
used to hide the IP addresses of internal hosts when they get access to public services.

For more information, see About Dynamic NAT on page 144.

Static NAT

Also known as port forwarding, you configure static NAT in an SNAT action and then use that action
when you configure policies. Static NAT is a port-to-host NAT. A host sends a packet from the
external network to a port on an external interface. Static NAT changes this IP address to an IP
address and port behind the firewall.

For more information, see Configure Static NAT on page 160.
1-to-1 NAT

1-to-1 NAT creates a mapping between IP addresses on one network and IP addresses on a different
network. This type of NAT is often used to give external computers access to your public, internal
servers.

For more information, see About 1-to-1 NAT on page 149.

About Dynamic NAT

Dynamic NAT is the most frequently used type of NAT. It changes the source IP address of an outgoing
connection to the public IP address of the XTM device. Outside the XTM device, you see only the external
interface IP address of the XTM device on outgoing packets.

Many computers can connect to the Internet from one public IP address. Dynamic NAT gives more security
for internal hosts that use the Internet, because it hides the IP addresses of hosts on your network. With
dynamic NAT, all connections must start from behind the XTM device. Malicious hosts cannot start
connections to the computers behind the XTM device when the XTM device is configured for dynamic NAT.

In most networks, the recommended security policy is to apply NAT to all outgoing packets. With Fireware,
dynamic NAT is enabled by default in the Network > NAT dialog box. It is also enabled by default in each
policy you create. You can override the firewall setting for dynamic NAT in your individual policies, as
described in Apply NAT Rules on page 312.
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Add Firewall Dynamic NAT Entries

The default configuration of dynamic NAT enables dynamic NAT from all private IP addresses to the external
network. The default entries are:

= 192.168.0.0/16 — Any-External
s 172.16.0.0/12 — Any-External
= 10.0.0.0/8 — Any-External

These three network addresses are the private networks reserved by the Internet Engineering Task Force
(IETF) and usually are used for the IP addresses on LANs. To enable dynamic NAT for private IP addresses
other than these, you must add an entry for them. The XTM device applies the dynamic NAT rules in the
sequence that they appear in the Dynamic NAT Entries list. We recommend that you put the rulesin a
sequence that matches the volume of traffic the rules apply to.

1. Select Network > NAT.
The NAT settings page appears.

NAT
Help &
Dynamic NAT
Dynamic NAT rewrites the source IP of packets to use the IP Address of their outgoing interface.
From i Add
192.168.0.0/16 Any-External
172.16.0.0/12 Any-External
10.0.0.0,/8 Any-External
1-to-1 NAT
1-to-1 MAT rewrites and redirects packets sent to one range of IF Addresses to ancther range of addresses,
Interface # of Hosts MAT Base Real Base Add
| ]
2. In the Dynamic NAT section, click Add.
The Dynamic NAT configuration page appears.
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MAT
Help &
Drynamic MAT Configuration
From
Member type Alias ¥ |
Ay ¥
To
Member type Alias T |

Any-External

Sawve [ Cancel
4 K

3. In the From section, click the Member Type drop-down list to select the type of address to use to
specify the source of the outgoing packets: Host IP, Network IP, Host Range, or Alias.

4. Inthe From section, below the Member Type drop-down list, type the host IP address, network IP
address, or host IP address range, or select an alias in the drop-down list.
You must type a network address in slash notation.

For more information on built-in XTM device aliases, see About Aliases on page 294.

5. Inthe To section, click the Member Type drop-down list to select the type of address to use to
specify the destination of the outgoing packets.

6. Inthe To section, below the Member Type drop-down list, type the host IP address, network IP
address, or host IP address range, or select an alias in the drop-down list.

7. Click Save.
The new entry appears in the Dynamic NAT Entries list.

Delete a Dynamic NAT Entry

You cannot change an existing dynamic NAT entry. If you want to change an existing entry, you must delete
the entry and add a new one.

To delete a dynamic NAT entry:

1. Select the entry to delete.
Click Remove.
A warning message appears.
3. Click Yes.
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Reorder Dynamic NAT Entries

To change the sequence of the dynamic NAT entries:

1. Select the entry to change.
2. Click Up or Down to move it in the list.

Configure Policy-Based Dynamic NAT

In policy-based dynamic NAT, the XTM device maps private IP addresses to public IP addresses. Dynamic
NAT is enabled in the default configuration of each policy. You do not have to enable it unless you
previously disabled it.

For policy-based dynamic NAT to work correctly, use the Policy tab of the Edit Policy Properties dialog box
to make sure the policy is configured to allow traffic out through only one XTM device interface.

1-to-1 NAT rules have higher precedence than dynamic NAT rules.

1. Select Firewall > Firewall Policies.
The Firewall Policies list appears.

2. Select a policy and click g8
The Policy Configuration page appears.
3. Click the Advanced tab.

Policy Configuration

Name :

Policy Properties Advanced
NAT
Ilrl 1-to-1 MAT (Use Network MAT Settings)
[¥] Dynamic NAT
=) Use Metwork NAT Settings

L

i) Al traffic in this policy

Sticky Connection

|| Owerride Multi-WAN sticky connection settings

|| Enable sticky connection |1 [:| Seconds | w
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4. Select the Dynamic NAT check box.

5. SelectUse Network NAT Settings if you want to use the dynamic NAT rules setfor the XTM device.
Select All traffic in this policy if you wantto apply NAT to all traffic in this policy. You can set adynamic
NAT source IP address for any policy that uses dynamic NAT. Select the Set source IP check box.

When you select a source IP address, any traffic that uses this policy shows a specified address from
your public or external IP address range as the source. This is most often used to force outgoing
SMTP traffic to show the MX record address for your domain when the IP address on the XTM
device external interface is not the same as your MX record IP address. This source address must be
on the same subnet as the interface you specified for outgoing traffic.

We recommend that you do not use the Set source IP option if you have more than one external
interface configured on your XTM device.

If you do not select the Set source IP check box, the XTM device changes the source IP address for
each packet to the IP address of the interface from which the packet is sent.

6. Click Save.

Disable Policy-Based Dynamic NAT

Dynamic NAT is enabled in the default configuration of each policy. To disable dynamic NAT for a policy:

1. Select Firewall > Firewall Policies.
The Firewall Policies list appears.
2. Select a policy and click Edit.
The Policy Configuration page appears.
3. Click the Advanced tab.
To disable NAT for the traffic controlled by this policy, clear the Dynamic NAT check box.
5. Click Save.

E
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About 1-to-1 NAT

When you enable 1-to-1 NAT, your XTM device changes the routes for all incoming and outgoing packets
sent from one range of addresses to a different range of addresses. A 1-to-1 NAT rule always has
precedence over dynamic NAT.

1-to-1 NAT is frequently used when you have a group of internal servers with private IP addresses that must
be made public. You can use 1-to-1 NAT to map public IP addresses to the internal servers. You do not have
to change the IP address of your internal servers. When you have a group of similar servers (for example, a
group of email servers), 1-to-1 NAT is easier to configure than static NAT for the same group of servers.

To understand how to configure 1-to-1 NAT, we give this example:

Company ABC has a group of five privately addressed email servers behind the trusted interface of their
XTM device. These addresses are:

10.111
10.1.1.2
10.1.1.3
10.1.1.4
10.1.1.5

Company ABC selects five public IP addresses from the same network address as the external interface of
their XTM device, and creates DNS records for the email servers to resolve to.

These addresses are:

50.1.1.1
50.1.1.2
50.1.1.3
50.1.1.4
50.1.1.5

Company ABC configures a 1-to-1 NAT rule for their email servers. The 1-to-1 NAT rule builds a static, bi-
directional relationship between the corresponding pairs of IP addresses. The relationship looks like this:

10.1.1.1 <-->50.1.1.1
10.1.1.2 <-->50.1.1.2
10.1.1.3<-->50.1.1.3
10.1.14<-->50.1.1.4
10.1.1.5<-->50.1.1.5
When the 1-to-1 NAT rule is applied, your XTM device creates the bi-directional routing and NAT

relationship between the pool of private IP addresses and the pool of public addresses. 1-to-1 NAT also
operates on traffic sent from networks that your XTM device protects.
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About 1-to-1 NAT and VPNs

When you create a VPN tunnel, the networks at each end of the VPN tunnel must have different network
address ranges. You can use 1-to-1 NAT when you must create a VPN tunnel between two networks that

use the same private network address. If the network range on the remote network is the same as on the
local network, you can configure both gateways to use 1-to-1 NAT.

1-to-1 NAT for a VPN tunnel is configured when you configure the VPN tunnel and not in the Network >
NAT page.

Configure Firewall 1-to-1 NAT

1. Select Network > NAT.
The NAT settings page appears.

NAT
Help &
Dynamic NAT
Dynamic NAT rewrites the source IP of packets to use the IP Address of their outgoing interface.
From to Add
192.168.0.0/16 Any-External
172.16.0.0/12 Any-External
10.0.0.0,/8 Any-External
1-to-1 NAT
1-to-1 MAT rewrites and redirects packets sent to one range of IF Addresses to ancther range of addresses.,
Interface # of Hosts MNAT Base Real Base Add
| ]
2. Inthe 1-to-1 NAT section, click Add.
The 1-to-1 NAT configuration page appears.
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MNAT
Help &

1-to-1 MAT Configuration
Type

Map Type | IP Range |+ |
Configuration

Interface | External =

MAT Base s0,1.1.1

Real Base iold.d

Murnber of hosts to NAT 5 | : ]

Save [ cancel

3. Inthe Map Type drop-down list, select Single IP (to map one host), IP range (to map a range of
hosts), or IP subnet (to map a subnet).
If you select IP range or IP subnet, do not include more than 256 IP addresses in that range or
subnet. To apply NAT to more than 256 IP addresses, you must create more than one rule.

4. Complete all the fields in the Configuration section.

For more information about how to use these fields, see the subsequent Define a 1-to-1 NAT rule
section.

5. Click Save.

6. Add the NAT IP addresses to the appropriate policies.
m For a policy that manages outgoing traffic, add the Real Base IP addresses to the From section
of the policy configuration.
m For a policy that manages incoming traffic, add the NAT Base IP addresses to the To section of
the policy configuration.

In the previous example, where we used 1-to-1 NAT to give access to a group of email servers described in
About 1-to-1 NAT on page 149, we must configure the SMTP policy to allow SMTP traffic. To complete this
configuration, you must change the policy settings to allow traffic from the external network to the IP
address range 10.1.1.1-10.1.1.5.

Add a new policy, or modify an existing policy.

Adjacent to the From list, click Add.

Select the alias Any-External and click OK.

Adjacent to the To list, click Add.

To add one IP address at a time, select Host IP from the drop-down list and type the IP address in the
adjacent text box. Click OK.

6. Repeat Steps 3—4 for each IP address in the NAT address range.

To add several IP addresses at once, select Host Range in the drop-down list. Type the first and last
IP addresses from the NAT Base range and click OK.

A wWwN R
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Note To connect to a computer located on a different interface that uses 1-to-1 NAT, you must

use that computer’s public (NAT base) IP address. If this is a problem, you can disable 1-to-
1 NAT and use static NAT.

Define a 1-to-1 NAT Rule

In each 1-to-1 NAT rule, you can configure a host, a range of hosts, or a subnet. You must also configure:

Interface

The name of the Ethernet interface on which 1-to-1 NAT is applied. Your XTM device applies 1-to-1

NAT for packets sent in to, and out of, the interface. In our example above, the rule is applied to the
external interface.

NAT base

When you configure a 1-to-1 NAT rule, you configure the rule with a from and a to range of IP
addresses. The NAT base is the first available IP address in the to range of addresses. The NAT base IP
address is the address that the real base IP address changes to when the 1-to-1 NAT is applied. You

cannot use the IP address of an existing Ethernet interface as your NAT base. In our example above,
the NAT base is 50.50.50.1.

Real base

When you configure a 1-to-1 NAT rule, you configure the rule with a from and a to range of IP
addresses. The Real base is the first available IP address in the from range of addresses. It is the IP
address assigned to the physical Ethernet interface of the computer to which you will apply the 1-to-
1 NAT policy. When packets from a computer with a real base address go through the specified
interface, the 1-to-1 action is applied. In the example above, the Real base is 10.0.1.50.

Number of hosts to NAT (for ranges only)

The number of IP addresses in a range to which the 1-to-1 NAT rule applies. The first real base IP
address is translated to the first NAT Base IP address when 1-to-1 NAT is applied. The second real
base IP address in the range is translated to the second NAT base IP address when 1-to-1 NAT is
applied. This is repeated until the Number of hosts to NAT is reached. In the example above, the
number of hosts to apply NAT to is 5.

You can also use 1-to-1 NAT when you must create a VPN tunnel between two networks that use the same
private network address. When you create a VPN tunnel, the networks at each end of the VPN tunnel must
have different network address ranges. If the network range on the remote network is the same as on the
local network, you can configure both gateways to use 1-to-1 NAT. Then, you can create the VPN tunnel and
not change the IP addresses of one side of the tunnel. You configure 1-to-1 NAT for a VPN tunnel when you
configure the VPN tunnel and not in the Network > NAT dialog box.

For an example of how to use 1-to-1 NAT, see 1-to-1 NAT Example.
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Configure Policy-Based 1-to-1 NAT

In policy-based 1-to-1 NAT, your XTM device uses the private and public IP ranges that you set when you
configured global 1-to-1 NAT, but the rules are applied to an individual policy. 1-to-1 NAT is enabled in the
default configuration of each policy. If traffic matches both 1-to-1 NAT and dynamic NAT policies, 1-to-1
NAT takes precedence.

Enable Policy-Based 1-to-1 NAT

Because policy-based 1-to-1 NAT is enabled by default, you do not need to do anything else to enable it. If
you have previously disabled policy-based 1-to-1 NAT, select the check box inStep 4 of the subsequent
procedure to enable it again.

Disable Policy-Based 1-to-1 NAT

1. Select Firewall > Firewall Policies.
The Firewall Policies list appears.
2. Selecta policy and click Edit.

The Policy Configuration page appears.
3. Click the Advanced tab.

Policy Configuration

Name :

Policy Properties Advanced
NAT
|£| 1-to-1 MAT {(Use Network MAT Settings)
[¥] Dynamic NAT
(=) Use Metwork NAT Settings

e

() All traffic in this policy

Sticky Connection

|| Override Multi-WAN sticky connection settings

|| Enable sticky connection |1 [:| Seconds | w

4. Clear the 1-to-1 NAT check box to disable NAT for the traffic controlled by this policy.
5. Click Save.
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Configure NAT Loopback with Static NAT

Fireware XTM includes support for NAT loopback. NAT loopback allows a user on the trusted or optional
networks to get access to a public server that is on the same physical XTM device interface by its public IP
address or domain name. For NAT loopback connections, the XTM device changes the source IP address of
the connect to be the IP address of the internal XTM device interface (the primary IP address for the
interface where the client and server both connect to the XTM device).

To understand how to configure NAT loopback when you use static NAT, we give this example:

Company ABC has an HTTP server on the XTM device trusted interface. The company uses static NAT to map
the public IP address to the internal server. The company wants to allow users on the trusted network to
use the public IP address or domain name to get access to this public server.

For this example, we assume:

m The trusted interface is configured with an IP address on the 10.0.1.0/24 network
m The trusted interface is also configured with a secondary IP address on the 192.168.2.0/24 network
= The HTTP server is physically connected to the 10.0.1.0/24 network. The Real Base address of the

HTTP server is on the trusted network.
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Add a Policy for NAT Loopback to the Server

In this example, to allow users on your trusted and optional networks to use the public IP address or domain
name to access a public server that is on the trusted network, you must create an SNAT action and add it to
an HTTP policy. The policy addresses could look like this:

Policy Configuration

Name  HTTP-NAT-Loopback |#] Enable

Paolicy Properties Advanced

Connechions are | Allowed

v Help &
From
Any-Trusted
| Add
To
snak-NAT-Loopback [FN.CI.:_:I
1004001035 == 1001.5
Add
|| Enable Application Control b
|¥] Enable IPS far this policy

Save Cancel

The To section of the policy contains an SNAT action that defines a static NAT route from the public IP
address of the HTTP server to the real IP address of that server.

For more information about static NAT, see Configure Static NAT on page 160.

If you use 1-to-1 NAT to route traffic to servers inside your network, see NAT Loopback and 1-to-1 NAT on
page 156.
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NAT Loopback and 1-to-1 NAT

NAT loopback allows a user on the trusted or optional networks to connect to a public server with its public
IP address or domain name if the server is on the same physical XTM device interface. If you use 1-to-1 NAT
to route traffic to servers on the internal network, use these instructions to configure NAT loopback from
internal users to those servers. If you do not use 1-to-1 NAT, see Configure NAT Loopback with Static NAT

on page 154.
To understand how to configure NAT loopback when you use 1-to-1 NAT, we give this example:

Company ABC has an HTTP server on the XTM device trusted interface. The company uses a 1-to-1 NAT rule
to map the public IP address to the internal server. The company wants to allow users on the trusted
interface to use the public IP address or domain name to access this public server.

For this example, we assume:

m A server with public IP address 100.100.100.5 is mapped with a 1-to-1 NAT rule to a host on the
internal network.

In the 1-to-1 NAT section of the NAT configuration page, select these options:

Interface — External, NAT Base — 100.100.100.5, Real Base — 10.0.1.5

MNAT

Help &

1-to-1 AT Configuration
Type

Map Type | Single IF -
Configuration

Interface External | » |

MAT Base  100,100.100.5

Real Base 10.0.1.5

Save Cancel

» The trusted interface is configured with a primary network, 10.0.1.0/24
= The HTTP server is physically connected to the network on the trusted interface. The Real Base

address of that host is on the trusted interface.
m The trusted interface is also configured with a secondary network, 192.168.2.0/24.

For this example, to enable NAT loopback for all users connected to the trusted interface, you must:

1. Make sure that there is a 1-to-1 NAT entry for each interface that traffic uses when internal
computers get access to the public IP address 100.100.100.5 with a NAT loopback connection.

You must add one more 1-tol NAT mapping to apply to traffic that starts from the trusted interface.
The new 1-to-1 mapping is the same as the previous one, except that the Interface is set to Trusted
instead of External.
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MNAT
Help &

1-to-1 MA&T Configuration
Type

Map Type IF Range ¥ |
Configuration

Interface | Trusted L4

NAT Base 100,100,100.5

Real Base i001.5

Murnber of hosts to NAT 4 | :

Save cancel

After you add the second 1-to-1 NAT entry, the 1-to-1 NAT section on the NAT page shows two 1-
to-1 NAT mappings: one for External and one for Trusted.

In the 1-to-1 NAT section of the NAT configuration page, add these two entries:

Interface — External, NAT Base — 100.100.100.5, Real Base — 10.0.1.5
Interface — Trusted, NAT Base — 100.100.100.5, Real Base — 10.0.1.5

2. Add a Dynamic NAT entry for every network on the interface that the server is connected to.

The From field for the Dynamic NAT entry is the network IP address of the network from which
computers get access to the 1-to-1 NAT IP address with NAT loopback.

The To field for the Dynamic NAT entry is the NAT base address in the 1-to-1 NAT mapping.

For this example, the trusted interface has two networks defined, and we want to allow users on
both networks to get access to the HTTP server with the public IP address or host name of the
server. We must add two Dynamic NAT entries.

In the Dynamic NAT section of the NAT configuration page, add:

10.0.1.0/24 - 100.100.100.5
192.168.2.0/24 - 100.100.100.5

3. Add a policy to allow users on your trusted network to use the public IP address or domain name to
get access to the public server on the trusted network. For this example:

From
Any-Trusted
To

100.100.100.5
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Policy Configuration

Mame | HTTR.NAT-Loopoack [¥] Enable
Folicy Propaerties Advanced
Help &
Conneackions ara,.. [ Allowad v |
From
Any-Trusted
Add |
L
To
10010D.1403.5
Add |
L

Save || Cancal |

The public IP address that users want to connect to is 100.100.100.5. This IP address is configured as
a secondary IP address on the external interface.

In the To section of the policy, add 100.100.100.5 .
For more information about configuring static NAT, see Configure Static NAT on page 160.

For more information about how to configure 1-to-1 NAT, see Configure Firewall 1-to-1 NAT on page 150.

About SNAT

An SNAT action is a user-defined action that includes static NAT or server load balancing members which
can be referenced by a policy. An SNAT action is a NAT mapping which replaces the original destination IP
address (and optionally, port) with a new destination. For a server load balancing SNAT action, the original
destination is mapped to multiple server IP addresses, which the XTM device can load balance between.

You can create SNAT actions and apply them to one or more policies in your configuration. To reference an
SNAT object in a policy, you add it to the To (destination) list in the policy. If you add a server load balancing
SNAT action to a policy, it must be the only destination in the policy.
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For more information about static NAT and server load balancing, see Configure Static NAT and Configure
Server Load Balancing.
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Configure Static NAT

Static NAT, also known as port forwarding, is a port-to-host NAT. A host sends a packet from the external
network to a port on an external interface. Static NAT changes the destination IP address to an IP address
and port behind the firewall. If a software application uses more than one port and the ports are selected
dynamically, you must either use 1-to-1 NAT, or check whether a proxy on your XTM device manages this
kind of traffic. Static NAT also operates on traffic sent from networks that your XTM device protects.

When you use static NAT, you use an external IP address from your XTM device instead of the IP address
from a public server. You could do this because you choose to, or because your public server does not have
a public IP address. For example, you can put your SMTP email server behind your XTM device with a
private IP address and configure static NAT in your SMTP policy. Your XTM device receives connections on
port 25 and makes sure that any SMTP traffic is sent to the real SMTP server behind the XTM device.

Add a Static NAT Action

Before you can configure a policy to use static NAT, you must define the static NAT action. After you add a
static NAT action, you can use it in one or more policies.

1. Select Firewall > SNAT.
The SNAT page appears.

2. Click Add.
The Add SNAT page appears.

SNAT

Add SNAT Help &)

Hame

Description

Typa (&) SHAT

SHNAT Members

Add

Save | | Cancel |
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3. Inthe Name text box, type a name for this SNAT action. Optionally, type a Description.
4. Select the Static NAT radio button to specify a static NAT action.

This is the default selection.
5. Click Add.

The Add Member dialog box appears.

Add Member X

External IP address | External L

Intarmal IF Address

|| Setintarnal port to & different port

OK | Cancel |

6. Inthe External IP address drop-down list, select the external IP address or alias you want to use in
this action.

For example, you can use static NAT for packets received on only one external IP address. Or, you can
use static NAT for packetsreceived on any external IP addressif you select the Any-External alias.

7. Type the Internal IP Address. This is the destination on the trusted or optional network.
8. If necessary, select the Set internal port to a different port check box. This enables port address
translation (PAT).

This feature enables you to change the packet destination not only to a specified internal host but
also to a different port. If you select this check box, type the port number or click the up or down
arrow to select the port you want to use.

Note If you use static NAT in a policy that allows traffic that does not have ports (traffic other
than TCP or UDP), the internal port setting is not used for that traffic.

9. Click OK.
The static NAT route appears in the SNAT Members list.
10. Click Save.

The new SNAT action appears in the SNAT page.

Add a Static NAT Action to a Policy

After you create a static NAT action, you can add it to one or more policies.

1. Select Firewall > Firewall Policies.

Double click a policy to edit it.
3. In the Connections are drop-down list, select Allowed.

To use static NAT, the policy must let incoming traffic through.
4, Below the To list, click Add.

The Add Member dialog box appears.
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Add Member X

Select Members

Member tvpe | Static MAT v

nEwSNAT.1 (SMNAT)
External --> 10.10.10.50

0K Cancel

From the Member Type drop-down list, select Static NAT.

A list of the configured Static NAT Actions appears.

Select the Static NAT action to add to this policy, Click OK.

The static NAT route appears in the To section of the policy configuration.
Click Save.

Edit or Remove a Static NAT Action

To edit an SNAT action:

1.

w

5.

Select Firewall > SNAT.

The SNAT page appears.

Click an SNAT action to select it.

Click Edit to edit the SNAT action.

Make any changes you want to the SNAT action.

When you edit an SNAT action, any changes you make apply to all policies that use that SNAT action.

Click Save.

To remove an SNAT action:

1.

Select Firewall > SNAT.

The SNAT page appears.

Click an SNAT action to select it.

Click Remove to remove the SNAT action.

You cannot remove an SNAT action that is used by a policy.
Click Yes to confirm that you want to remove the action.
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Configure Server Load Balancing

Note To use the server load balancing feature your XTM device must have an XTM 5 Series, 8
Series, or XTM 1050 device and Fireware XTM with a Pro upgrade.

The server load balancing feature in Fireware XTM is designed to help you increase the scalability and
performance of a high-traffic network with multiple public servers. With server load balancing, you can
enable the XTM device to control the number of sessions initiated to as many as 10 servers for each firewall
policy you configure. The XTM device controls the load based on the number of sessions in use on each
server. The XTM device does not measure or compare the bandwidth that is used by each server.

You configure server load balancing as an SNAT action. The XTM device can balance connections among
your servers with two different algorithms. When you configure server load balancing, you must choose the
algorithm you want the XTM device to apply.

Round-robin

If you select this option, the XTM device distributes incoming sessions among the servers you specify
in the policy in round-robin order. The first connection is sent to the first server specified in your
policy. The next connection is sent to the next server in your policy, and so on.

Least Connection

If you select this option, the XTM device sends each new session to the server in the list that
currently has the lowest number of open connections to the device. The XTM device cannot tell
how many connections the server has open on other interfaces.

You can add any number of servers to a server load balancing action. You can also add a weight to each
server to make sure that your most powerful servers are given the heaviest load.. By default, each server
has a weight of 1. The weight refers to the proportion of load that the XTM device sends to a server. If you
assign a weight of 2 to a server, you double the number of sessions that the XTM device sends to that
server, compared to a server with a weight of 1.

When you configure server load balancing, it is important to know:

= You can configure server load balancing for any policy to which you can apply static NAT.

m If you apply server load balancing to a policy, you cannot set policy-based routing or other NAT rules
in the same policy.

m The XTM device does not modify the sender, or source IP address, of traffic sent to these devices.
While the traffic is sent directly from the XTM device, each device that is part of your server load
balancing configuration sees the original source IP address of the network traffic.

» If you use server load balancing in an active/passive FireCluster configuration, real-time
synchronization does not occur between the cluster members when a failover event occurs. When
the passive backup master becomes the active cluster master, it sends connections to all servers in
the server load balancing list to see which servers are available. It then applies the server load
balancing algorithm to all available servers.

m If you use server load balancing for connections to a group of RDP servers, you must configure the
firewall on each RDP server to allow ICMP requests from the XTM device.
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Add a Server Load Balancing SNAT Action

Before you can configure a policy to use server load balancing, you must define the server load balancing in
an SNAT action. After you define a Server Load Balancing SNAT action, you can use itin one or more
policies.

1. Select Firewall > SNAT.
The SNAT page appears.

2. Click Add.
The Add SNAT page appears.

HRAT

Al SHAT Hele

Tipa 2 ERET () Bprver powd Balpnoey

Saremr Logd Pelanis Ham gy

RS ] Camcul

3. Inthe Name text box, type a name for this action. Optionally, type a Description.
4. Selectthe Server Load Balancing radio button to configure a Server Load Balancing SNAT action.

5. From the External IP address drop-down list, select the external IP address or alias you want to use
in this server load balancing action.

For example, you can have the XTM device apply server load balancing for this action to packets
received on only one external IP address. Or, you can have the XTM device apply server load
balancing for packets received on any external IP address if you select the Any-External alias.

6. From the Method drop-down list, select the algorithm you want the XTM device to use for server
load balancing: Round-robin or Least Connection.

7. Click Add to add the IP address of an internal server to this action.
The Add Member dialog box appears.
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Add Membar b

Internal [P Addrass
Waight |1 [+

|| Set intarnal port to a different port

OK Cancal

8. In the Internal IP Address text box, type the IP address of the server to add.
9. In the Weight text box. select the weight for this server for load balancing.
10. If necessary, select the Set internal port to a different port check box. This enables port address
translation (PAT).

This feature enables you to change the packet destination not only to a specified internal host but
also to a different port. If you select this check box, type the port number or click the up or down
arrow to select the port you want to use.

Note If you use static NAT in a policy that allows traffic that does not have ports (traffic other
than TCP or UDP), the internal port setting is not used for that traffic.

11. Click OK.
The server is added to the Server Load Balance Members for this action.

BEAT

Add SHAT Helo

#elminad EF avide i almrnal "
HgthoE Massal #isleed "

.I'- EN3S=0 FIHME EECrHChET i baurs b

Barwwe Do Balan o Hansbam
0180 [E] Al
(RS R

aue Famwl
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12. Click Add to add another server to this action.
13. To set sticky connections for your internal servers, select the Enable sticky connection check box
and set the time period in the Enable sticky connection text box and drop-down list.

A sticky connection is a connection that continues to use the same server for a defined period of
time. Stickiness makes sure that all packets between a source and destination address pair are sent
to the same server for the time period you specify.

14. Click Save.

Add a Server Load Balancing SNAT Action to a Policy

1. Select Firewall > Firewall Policies. Select the policy you want to modify and click Edit.
Or, add a new policy.

2. Inthe To section, click Add.
The Add Member dialog box appears.

3. From the Member Type drop-down list, select Server Load Balancing.
The list of server load balancing actions appears.

Add Member b 4

Select Members

Member type | Server Load Balancing |« |

newServerLoadBalancing.1 (Server Load Balancng: Round-rebin)
External --> 10.0.2.80 [1]
External --> 10.0.2.81 [1]
External --> 10.0.2.82 [1]

[ OK Cancel [

4. Select the server load balancing action to use. Click OK.

The server load balancing action is added to the To section of the policy.
5. Click Save.

Edit or Remove a Server Load Balancing SNAT Action

To edit an SNAT action:

1. Select Firewall > SNAT.
The SNAT page appears.
2. Click an SNAT action to select it.
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3. Click Edit to edit the SNAT action.
4. Make any changes you want to the SNAT action.

When you edit an SNAT action, any changes you make apply to all policies that use that SNAT action.
5. Click Save.

To remove an SNAT action:

1. Select Firewall > SNAT.
The SNAT page appeatrs.
2. Click an SNAT action to select it.
3. Click Remove to remove the SNAT action.
You cannot remove an SNAT action that is used by a policy.
4. Click Yes to confirm that you want to remove the action.

NAT Examples

1-to-1 NAT Example

When you enable 1-to-1 NAT, the XTM device changes and routes all incoming and outgoing packets sent
from one range of addresses to a different range of addresses.

Consider a situation in which you have a group of internal servers with private IP addresses that must each
show a different public IP address to the outside world. You can use 1-to-1 NAT to map public IP addresses
to the internal servers, and you do not have to change the IP addresses of your internal servers. To
understand how to configure 1-to-1 NAT, consider this example:

A company has a group of three privately addressed servers behind an optional interface of their XTM
device. The addresses of these servers are:

10.0.2.11
10.0.2.12
10.0.2.13

The administrator selects three public IP addresses from the same network address as the external
interface of their XTM device, and creates DNS records for the servers to resolve to. These addresses are:

50.50.50.11
50.50.50.12
50.50.50.13
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Now the administrator configures a 1-to-1 NAT rule for the servers. The 1-to-1 NAT rule builds a static,
bidirectional relationship between the corresponding pairs of IP addresses. The relationship looks like this:

10.0.2.11 <--> 50.50.50.11
10.0.2.12 <--> 50.50.50.12
10.0.2.13 <--> 50.50.50.13

When the 1-to-1 NAT rule is applied, the XTM device creates the bidirectional routing and NAT relationship
between the pool of private IP addresses and the pool of public addresses.

NetMeeting |:| e |
Ports 1720, 389, dynamic i ﬁ"ﬁ’ _,_'"f-f’ i
100,214 il
P 1to 1 NAT
IKE B .50.50.12
Without NAT-T

10.0.2.12

Intel-Video-Phone=
Parts 1720, 522 T
0213

Optional Network

For the instructions to define a 1-to-1 NAT rule, see Configure Firewall 1-to-1 NAT.
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Q Wireless Setup

About Wireless Configuration

When you enable the wireless feature of the XTM wireless device, you can configure the external interface
to use wireless, or you can configure the XTM device as a wireless access point for users on the trusted,

optional, or guest networks.
Before you set up wireless network access, see Before You Begin on page 171.
To enable the wireless feature on your XTM device:

1. Select Network > Wireless.

The Wireless page appears.

Wireless

Help &

Enable wireless dlient as external interface

=
(+) Enable wireless access points

Access point 1 Disabled

Configure

MAccess point 2 Enabled | Configure |

wireless guest Enabled | Configure |

Radio Settings

The WatchGuard XTM Wirelzss iz intended for indoor use anly

Country  United States
Band (s 2.4 GHz 5 GHz

Wireless mode 802.11n, 802.11g and 802.11b -

Channe| Auto | T |

|| Enable rogue access point detection | Configure

Save | Reset
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2. Inthe Wireless page, select a wireless configuration option:
Enable wireless client as external interface

This setting allows you to configure the external interface of the XTM wireless device to
connect to a wireless network. This is useful in areas with limited or no existing network
infrastructure.

For information about how to configure the external interface as wireless, see Configure Your
External Interface as a Wireless Interface on page 192.

Enable wireless access points

This setting allows you to configure the XTM wireless device as an access point for users on the
trusted, optional or guest networks.

For more information, see About Wireless Access Point Configuration on page 170.
3. Inthe Radio Settings section, select your wireless radio settings.

For more information, see About Wireless Radio Settings on page 196.

4. Selectthe Enable rogue access point detection check box to enable the device to scan for
untrusted wireless access points.

For more information, see Enable Rogue Access Point Detection on page 199.

5. Click Save.

About Wireless Access Point Configuration

Any XTM wireless device can be configured as a wireless access point with three different security zones.
You can enable other wireless devices to connect to the XTM wireless device as part of the trusted network
or part of the optional network. You can also enable a wireless guest services network for XTM device
users. Computers that connect to the guest network connect through the XTM wireless device, but do not
have access to computers on the trusted or optional networks.

Before you enable the XTM wireless device as a wireless access point, you must look carefully at the
wireless users who connect to the device and determine the level of access you want for each type of user.
There are three types of wireless access you can allow:

Allow Wireless Connections to a Trusted Interface

When you allow wireless connections through a trusted interface, wireless devices have full access
to all computers on the trusted and optional networks, and full Internet access based on the rules
you configure for outgoing access on your XTM device. If you enable wireless access through a
trusted interface, we strongly recommend that you enable and use the MAC restriction feature to
allow access through the XTM device only for devices you add to the Allowed MAC Address list.

For more information about restricting access by MAC addresses, see Use Static MAC Address
Binding on page 107.
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Allow Wireless Connections to an Optional Interface

When you allow wireless connections through an optional interface, those wireless devices have full
access to all computers on the optional network, and full Internet access based on the rules you
configure for outgoing access on your XTM wireless device.

Allow Wireless Guest Connections Through the External Interface

Computers that connect to the wireless guest network connect through the XTM wireless device to
the Internet based on the rules you configure for outgoing access on your XTM device.
Thesewirelessly connected computers do not have access to computers on the trusted or optional
network.

For more information about how to configure a wireless guest network, see Enable a Wireless Guest
Network on page 184.

Before you set up wireless network access, see Before You Begin on page 171.

To allow wireless connections to your trusted or optional network, see Enable Wireless Connections to the
Trusted or Optional Network on page 182.

Before You Begin

WatchGuard XTM wireless devices adhere to 802.11n, 802.11b and 802.11g guidelines set by the Institute
of Electrical and Electronics Engineers (IEEE). When you install an XTM wireless device:

= Make sure that the wireless device is installed in a location more than 20 centimeters from all
persons. This is an FCC requirement for low power transmitters.

m ltisagood idea to install the wireless device away from other antennas or transmitters to decrease
interference

m The default wireless authentication algorithm configured for each wireless security zone is not the
most secure authentication algorithm. If you the wireless devices that connect to your XTM wireless
device can operate correctly with WPA2, we recommend that you increase the authentication level
to WPA2.

m A wireless client that connects to the XTM wireless device from the trusted or optional network can
be a part of any branch office VPN tunnels in which the local network component of the Phase 2
settings includes optional or trusted network IP addresses. To control access to the VPN tunnel, you
can force XTM device users to authenticate.
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About Wireless Configuration Settings

When you enable wireless access to the trusted, optional, or wireless guest network, some configuration
settings are defined the same way for each of the three security zones. These can be set to different values
for each zone.

Wireless
Help &

Configure Network Bridge for Access Point 1

|¥| Enable wireless bridge to a Trusted or Optional Interface v

Network MAC Access Control

|¥| Broadcast SSID and respond to SSID gueries
»| Log Authenbicabion Events

=l

| Require encrypted Mobile VPN with IPSec connections for wireless clients

Metwork name (5510)

Fragmentatron Threshold 2348 | = bytes
-
RTS Threshold 7346 Ii bytes
Encryption / Authentication WPA/WPAZ (PSK) v |
Encryption algorithm TKIP or AES | »
Passphrase

Return to Main Page

For information about the Broadcast SSID and respond to SSID queries setting, see Enable/Disable SSID
Broadcasts on page 173.

For information about setting the Network Name (SSID), see Change the SSID on page 173.

For information about the Log Authentication Events setting, see Log Authentication Events on page 173.
For information about the Fragmentation Threshold, see Change the Fragmentation Threshold on page 173.
For information about the RTS Threshold, see Change the RTS Threshold on page 175.

For information about the Encryption (Authentication) setting, see Set the Wireless Authentication Method
on page 176.

For information about the Encryption algorithm setting, see Set the Encryption Level on page 180.
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Enable/Disable SSID Broadcasts

Computers with wireless network cards send requests to see whether there are wireless access points to
which they can connect.

To configure an XTM device wireless interface to send and answer these requests, select the Broadcast
SSID and respond to SSID queries check box. For security, enable this option only while you configure
computers on your network to connect to the XTM wireless device. Disable this option after all your clients
are configured. If you use the wireless guest services feature, it can be necessary to allow SSID broadcasts in
standard operation.

Change the SSID

The SSID (Service Set Identifier) is the unique name of your wireless network. To use the wireless network
from a client computer, the wireless network card in the computer must have the same SSID as the
WatchGuard wireless network to which the computer connects.

The Fireware XTM OS automatically assigns an SSID to each wireless network. This SSID uses a format that
contains the interface name and the 5th-9th digits from the XTM wireless device serial number. To change
the SSID, type a new name in the SSID field to uniquely identify your wireless network.

Log Authentication Events

An authentication event occurs when a wireless computer tries to connect to the wireless interface of a
WatchGuard XTM wireless device. To include these events in the log file, select the Log Authentication
Events check box.

Change the Fragmentation Threshold

Fireware XTM allows you to set the maximum frame size the XTM wireless device can send and not
fragment the frame. This is called the fragmentation threshold. This setting is rarely changed. The default
setting is the maximum frame size of 2346, which means that it will never fragment any frames that it sends
to wireless clients. This is best for most environments.

When to Change the Default FragmentationThreshold

A collision happens when two devices that use the same medium transmit packets at exactly the same time.
The two packets can corrupt each other, and the result is a group of unreadable pieces of data. If a packet
results in a collision, the packet is discarded and it must be transmitted again. This adds to the overhead on
the network and can reduce the throughput or speed of the network.

Larger frames are more likely to collide with each other than smaller frames. To make the wireless packets
smaller, you lower the fragmentation threshold on the XTM wireless device. If you lower the maximum
frame size, it can reduce the number of repeat transmissions caused by collisions, and lower the overhead
caused by repeat transmissions.
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Smaller frames introduce more overhead on the network. This is especially true on a wireless network,
because every fragmented frame sent from one wireless device to another requires the receiving device
to acknowledge the frame. When packet error rates are high (more than five or ten percent collisions or
errors), you can help improve the performance of the wireless network if you lower the fragmentation
threshold. The time that is saved when you reduce repeat transmissions can be enough to offset the extra
overhead added with smaller packets. This can result in higher throughput.

If the rate of packet error is low and you lower the fragmentation threshold, wireless network performance
decreases. This occurs because when you lower the threshold, protocol overhead is added and protocol
efficiency is reduced.

If you want to experiment, start with the default maximum 2346, and lower the threshold a small amount at
atime. To get the most benefit, you must monitor the network for packet errors at different times of the
day. Compare the effect that a lower threshold has on network performance when errors are very high
with the effect on performance when errors are moderately high.

In general, we recommend that you leave this setting at its default of 2346.

Change the Fragmentation Threshold

1. Select Network > Wireless.

2. Selectthe wireless network to configure. Adjacent to Access point 1 or Access point 2 or Wireless
Guest, click Configure.
The wireless configuration settings for that wireless network appear.
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Wireless
Help &

Configure Network Bridge for Access Point 1

T

|¥] Enable wireless bndge to a Trusted or Optional Interface v

Network MAC Access Control

¥| Broadcast S5ID and respond to SSID queries

| Log Authentication Events

=l

| Require encrypted Mobile WPN with IPSec connections for wireless clients

Metwork name (SS1D)

-

Fragmentation Threshold 2346 = bytes
RTS Threshold 7346 Ii bytes

Encryption / Authentication WPA/WPA2 (PSK) ¥ |
Encryption algorithm TKIP or AES |

Pasgphrase

Return to Main Page

3. To change the fragmentation threshold, in the Fragmentation Threshold text box, type or select a
value between 256 and 2346.

4. Click Return to Main Page.
5. Click Save.

Change the RTS Threshold

RTS/CTS (Request To Send / Clear To Send) helps prevent problems when wireless clients can receive
signals from more than one wireless access point on the same channel. The problem is sometimes known
as hidden node.

We do not recommend that you change the default RTS threshold. When the RTS Threshold is set to the
default of 2346, RTS/CTS is disabled.

If you must change the RTS threshold, adjust it incrementally. Lower it a small amount at a time. After each
change, allow enough time to decide whether the change in network performance is positive before you
change it again. If you lower this value too much, you can introduce more latency into the network, as
Requests to Send are increased so much that the shared medium is reserved more often than necessary.
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About Wireless Security Settings

WatchGuard XTM wireless devices use three security protocol standards to protect your wireless network:
WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), and WPA2. Each protocol standard can
encrypt the transmissions on the wireless LAN between the computers and the access points. They also can
prevent unauthorized access to the wireless access point.

To protect privacy, you can use these features together with other LAN security mechanisms such as
password protection, VPN tunnels, and user authentication.

Set the Wireless Authentication Method

From the Encryption (Authentication) drop-down list in the wireless access point configuration, select the
level of authentication method for your wireless connections. The eight available authentication methods,
from least secure to most secure, are listed below. Select the most secure authentication method that is
supported by your wireless network clients.

Open System and Shared Key

The Open System and Shared Key authentication methods use WEP encryption. WEP is not as secure as
WPA2 and WPA (Wi-Fi Protected Access). We recommend you do not use these less secure methods
unless your wireless clients do not support WPA or WPA2.

= Open System — Open System authentication allows any user to authenticate to the access point.
This method can be used with no encryption or with WEP encryption.

m Shared Key — In Shared Key authentication, only those wireless clients that have the shared key can
connect. Shared Key authentication can be used only with WEP encryption.

WPA and WPA2 with Pre-Shared Keys

WPA (PSK) and WPA2 (PSK) Wi-Fi Protected Access methods use pre-shared keys for authentication. WPA
(PSK) and WPA2 (PSK) are more secure than WEP shared key authentication. When you choose one of
these methods, you configure a pre-shared key that all wireless devices must use to authenticate to the
wireless access point.

The XTM wireless device supports three wireless authentication settings that use pre-shared keys:

m  WPA ONLY (PSK) — The XTM wireless device accepts connections from wireless devices configured
to use WPA with pre-shared keys.

= WPA/WPA2 (PSK) — The XTM wireless device accepts connections from wireless devices
configured to use WPA or WPA2 with pre-shared keys.

m  WPA2 ONLY (PSK) — The XTM wireless device accepts connections from wireless devices
configured to use WPA2 with pre-shared keys authentication. WPA2 implements the full 802.11i
standard; it does not work with some older wireless network cards.
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WPA and WPA2 with Enterprise Authentication

The WPA Enterprise and WPA2 Enterprise authentication methods use the IEEE 802.1X standard for
network authentication. These authentication methods use the EAP (Extensible Authentication Protocol)
framework to enable user authentication to an external RADIUS authentication server or to the XTM device
(Firebox-DB). The WPA Enterprise and WPA?2 Enterprise authentication methods are more secure than
WPA/WPA2 (PSK) because users authenticate with their own credentials instead of a shared key.

The XTM wireless device supports three WPA and WPA?2 Enterprise wireless authentication methods:

= WPA Enterprise — The XTM wireless device accepts connections from wireless devices configured
to use WPA Enterprise authentication.

s WPA/WPA2 Enterprise — The XTM wireless device accepts connections from wireless devices
configured to use WPA Enterprise or WPA2 Enterprise authentication.

m WPA2 Enterprise — The XTM wireless device accepts connections from wireless devices configured
to use WPA2 Enterprise authentication. WPA2 implements the full 802.11i standard; it does not
work with some older wireless network cards.

For more information about these authentication methods, see WPA and WPA2 Enterprise Authentication.

To use the Enterprise authentication methods, you must configure an external RADIUS authentication
server or configure the XTM device as an authentication server.

For more information about how to configure the settings for these authentication methods, see

m Use a RADIUS Server for Wireless Authentication
m Use the XTM Device as an Authentication Server for Wireless Authentication

Use a RADIUS Server for Wireless Authentication

If you select the WPA Enterprise, WPA2 Enterprise, or WPA/WPA2 Enterprise authentication methods in
your wireless configuration, you can use a RADIUS server for wireless authentication.

To configure your wireless access point to use RADIUS authentication:

1. Select Network > Wireless.
2. Click Configure adjacent to the Access point 1, Access point 2, or Wireless Guest configuration.
3. Select the Wireless tab.
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8.
9.

Wireless
Help &
_w_l’, Enable Wireless Guest Network

Metwork Wireless MAL Access Control Hotspot

| Broadcast 5510 and respond to 531D gueries
v] Log Authentication Events

| Prohibit dient wireless network traffic

Network name (S5ID)  network-1

Fragmentation Threshold 2345

RTS Threshald 2346

Encryption [Authentication) WPA/WPA2 Enterprise v |

Encryption algorithm | TKIP or AES  * |

Authentication Server RADILS T |
L ;
EAP authentication timeout | 3600 |£ seconds

From the Encryption (Authentication) drop-down list, select WPA Enterprise, WPA2 Enterprise, or
WPA/WPAZ2 Enterprise.
The Encryption, Authentication server, and EAP authentication timeout settings appear.

From the Encryption algorithm drop-down list, select the encryption method. For more
information, see Set the Encryption Level.

From the Authentication server drop-down list, select RADIUS.

The authentication and protocol configuration settings are disabled. You must configure these settings on your
RADIUS server.

In the EAP authentication timeout text box, you can change the timeout value for authentication.
The default is 3600 seconds.

Click Return to Main Page.

Click Save.

If you have not previously configured a RADIUS server, you are prompted to do this when you click Save.
For more information, see Configure RADIUS Server Authentication.

Use the XTM Device as an Authentication Server for Wireless
Authentication

If you select the WPA Enterprise, WPA2 Enterprise, or WPA/WPA2 Enterprise authentication methods in
your wireless configuration, you can use the XTM device as the authentication server for wireless

authentication.

1.
2.

Select Network > Wireless.
Click Configure adjacent to the Access point 1, Access point 2, or Wireless Guest configuration.

3. Select the Wireless tab.
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Wireless

Help &
[#] Enable Wirsless Guest Network

Network Wireless MAC Access Control Hotspot

| Broadcast 551D and respond to SSID queries
M| Log Authentication Events

|| Prahibit dient wireless network traffic

Network name (55ID)  network-1
Fragmentation Threshold 2346 IiJ bytes

RTS Threshold 2346 i.:j bytes

Encryption {Authentication) WPA/WPA2 Enterprise v |

!
Encryption algorithm TKIP or AES | ¥ |

Authentication Server | Firebox-DBE | ¥ |

EAP authentication timeout 3600 |£ seconds
EAP protocol | EAP-PEAP | v |

EAP tunnel protocol | MSCHAPV2 |

Select certificate (4 Default cerificate singed by Firebox

) Third party certificates

Return to Main Page

4. From the Encryption (Authentication) drop-down list, select WPA Enterprise, WPA2 Enterprise or
WPA/WPA2 Enterprise.

5. From the Encryption algorithm drop-down list, select the encryption method to use. For more
information, see Set the Encryption Level.

6. From the Authentication server drop-down list, select Firebox-DB.

7. In the EAP authentication timeout text box, you can change the timeout value for authentication.
The default is 3600 seconds.

8. From the EAP protocol drop-down list, select the EAP protocol wireless clients must use to connect
to the access point.

m EAP-PEAP — EAP Protected Extensible Authentication Protocol
m EAP-TTLS — EAP Tunneled Transport Layer Security
m EAP-TLS — EAP Transport Layer Security
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9. From the EAP tunnel protocol drop-down list, select the EAP tunnel protocol to use. The available
tunnel protocols depend on the selected EAP protocol.
10. Select the certificate type to use for authentication.

= Default certificate signed by Firebox — This is the default.
= Third party certificates — Select from a list of installed third party certificates.

11. If you selected Third party certificates, select a certificate from the Certificate drop-down list.
12. If you want to use a certificate authority (CA) to validate the client certificate, select the Validate
client certificate check box and select a CA certificate from the CA Certificate drop-down list.

For more information about certificates, see About Certificates.

13. Click Return to Main Page.
14. Click Save.

To use this authentication method, you must configure your XTM device as an authentication server. For
more information, see Configure Your XTM Device as an Authentication Server.

Set the Encryption Level

From the Encryption algorithm drop-down list in the wireless access point configuration, select the level of
encryption for your wireless connections. The available selections change when you use different
authentication mechanisms. The Fireware XTM OS automatically creates a random encryption key for you
when a key is required. You can use this key or change it to a different key. Each wireless client must use
this same key when they connect to the XTM wireless device.

Encryption for Open System and Shared Key Authentication

Encryption options for Open System and Shared Key authentication are WEP 64-bit hexadecimal, WEP 40-
bit ASCII, WEP 128-bit hexadecimal, and WEP 128-bit ASCILI. If you select Open System authentication, you
can also select No encryption.

1. If you use WEP encryption, in the Key text boxes, type hexadecimal or ASCII characters. Not all
wireless adapter drivers support ASCII characters. You can have a maximum of four keys.

m A WEP 64-bit hexadecimal key must have 10 hexadecimal (0-f) characters.
= A WEP 40-bit ASCIl key must have 5 characters.

m A WEP 128-bit hexadecimal key must have 26 hexadecimal (0-f) characters.
= A WEP 128-bit ASCIl key must have 13 characters.

2. If you typed more than one key, from the Key Index drop-down list, select the key to use as the
default key.

The XTM wireless device can use only one wireless encryption key at a time. If you select a key
other than the first key in the list, you also must set your wireless client to use the same key.

Encryption for WPA and WPA2 Authentication

The encryption options for Wi-Fi Protected Access (WPA and WPA2) authentication methods are:

m TKIP — Use only TKIP (Temporal Key Integrity Protocol) for encryption. This option is not available
for wireless modes that support 802.11n.
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m AES — Use only AES (Advanced Encryption Standard) for encryption.
m TKIP or AES — Use either TKIP or AES.

We recommend that you select TKIP or AES. This allows the XTM wireless device to accept connections
from wireless clients configured to use TKIP or AES encryption. For 802.11n wireless clients, we
recommend you configure the wireless client to use AES encryption.
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Enable Wireless Connections to the Trusted or
Optional Network

To allow wireless connections to your trusted or optional network:

1. Select Network > Wireless.

The Wireless configuration page appears.

Wireless
Help &
_J) Enable wireless client as external interface
=) Enable wireless access points
Accesspoint 1 Disabled | Configure
Access point 2 Enabled | Configure

Wireless guest Enabled | Configure

2. Select Enable wireless access points.
3. Adjacent to Access point 1 or Access point 2, click Configure.
The Wireless Access Point configuration dialog box appears.

Wireless
Help &
Configure Network Bridge for Access Point 1

|¥] Enable wireless bnidge to a Trusted or Optional Interface v

Metwork MAC Access Control
|¥] Broadcast SSID and respond to S5ID queries
| Log Authenbication Events

| Require encrypted Mobile VPN with IPSec connections for wireless clients

Metwork name (SS10)

Fragmentation Threshald 2346 |: bytes
RTS Threshold 345 |= bytes
R 23 [=
Encryption / Authentication WPA/WPAZ (PSK) v |
Encryption algorithm TKIP or AES |+
Passphrase
Return to Main Page
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4. Select the Enable wireless bridge to a Trusted or Optional interface check box.
5. Inthe drop-down list adjacent to Enable wireless bridge to a Trusted or Optional interface, selecta
trusted or optional interface.

Trusted

Any wireless clients on the trusted network have full access to computers on the trusted and
optional networks, and access to the Internet as defined in the outgoing firewall rules on your
XTM device.

If the wireless client sets the IP address on its wireless network card with DHCP, the DHCP server on the
optional network of the XTM device must be active and configured.

Optional

Any wireless clients on the optional network have full access to computers on the optional
network, and access to the Internet as defined in the outgoing firewall rules on your XTM
device.

If the wireless client sets the IP address on its wireless network card with DHCP, the DHCP server on the
optional network of the XTM device must be active and configured.

6. To configure the wireless interface to send and answer SSID requests, select the Broadcast SSID and
respond to SSID queries check box.

For information about this setting, see Enable/Disable SSID Broadcasts on page 173.

7. Select the Log Authentication Events check box if you want the XTM device to send a log message
to the log file each time a wireless computer tries to connect to the interface.

For more information about logging, see Log Authentication Events on page 173.

8. Torequire wireless users to use the Mobile VPN with IPSec client, select the Require encrypted
Mobile VPN with IPSec connections for wireless clients check box.

When you select this check box, the only packets the XTM device allows over the wireless network
are DHCP, ICMP, IKE (UDP port 500), ARP and IPSec (IP protocol 50). If you require wireless users to
use the Mobile VPN with IPSec client, it can increase the security for wireless clients if you do not
select WPA or WPA2 as the wireless authentication method.

9. In the Network name (SSID) text box, type a unique name for your wireless optional network or use
the default name.

For information about changing the SSID, see Change the SSID on page 173.

10. To change the fragmentation threshold, in the Fragmentation Threshold text box, type a value:
256-2346. We do not recommend you change this setting.

For more information about this setting, see Change the Fragmentation Threshold on page 173.

11. Inthe Encryption (Authentication) drop-down list, select the encryption and authentication to
enable for wireless connections to the optional interface. We recommend that you use WPA2 if the
wireless devices in your network can support WPA2.

For more information about this setting, see Set the Wireless Authentication Method.

12. Inthe Encryption algorithm drop-down list, select the type of encryption to use for the wireless
connection and add the keys or passwords required for the type of encryption you select. If you
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select an encryption option with pre-shared keys, a random pre-shared key is generated for you.
You can use this key or type your own.

For more information, see Set the Encryption Level on page 180.

13. Save the configuration.

Note If you enable wireless connections to the trusted interface, we recommend that you restrict
access by MAC address. This prevents users from connecting to the XTM wireless device
from unauthorized computers that could contain viruses or spyware. Click the MAC Access
Control tab to enable MAC access control. You use this tab the same way as when you
restrict network traffic on an interface as described in Restrict Network Traffic by MAC

Address on page 101.

To configure a wireless guest network with no access to the computers on your trusted or optional
networks, see Enable a Wireless Guest Network on page 184.

Enable a Wireless Guest Network

You can enable a wireless guest network to give a guest user wireless access to the Internet without access
to computers on your trusted and optional networks.

To set up a wireless guest network:

1. Select Network > Wireless.
The Wireless Configuration page appears.

Wireless
Help &
_J) Enable wireless client as external interface
= | Enable wireless access paints
Aecess point 1 Disabled Configure
Access point 2 Enabled | Configure

Wireless guest Enabled Configure

2. Select Enable wireless access points.
3. Adjacent to Wireless guest, click Configure.
The Wireless Guest Configuration dialog box appears.
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Wireless
Help &
|¥] Enable Wireless Guest Netwaork

Network Wireless MAC Access Control Hotspot

IP Address

Subnet Mask
vrl Enable DHCP Server on Wirgless Guest Network

First Address for DHCP Server
Last Address for DHCP Server
DHCP Lease Duration B 2| hours -

WINS Server Address

DNS Server Address
Secondary DNS Server Address

Domain Name

4, Selectthe Enable Wireless Guest Network check box.

Wireless connections are allowed through the XTM device to the Internet based on the rules you
have configured for outgoing access on your device. These computers have no access to computers
on the trusted or optional network.

5. Inthe IP Address text box, type the private IP Address to use for the wireless guest network. The IP
address you type must not already in use on one of your network interfaces.

6. Inthe Subnet Mask text box, type the subnet mask. The correct value is usually 255.255.255.0.

7. To configure the XTM device as a DHCP server when a wireless device tries to make a connection,
select the Enable DHCP Server on Wireless Guest Network check box.

For more information about how to configure the settings for the DHCP Server, see Configure DHCP
in Mixed Routing Mode on page 87.

8. Click the Wireless tab to see the security settings for the wireless guest network.
The Wireless settings appear.
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10.

11.

12.

13.

14.

Wireless
Help &
¥| Enable Wireless Guest Nebwork
Metwork Wireless MALC Access Control Hotspot
u/l Broadcast SSID and respond to SSID guerias
¥ Log Authenbication Events

Prohibit client wireless network: traffic

Network name (SSID) ptpxtm2

Fragmentation Threshold 2346 t : bytes
|

RTS Threshold 2348 (S bytes
|

Encryption / Authentication WPA only (PSK) -

Encryplion algorithm TKIP or AES v

Passphrase 55555555

Return to Main Page

Select the Broadcast SSID and respond to SSID queries check box to make your wireless guest
network name visible to guest users.

For information about this setting, see Enable/Disable SSID Broadcasts on page 173.

To send a log message to the log file each time a wireless computer tries to connect to the guest
wireless network, select the Log Authentication Events check box.

For more information about logging, see Log Authentication Events on page 173.

To allow wireless guest users to send traffic to each other, clear the Prohibit client to client wireless
network traffic check box.

In the Network name (SSID)) text box, type a unique name for your wireless guest network or use
the default name.

For information about changing the SSID, see Change the SSID on page 173.

To change the fragmentation threshold, in the Fragmentation Threshold text box, type a value:
256-2346. We do not recommend you change this setting.

For more information about this setting, see Change the Fragmentation Threshold on page 173.

In the Authentication drop-down list, select the type of authentication to enable for connections to
the wireless guest network. The setting you choose depends on the type of guest access you want to
provide, and whether you want to require your guests to enter a passphrase to use the network.

For more information about this setting, see Set the Wireless Authentication Method on page 176.
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15. In the Encryption / Authentication drop-down list, select the type of encryption to use for the
wireless connection and add the keys or passwords required for the type of encryption you select. If
you select an authentication option that uses pre-shared keys, a random pre-shared key is generated
for you. You can use this key or type your own.

For more information, see Set the Encryption Level on page 180.

16. Click Return to Main Page.
17. Click Save.

Optionally, you can configure your wireless guest network as a wireless hotspot. Click the Hotspot tab to
enable a wireless hotspot. For more information, see Enable a Wireless Hotspot.

You can also restrict access to the Guest network by MAC address. Click the MAC Access Control tab to
enable MAC access control. You use this tab the same way as when you restrict network traffic on an
interface as described in Restrict Network Traffic by MAC Address on page 101.

Enable a Wireless Hotspot

You can configure your WatchGuard XTM wireless guest network as a wireless hotspot to give wireless
Internet connectivity to your visitors or customers. When you enable the hotspot feature, you have more
control over connections to your wireless guest network.

When you configure your device as a wireless hotspot you can customize:

m A splash screen that users see when they connect
m Terms and conditions that users must accept before they can browse to a web site
= Maximum length of time a user can be continuously connected

When you enable the wireless hotspot feature, the Allow Hotspot-Users policy is automatically created.
This policy allows connections from the wireless guest interface to your external interfaces. This gives
wireless hotspot users wireless access to the Internet without access to computers on your trusted and
optional networks.

Before you set up a wireless hotspot, you must configure the settings for your wireless guest network as
described in Enable a Wireless Guest Network.

To set up the wireless hotspot:

1. Select Network > Wireless.

2. Adjacent to Wireless guest, click Configure.
3. On the Wireless page, select the Hotspot tab.
4. Select the Enable hotspot check box.
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Wireless
Help &
i. Enable Wireless Guest Metwork
Network Wireless MAC Access Control Hotspot

|v| Emable hotspot

Session Timeout W] 2! seconds | r* {0 means ‘nerver time out’)
I_F" A

Idle Timeout ) = hours - {0 means 'nerver time out’)
I_r —

Configure User Timeout Settings

You can configure timeout settings to limit the amount of time that users can continuously use your hotspot.
When the timeout period expires, the user is disconnected. When a user is disconnected, the user loses all
Internet connectivity but is still connected to the wireless network. The hotspot splash screen reappears,
and the user must accept the Terms and Conditions again before they can continue to use the wireless
hotspot.

1. Inthe Session timeout text box, specify the maximum amount of time a user can remain
continuously connected to your hotspot. You can specify the unit of time with the adjacent drop-
down list. If the Session timeout is set to O (the default value), wireless guest users are not
disconnected after a specified time interval.

2. In the Idle timeout text box, specify the amount of time that a user must be idle for the connection
to time out. You can specify the unit of time with the adjacent drop-down list. If the Idle timeout is
setto 0, users are not disconnected if they do not send or receive traffic.

Customize the Hotspot Splash Screen

When users connect to your hotspot, they see a splash screen, or a web site they must visit before they can
browse to other web sites. You can configure the text that appears on this page, and the appearance of the
page. You can also redirect the user to a specified web page after they accept the terms and conditions.

At a minimum, you must specify the Page title and the Terms and Conditions to enable this feature.

1. Inthe Page title text box, type the title text you want to appear on the hotspot splash screen.
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Page title

| Welcame message

|| Use a custom lego if available (jpg, .g9if or .png, 90x50)

Terms and Condibions

Redirect LIRL

Mote: This will re-route guest users from any reguested URL.

Font | v Size | medium v

Text color  2pooooo - Background color  =FFFFFF

Preview Splash Screen |

2. Toinclude a welcome message:
= Select the Welcome Message check box.
= In the Welcome Message text box, type the message your users see when they connect to
the hotspot.
3. (Optional) To use a custom logo in the splash screen:
m Select the Use a custom logo check box.
m Click Upload to upload your custom logo file.
The file must be in .jpg, .gif or .png format. We recommend that the image be no larger than
90 x 50 (width x height) pixels, or 50 kB.
4. Inthe Terms and Conditions text box, type or paste the text you want your users to agree to before
they can use the hotspot. The maximum length is 20,000 characters.
5. To automatically redirect users to a web site after they accept the Terms and Conditions, in the
Redirect URL text box, type the URL of the web site.
6. You can customize the fonts and colors for your Welcome page:
= Font — Select the font from the Font drop-down list. If you do not specify a font, the
Welcome page uses the browser default font for each user.
m Size — Select the text size from the Size drop-down list. The default text size is Medium.
m Text Color — This is the color for the text on the hotspot splash screen. The default color is
#000000 (black). The configured color appears in a square adjacent to the Text Color text box.
Click the colored square to select a different color from a color palette. Or, type the HTML
color code in the Text Color text box.
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m Background Color — This is the color to use for the background of the hotspot splash screen.
The default color is #FFFFFF (white). The configured color appears in a square adjacent to the
Background Color text box. Click the colored square to select a different color from a color

palette. Or, type the HTML color code in the Background Color text box.
7. Click Preview Splash Screen.

A preview of the splash screen appears in a new browser window.

@gﬁch{g Lard” WatchGuard Technologies, Inc.

Welcome to the WatchGuard Technologies wireless hotspot.

Your uae of thisz wireless hotapot iz subject to the terms _*"‘|
and conditions described below.

We agree ©o provide:

1. The E.b'.ll:';,-" ta access2 the Internet and send and receive

[ I have read and accept the terms and conditions

-
-::ﬁ;.-uc hGuard

8. Close the preview browser window.

9. When you are finished with your hotspot settings, click Return to Main Page.
10. Click Save to save the settings.

Connect to a Wireless Hotspot

After you configure your wireless hotspot, you can connect to it to see the hotspot splash screen.

1. Use awireless client to connect to your wireless guest network. Use the SSID and other settings that

you configured for the wireless guest network.
2. Open aweb browser. Browse to any web site.
The wireless hotspot splash screen appears in the browser.

190 Fireware XTM Web Ul

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Wireless Setup

@ﬁc hGuard WatchGuard Technologies, Inc.

Welcome to the WatchGuard Technologies wireless hotspot.

Your use of this wireleasz hotspot is subject to the terms |&
and conditions described below.

We agree to prowvide:

1. The abllity to access the Internet and send and

| Continue

-
-::w;.-uc hGuard

3. Selectthe I have read and accept the terms and conditions check box.
4. Click Continue.

The browser displays the original URL you requested. Or, if the hotspot is configured to automatically redirect
the browser to a URL, the browser goes to the web site.

The content and appearance of the hotspot splash screen can be configured with the hotspot settings for
your wireless guest network.

The URL of the wireless hotspot splash screen is:

https://<IP address of the wireless guest network>:4100/hotspot.

See Wireless Hotspot Connections

When you enable the wireless hotspot feature, you can see information about the number of wireless
clients that are connected. You can also disconnect wireless clients.

To see the list of connected wireless hotspot clients:

1. Connect to Fireware XTM Web Ul on your wireless device.
2. Select System Status > Wireless Hotspot.

The IP address and MAC address for each connected wireless client appears.
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Wireless Hotspot Clients

Help &

] Lzo Pause
Vee i ar e ey

| Copy | Refresh Interval (305} @ ——

IP Address MAC Address

To disconnect a wireless hotspot client, from the Wireless Hotspot Clientspage:

1. Select one or more connected wireless hotspot clients.
2. Click Disconnect.

Configure Your External Interface as a Wireless
Interface

In areas with limited or no existing network infrastructure, you can use your XTM wireless device to provide
secure network access. You must physically connect your network devices to the XTM device. Then you
configure your external interface to connect to a wireless access point that connects to a larger network.

Note When the external interface is configured with a wireless connection, the XTM wireless
device can no longer be used as a wireless access point. To provide wireless access for
users, connect a wireless access point device to the XTM wireless device.
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Configure the Primary External Interface as a Wireless
Interface

1. Select Network > Wireless.
The Wireless Configuration page appears.

Wireless
Help &
_J) Enable wireless client as external interface
=) Enable wireless access paints
Access point 1 Dissbled | cConfigure
Access point 2 Enabled | Configure
Wireless guest Enabled | Configure

2. Select Enable wireless client as external interface.
3. Click Configure.
The external interface settings appear.

4. In the Configuration Mode drop-down list, select an option:
Manual Configuration

To use a static IP address, select this option. Type the IP Address, Subnet Mask, and Default

Gateway.
Wireless
Help &
Return te Main Page
Nebwark Wireless
Configuration Mode Hanual Configuration ¥ |

IF Address

Subnet Hask

Defaull Galeway

DHCP Client

To configure the external interface as a DHCP client, select this option. Type the DHCP
configuration settings.
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Wireless
Help &
Return to Main Page
Meluerk Wireless
Configuration Mode DHCP Client L |
Client
Hast Nama

o Cbtain an 1P sutomaticelly
_} Use IP address

Leazng Time O [ : seconds v

For more information about how to configure the external interface to use a static IP address or
DHCP, see Configure an External Interface on page 84.

5. Click the Wireless tab.
The wireless client configuration settings appear.

Wireless
Help @
Heturn 1o Main Page

Network Wirsless

MHetwork name (SSID)
Authentication WPA only [PSK) - |
Encryption Auto L

Passphrase

6. Inthe Network name (SSID) text box, type a unique name for your wireless external network.

7. In the Authentication drop-down list, select the type of authentication to enable for wireless
connections. We recommend that you use WPA?2 if the wireless devices in your network can
support WPA2.

For more information about wireless authentication methods, see About Wireless Security Settings
on page 176.

8. In the Encryption drop-down list, select the type of encryption to use for the wireless connection
and add the keys or passwords required for the type of encryption you select. If you select an
encryption option with pre-shared keys, a random pre-shared key is generated for you. You can use
this key or type your own.

9. Click Save.
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Configure a BOVPN tunnel for additional security

To create a wireless bridge and provide additional security, add a BOVPN tunnel between your XTM device
and the external gateway. You must set the mode to Aggressive Mode in the Phase 1 settings of your
BOVPN configuration on both devices.

For information about how to set up a BOVPN tunnel, see About Manual Branch Office VPN Tunnels on
page 528.
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About Wireless Radio Settings

WatchGuard XTM wireless devices use radio frequency signals to send and receive traffic from computers
with wireless Ethernet cards.

To view or change the radio settings:

1. Connectto Fireware XTM Web UI.
2. Select Network > Wireless.
The Wireless page appears.

Wireless

Help @
) Ennble wireless clisnt a3 external interface
O Enable wireless access points
Access point 1 Enabled Canfigure
Access point 2 Disabled | Canfigura

wireless guest Disabled Configure
=}

Radio Settings

The WatchGuard XTH Wireless is intendad far indoor use onlv.

Country  Unded States
Band (w) 2.4GHZ () SGHZ
Wireless moda B0Z.11n, 802,119 and 802.11b i

Channel Auta | -

Resct

The Radio Settings appear at the bottom of this page.
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Country is Set Automatically

Due to regulatory requirements in different parts of the world, you cannot use all wireless radio settings in
every country. Each time you power on the XTM wireless device, the device contacts a WatchGuard server
to determine the country and the allowed wireless radio settings for that country. To do this, the device
must have an Internet connection. Once the country is determined, you can configure all supported
wireless radio settings that can be used in that country.

In the Wireless Configuration dialog box, the Country setting shows which country the device detects it is in.
You cannot change the Country setting. The available options for the other radio settings are based on the
regulatory requirements of the country the device detects it is located in.

Note If the XTM wireless device cannot connect to the WatchGuard server, the country is
unknown. In this case, you can only select from the limited set of wireless radio settings
that are allowed in all countries. The XTM wireless device periodically continues to retry to
connect to the WatchGuard server to determine the country and allowed wireless radio
settings.

If the XTM wireless device does not have a region set yet, or if the region is not up to date, you can force
the device to update the wireless radio region.
To update the Wireless Radio Region:

1. Select System Status > Wireless Statistics.
2. Click Update Country Info.
The 2 Series device contacts a WatchGuard server to determine the current operating region.
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Select the Band and Wireless Mode

The WatchGuard XTM wireless device supports two different wireless bands, 2.4 GHz and 5 GHz. The the
band you select and the country determine the wireless modes available. Select the Band that supports the
wireless mode you want to use. Then select the mode from the Wireless mode drop-down list.

The 2.4 GHz band supports these wireless modes:
802.11n,802.11g and 802.11b

This is the default mode in the 2.4 GHz band, and is the recommended setting. This mode allows the
XTM wireless device to connect with devices that use 802.11n, 802.11g, or 802.11b.

802.11g and 802.11b
This mode allows the XTM wireless device to connect to devices that use 802.11g or 802.11b.
802.11b ONLY
This mode allows the XTM wireless device to connect only to devices that use 802.11b.
The 5 GHz band supports these wireless modes:
802.11a and 802.11n

This is the default mode in 5 GHz band. This mode allows the XTM wireless device to connect to
devices that use 802.11a or 802.11n.

802.11a ONLY

This mode allows the XTM wireless device to connect only to devices that use 802.11a.

Note If you choose a wireless mode that supports multiple 802.11 standards, the overall
performance can drop considerably. This is partly because of the need for backward
compatibility when devices that use slower modes are connected. The slower devices tend
to dominate the throughput because it can take much longer to send or receive the same
amount of data to devices that use a slower mode.

The 5 GHz band provides greater performance than the 2.4 GHz band, but may not be compatible with all
wireless devices. Select the band and mode based on the wireless cards in the devices that will connect to
the XTM wireless device.

Select the Channel

The available channels depend on the country and the wireless mode you select. By default, the Channel is
set to Auto. When the channel is set to Auto, the XTM wireless device automatically selects a quiet channel
from the available list in the band you have selected. Or you can select a specific channel from the Channel
drop-down list.
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Configure the Wireless Card on Your Computer

These instructions are for the Windows XP with Service Pack 2 operating system. For installation
instructions for other operating systems, see your operating system documentation or help files.

1. Select Start > Settings > Control Panel > Network Connections.
The Network Connections dialog box appears.
2. Right-click Wireless Network Connection and select Properties.
The Wireless Network Connection dialog box appears.
3. Select the Wireless Networks tab.
4. Below Preferred Networks, click Add.
The Wireless Network Properties dialog box appears.
5. Type the SSID in the Network Name (SSID) text box.
6. Select the network authentication and data encryption methods in the drop-down lists. If necessary,
clear The key is provided for me automatically check box and type the network key two times.
7. Click OK to close the Wireless Network Properties dialog box.
8. Click View Wireless Networks.
All available wireless connections appear in the Available Networks text box.
9. Select the SSID of the wireless network and click Connect.

If the network uses encryption, type the network key twice in the Wireless Network Connection
dialog box and click Connect again.

10. Configure the wireless computer to use DHCP.

Rogue Access Point Detection

You can configure your XTM wireless device to detect (unknown) wireless access points that operate in the
same area. Arogue access point isany wireless access pointwithin range of your network thatis not
recognized as an authorized access point. When you enable rogue access point detection on your XTM
wireless device, the wireless radio in the device scans wireless channels to identify unknown wireless access
points. You can configure the scan to run continuously, or to run ata scheduled interval and time of day.

When a rogue access point scan begins, the XTM wireless device scans the airwaves within range for other
radio broadcasts.The device scans for wireless access points in 802.11a, 802.11b, 802.11g, and 802.11n
wireless modes on all available wireless channels for the country where the device is located. The scan is
not limited to the wireless mode and channel settings configured in the radio settings of your device.

When the XTM wireless device detects the signal of another wireless access point, it compares the
characteristics of the access point to a list of trusted access points that you configure. If the discovered
access point does not match any trusted access point, the XTM device reports the device as a potential
rogue access point. You can configure the device to send an alarm when a rogue access point is detected. If
you enable logging, you can run a report of all scans and scan results.

Enable Rogue Access Point Detection

To configure rogue access point detection on your XTM wireless device, you need to know the
configuration of the other wireless access points on your network; this enables you to identify them as
trusted in your configuration. You can then set up a schedule for rogue access point detection scans.
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Configure Rogue Access Point Detection

1. Select Network > Wireless.
The Wireless page appears.

Wireless
Help &
(_) Enable wireless client as external interface
(») Enable wirgless access points
Access point 1 Disabled Configure
Access point 2 Enabled | Configure [
wirgless guest  Enabled Configure
e il
Radio Settings
The WatchGuard XTM Wireless is inbended for indoor use only
Country  United States
Band (s 2.4 GHz () 5 GHz
Wireless mode 802.11n, 802.11g and 802.11b v
Channel Auto | ¥ |
|#] Enable rogue access point detection Configure
Save | Reset |
2. Select the Enable rogue access point detection check box.
3. Adjacent to the Enable rogue access point detection check box, click Configure.
The Trusted Access Point Configuration page appears.
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Wireless
Help &
Trusted Access Point Configuration Return to Main Page
Access Points Schedules Notification

Add a list of access points that youw trust. These access peints will mot trigger any alerts
while scanning for rogue access points.

Ss5ID MAC Address | Channel Encryption Add

|| Emable logging for reports

On the Access Points tab you can add information about all other trusted wireless access points on
your network so the rogue access point scan does not identify them as potential rogue access points.

Add a Trusted Access Point

1. To add atrusted access point to the list, click Add.
The Trusted access point dialog box appears.
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Trusted access point

Network name (S510)
MAC address (Optional)

Channel | Any v

Encryption | Any x|

WPA

WPA2

OK Cancel

In the Trusted access point dialog box, provide as much information as you can to identify your
trusted access point. The more information you provide, the more likely it is that a rogue access
point detection scan can correctly identify a trusted access point.

2. Inthe Network name (SSID) text box, type the SSID of the trusted access point.

3. Inthe MAC address (Optional) text box, type the wireless MAC address of the trusted access point.
If your trusted access point is an XTM wireless device, see Find the Wireless MAC Address of a
Trusted Access Point.

4. From the Channel drop-down list, select the channel used by the trusted access point. If the trusted
access point is a WatchGuard device and the Channel in the radio settings of that trusted wireless
device is set to Auto, select Any.

5. From the Encryption drop-down list, select the encryption method used by the trusted access point.
The WPA or WPA2 authentication and encryption settings that apply to the encryption method you select are
enabled.
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6. If you select WPA or WPA/WPA2 as the encryption method, configure the WPA settings to match
the configuration of your trusted access point.
Or, if you do not know these settings, select the Match any authentication and encryption
algorithms check box.

7. If you selected WPA2 or WPA/WPA2 as the encryption method, configure the WPA settings to
match the configuration of your trusted access point.
Or, if you do not know these settings, select the Match any authentication and encryption
algorithms check box.

8. Click OK.
The trusted access point is added to the list of trusted access points.

For information about how to add an XTM 2 Series device as a trusted access point, see Add an XTM
Wireless Device as a Trusted Access Point.

Edit or Remove a Trusted Access Point

To edit a trusted access point:

1. Select the access pointin the list.
2. Click Edit.
3. Edit the information used to identify the trusted access point as described in the previous section.

To remove a trusted access point, select the access point in the list and click Remove.

Configure Logging and Notification

You must enable logging to see information about rogue access point scans in a report. When you enable
logging, the log records the start and stop time, and the results of each scan. To enable logging, select the
Enable logging for reports check box.

You can also configure the device to notify you when a rogue access point is detected. To configure
notification:

1. Click the Notification tab.
2. Select a notification method: SNMP trap, email message, or pop-up window.

For more information about notification settings, see Set Logging and Notification Preferences on page 466.

Set the Scan Frequency

If you enable rogue access point detection on an XTM wireless device that is also configured as a wireless
access point, the device alternates between the two functions. When a rogue access point scan is not in
progress, the device operates as wireless access point. When a rogue access point scan begins, the XTM
device access point functionality is temporarily disabled, and wireless clients cannot connect to the XTM
wireless device until the scan completes. You cannot set the scan frequency to Always scan if your device is
also configured as a wireless access point.

If your XTM wireless device is configured to operate as a wireless client, the rogue access point scan does
not interrupt the wireless connection, but it does decrease the throughput of the wireless connection while
the scan is in progress.
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To set the scan frequency:

1. Inthe Trusted Access Point Configuration dialog box, select the Schedules tab.

Wireless
Help &
Trusted Access Point Configuration Return to Main Page
Access Points Schedules Motification
Zelect the scan frequency

_J) Always Scan

(s) Schedule a scan

) Daily
2 Weekly on | Sunday T |
_J) Monthly on the | First Monday v | of every month

(_) Day of the month |1

L)

Select when to start to scan |5 i 30 & {HH: MBI

2. Select the scan frequency.
= Select Always scan to automatically scan for rogue access points every 15 minutes.
m Select Schedule a scan to scan on a periodic schedule.
3. If you selected Schedule a scan, select how often the scan should run (daily, weekly, or monthly)
and select the time of day to start the scan.
4. Click Return to Main Page.
5. Click Save.

If you have added information about some trusted access points but still need to collect information about
other trusted access points, you might not be ready to enable the rogue access point scan. To disable rogue
access point detection scans, in the Wireless Configuration page, clear the Enable rogue access point
detection check box. When you disable rogue access point detection, your trusted access point information
is saved, but the device does not scan for rogue access points.

Add an XTM Wireless Device as a Trusted Access Point

If you have multiple wireless access points, you must add their information to the rogue access point
detection configuration's trusted access points list. The wireless settings you can select to identify a trusted
wireless access point are similar to the settings you use to configure an XTM wireless device as a wireless
access point. Use these steps to find the settings for your XTM wireless device so you can add it to the
trusted access point list.
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Find the Settings for Your XTM Trusted Access Points

To find the required settings to identify a trusted access point:

1. Select Network > Wireless.
The Wireless Configuration dialog box appears.

Wireless
Help &
Enable wireless client as extarnal interface
= | Enable wireless access points
Access point 1 Enabled | Configure
Access point 2 Disabled | configure

Wireless guest Enmabled | Configure
|

Radio Settings

The WatchGuard XTM Wireless is intended for indoor use anly

Country  United States
Band *) 24GHz () 5GHz

Wireless mode 802.11n, 802.11g and 802.11b L

[Cﬂ.unrc Auto | ¥ | J

Enable rogue access pornt detection

Save | Reseat

2. In the Radio Settings section, make a note of the Channel.
3. Click Configure adjacent to the enabled wireless access point name.
The Wireless settings for this access point appear.
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Wireless
Help &

Configure Network Bridge for Access Point 1

|¥] Enable wireless bridge to a Trusted or Optional Interface | Trusted v
Network MAC Access Control
¥| Broadcast SSID and respond to SSID queries

n F B Einkiil
L | Log Authenbicabion Events

_| Require encrypted Mobile VPN with IPSec connections for wireless clients
Network name (551D ssid-trusted
Fragmentation Threshald -'_:-_-'.'.:_, = bytes
=
RTS Threshaold -::3.'.5 = bytes

=2
Emcryption [ Authentication WPA/WPA2 Enterprise ¥ |
Encryption algarithm TKIP or AES -
4. Make a note of these settings:
= Network name (SSID)
» Encryption / Authentication
m Encryption algorithm
5. Find the wireless MAC address. For an XTM 2 Series wireless device, the wireless MAC address is six

higher than the MAC address of the Eth0 interface.
For more information, see Find the Wireless MAC Address of a Trusted Access Point.

An XTM wireless device can have up to three enabled wireless access points with different settings. If the
XTM wireless device has multiple enabled access points, repeat these steps to get the information about
each enabled access point. Repeat these steps for any other trusted access points on your network.

Add the Trusted Access Points to the Trusted Access Point List

On the wireless device that performs the rogue access point scan:

1. Select Network > Wireless.

2. Adjacent to Enable rogue access point detection, click Configure.
The list of trusted access points appears.

3. Click Add.
The Trusted access point page appears.
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Trusted access point

Metwork name (SS1D) | ssid-trusted

MAC address (Optional) |00:90:7F:80:1A:67

Channel Any ¥

Encryption | WPA/WPA2 |~

WPA

L | Match any authenticabion and encryption algonthms

Authentication Enterprise ~

Group encryption algorithm TKIP+CCMP(AES]) |- |

Pair encryption algorithm TKIP+CCMP(AES]) |- |

WPAZ2

L_| Match any authenticabon and encryption :Iil_.'I'CIrItl'l ms

Authentication Enterprise -

Group encryption algorithm TKIP+CCMP{AES) | = |

Pair encryption algonthm TKIP+CCMP{AES) |+ |

0K Cancel

4. Type or select the information to match the configuration of your trusted access point.
For more information about these settings, see Enable Rogue Access Point Detection.

Note The Encryption / Authentication setting in the wireless network configuration corresponds
to two settings (Encryption and Authentication) in the Trusted Access Point configuration.

5. Click OK to add the trusted access point.

Repeat these steps to add other trusted wireless access points.

Find the Wireless MAC Address of a Trusted Access Point

When you enable rogue access point detection, you can specify the wireless MAC address of your other
trusted wireless access points so they can be identified as trusted.

For an XTM 2 Series wireless device, the wireless MAC address is six higher than the MAC address of the
EthO interface. So, for example, if the EthO Interface on the 2 Series wireless device has a MAC address of
00:90:7F:80:1A:61, the wireless MAC address for that device is©0:90:7F:80:1A:67.
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To see the Eth0 interface MAC address, select System Status > Interfaces.

You can also see the wireless MAC address of a WatchGuard wireless device in the Status Report in Firebox
System Manager. For more information, see the WatchGuard System Manager User Guide or online help
system.

Rogue Access Point Scan Results

You can see the results of a wireless rogue access detection point scan in the Rogue Access Point Detection
(Wireless Intrusion Detection System) page. This page displays a list of untrusted wireless access points
found by the most recent rogue access point detection scan. This list does not include access points that
match the trusted access points defined in your wireless rogue access point detection configuration.

To see and update the list:

1. Select System Status > Rogue AP Detection.
The Rogue Access Point Detection system status page appears.

Rogue Access Point Detection

Help @

The list below shows all the untrusted Access Points identified by your device.
Select 'Scan Now' option to initiate a scan.

S5ID MAC Address Channel Encryption| Group enc Pair enc Authentication
wireless-faat Q0:00:7F:22:54:148 5

XTMAFZ 0A;00:83:31:24:52 7 WRAZ CCMP CCMP PSK

| Scan now |

2. To start an immediate scan for rogue access points, click Scan now.
The wireless access point starts a rogue access point detection scan and updates the list of untrusted access
points.

If a trusted access point appears on this list, it is because you have not yet added it as a trusted access point.
For information about how to add an access point to the trusted access point list, see Enable Rogue Access
Point Detection.
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About Dynamic Routing

A routing protocol is the language a router speaks with other routers to share information about the status
of network routing tables. With static routing, routing tables are set and do not change. If a router on the
remote path fails, a packet cannot get to its destination. Dynamic routing makes automatic updates to route
tables as the configuration of a network changes.

Note Support for some dynamic routing protocols is available only on Fireware XTM with a Pro
upgrade.

Fireware XTM supports the RIP v1 and RIP v2 protocols. Fireware XTM with a Pro upgrade supports the RIP
v1, RIP v2, OSPF, and BGP v4 protocols.

About Routing Daemon Configuration Files

To use any of the dynamic routing protocols with Fireware XTM, you must type a dynamic routing
configuration file for the routing daemon you choose. This configuration file includes information such as a
password and log file name. To see sample configuration files for each of the routing protocols, see these
topics:

m Sample RIP Routing Configuration File
m Sample OSPF Routing Configuration File
m Sample BGP Routing Configuration File

Notes about configuration files:

m The "!" and "#" characters are placed before comments, which are lines of text in configuration files
that explain the function of subsequent commands. If the first character of a line is a comment
character, then the rest of the line is interpreted as a comment.

= You can use the word "no" at the beginning of the line to disable a command. For example: "no
network 10.0.0.0/24 area 0.0.0.0" disables the backbone area on the specified network.
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About Routing Information Protocol (RIP)

Routing Information Protocol (RIP) is used to manage router information in a self-contained network, such
as a corporate LAN or a private WAN. With RIP, a gateway host sends its routing table to the closest router
each 30 seconds. This router, then sends the contents of its routing tables to neighboring routers.

RIP is best for small networks. This is because the transmission of the full routing table each 30 seconds can
put a large traffic load on the network, and because RIP tables are limited to 15 hops. OSPF is a better
alternative for larger networks.

There are two versions of RIP. RIP v1 uses a UDP broadcast over port 520 to send updates to routing tables.
RIP v2 uses multicast to send routing table updates.

Routing Information Protocol (RIP) Commands

The subsequent table is a catalog of supported routing commands for RIP v1 and RIP v2 that you can use to
create or modify a routing configuration file. If you use RIP v2, you must include the subnet mask with any
command that uses a network IP address or RIP v2 will not operate. The sections must appear in the
configuration file in the same order they appear in this table.

Section Command Description
Set simple password or MD5 authentication on an interface
interface eth [N] Begin section to set
Authentication type for interface

ip rip authentication strin
. : Set RIP authentication password

[PASSWORD]

key chain [KEY-CHAIN] Set MD5 key chain name
key [INTEGER] Set MD5 key number
key-string [AUTH-KEY] Set MD5 authentication key

ip rip authentication mode md5 Use MD5 authentication

ip rip authentication mode key-

. Set MD5 authentication key-chain
chain [KEY-CHAIN]

Configure RIP routing daemon

router rip Enable RIP daemon
version [1/2] Set RIP version to 1 or 2 (default version 2)
ip rip send version [1/2] Set RIP to send version 1 or 2
ip rip receive version [1/2] Set RIP to receive version 1 or 2
no ip split-horizon Disable split-horizon; enabled by default
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Section Command Description
Configure interfaces and networks
no network eth[N]
passive-interface eth[N]
passive-interface default
network [A.B.C.D/M]
neighbor [A.B.C.D/M]
Distribute routes to RIP peers and inject OSPF or BGP routes to RIP routing table

. . . Share route of last resort (default route) with RIP
default-information originate

peers

redistribute kernel Redistribute firewall static routes to RIP peers
redistribute connected Redistribute routes from all interfaces to RIP peers
redistribute connected route- Redistribute routes from all interfaces to RIP peers,
map [MAPNAME] with a route map filter (mapname)

redistribute ospf Redistribute routes from OSPF to RIP

redistribute ospf route-map Redistribute routes from OSPF to RIP, with a route
[MAPNAME] map filter (mapname)

redistribute bgp Redistribute routes from BGP to RIP

redistribute bgp route-map Redistribute routes from BGP to RIP, with a route map
[MAPNAME] filter (mapname)

Configure route redistribution filters with route maps and access lists

access-list [PERMIT|DENY] Create an access list to allow or deny redistribution of
[LISTNAME] [A,B,C,D/M | ANY] only one IP address or for all IP addresses

route-map [MAPNAME] permit  Create a route map with a name and allow with a
[N] priority of N

match ip address [LISTNAME]
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Configure the XTM Device to Use RIP vi

1. Select Network > Dynamic Routing.

The Dynamic Routing Setup page appears.
2. Select the Enable Dynamic Routing check box.
3. Click the RIP tab.

Dynamic Routing

Help &
IL'KI Enable Oynamic Routing
RIP BGP OSPF
|»] Enable
Save [ Reset |

4, Selectthe Enable check box.

5. Copy and paste the text of your routing daemon configuration file in the window.
6. Click Save.

For more information, see About Routing Daemon Configuration Files on page 209.

Allow RIP v1 Traffic Through the XTM Device

You must add and configure a policy to allow RIP broadcasts from the router to the network broadcast IP
address. You must also add the IP address of the XTM device interface to the To section.
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1. Select Firewall > Firewall Policies. Click "i".
The Select a Policy Type page appears.

2. From the list of packet filters, select RIP. Click Add Policy.

3. On the Policy Configuration page, configure the policy to allow traffic from the IP or network
address of the router that uses RIP to the XTM device interface to which it connects. You must also
add the network broadcast IP address.

4. Click Save.

Set up the router you selected in Step 3.

6. After you configure the router, select System Status > Routes and verify the XTM device and the

i

router are sending updates to each other.

You can then add authentication and restrict the RIP policy to listen only on the correct interfaces.
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Configure the XTM Device to Use RIP v2

1. Select Network > Dynamic Routing.

The Dynamic Routing Setup page appears.
2. Select the Enable Dynamic Routing check box.
3. Selectthe RIP tab.

Dynamic Routing

Help &
IL'KI Enable Oynamic Routing
RIP BGP OSPF
|»] Enable
Save [ Reset |

4, Selectthe Enable check box.

5. Copy and paste your routing daemon configuration file in the window.
6. Click Save.

For more information, see About Routing Daemon Configuration Files on page 209.

Allow RIP v2 Traffic Through the XTM Device

You must add and configure a policy to allow RIP v2 multicasts from the routers that have RIP v2 enabled to
the reserved multicast IP address for RIP v2.
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1. Select Firewall > Firewall Policies. Click ...
The Select a Policy Type page appears.

2. From the list of packet filters, select RIP. Click Add Policy.

3. On the Policy Configuration page, configure the policy to allow traffic from the IP or network
address of the router that uses RIP to the multicast address 224.0.0.9.

4. Click Save.

5. Setup the router you selected in Step 3.

6. After you configure the router, select System Status > Routes and verify the XTM device and the
router are sending updates to each other.

You can then add authentication and restrict the RIP policy to listen only on the correct interfaces.
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Sample RIP Routing Configuration File

To use any of the dynamic routing protocols with Fireware XTM, you must copy and paste a configuration
file for the dynamic routing daemon. This topic includes a sample configuration file for the RIP routing
daemon. If you want to use this configuration file as a base for your own configuration file, copy the text
into an application such as Notepad or Wordpad and save it with a new name. You can then edit the
parameters to meet the requirements of your organization.

Optional commands are commented with the "!" character. To enable a command, delete the "!" and

modify variables as necessary.

! SECTION 1: Configure MD5 authentication keychains.

Set MD5 authentication key chain name (KEYCHAIN), key number (1),
and authentication key string (AUTHKEY).

key chain KEYCHAIN

key 1 ! key-string AUTHKEY

! SECTION 2: Configure interface properties.

Set authentication for interface (ethl).

interface ethl

Set RIP simple authentication password (SHAREDKEY).
ip rip authentication string SHAREDKEY

Set RIP MD5 authentication and MD5 keychain (KEYCHAIN).
ip rip authentication mode md5
ip rip authentication key-chain KEYCHAIN

! SECTION 3: Configure global RIP daemon properties.
Enable RIP daemon. Must be enabled for all RIP configurations. router rip

1
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

!

I Set RIP version to 1; default is version 2.

I version 1

!

I Set RIP to send or received to version 1; default is version 2.
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

ip rip send version 1
ip rip receive version 1

Disable split-horizon to prevent routing loop. Default is enabled.
no ip split-horizon

! SECTION 4: Configure interfaces and networks.

Disable RIP send and receive on interface (ethe).

no network ethe

Set RIP to receive-only on interface (eth2).
passive-interface eth2

Set RIP to receive-only on all interfaces.
passive-interface default

Enable RIP broadcast (version 1) or multicast (version 2) on
network (192.168.253.0/24). !network 192.168.253.0/24
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Set unicast routing table updates to neighbor (192.168.253.254).
neighbor 192.168.253.254

| SECTION 5: Redistribute RIP routes to peers and inject OSPF or BGP
! routes to RIP routing table.

Share route of last resort (default route) from kernel routing table
with RIP peers.

default-information originate

Redistribute firewall static routes to RIP peers.
redistribute kernel

1
1

1

1

1

1

1

1

1

1

!

I Set route maps (MAPNAME) to restrict route redistribution in Section 6.
! Redistribute routes from all interfaces to RIP peers or with a route map
| filter (MAPNAME).

! redistribute connected

I redistribute connected route-map MAPNAME
1

! Redistribute routes from OSPF to RIP or with a route map filter (MAPNAME).
I redistribute ospf !redistribute ospf route-map MAPNAME

1

1

1

1

1

1

1

1

1

1

1

1

Redistribute routes from BGP to RIP or with a route map filter (MAPNAME).
redistribute bgp !redistribute bgp route-map MAPNAME

! SECTION 6: Configure route redistribution filters with route maps and

! access lists.

Create an access list to only allow redistribution of 172.16.30.0/24.
access-list LISTNAME permit 172.16.30.0/24

access-1list LISTNAME deny any

Create a route map with name MAPNAME and allow with a priority of 10.
route-map MAPNAME permit 10
match ip address LISTNAME

About Open Shortest Path First (OSPF) Protocol

Note Support for this protocol is available only on Fireware XTM with a Pro upgrade.

OSPF (Open Shortest Path First) is an interior router protocol used in larger networks. With OSPF, a router
that sees a change to its routing table or that detects a change in the network immediately sends a multicast
update to all other routers in the network. OSPF is different from RIP because:

m  OSPF sends only the part of the routing table that has changed in its transmission. RIP sends the full
routing table each time.

m  OSPF sends a multicast only when its information has changed. RIP sends the routing table every 30
seconds.

Also, note the following about OSPF:

m If you have more than one OSPF area, one area must be area 0.0.0.0 (the backbone area).
m All areas must be adjacent to the backbone area. If they are not, you must configure a virtual link to
the backbone area.
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OSPF Commands

To create or modify a routing configuration file, you must use the correct routing commands. The

subsequent table is a catalog of supported routing commands for OSPF. The sections must appear in the

configuration file in the same order they appear in this table. You can also use the sample text found in the
Sample OSPF Routing Configuration File on page 223.

Section

Command

Configure Interface

ip ospf authentication-key
[PASSWORD]

interface eth[N]

ip ospf message-digest-key
[KEY-ID] md5 [KEY]

ip ospf cost [1-65535]

ip ospf hello-interval [1-
65535]

ip ospf dead-interval [1-
65535]

ip ospf retransmit-interval [1-
65535]

ip ospf transmit-delay [1-
3600]

ip ospf priority [0-255]

Configure OSPF Routing Daemon

router ospf

ospf router-id [A.B.C.D]

ospf rfc 1583compatibility

Description

Set OSPF authentication
password

Begin section to set properties
for interface

Set MD5 authentication key ID
and key

Set link cost for the interface
(see OSP Interface Cost table
below)

Set interval to send hello
packets; default is 10 seconds

Set interval after last hello from
a neighbor before declaring it
down; default is 40 seconds

Set interval between link-state
advertisements (LSA)
retransmissions; default is 5
seconds

Set time required to send LSA
update; default is 1 second

Set route priority; high value
increases eligibility to become
the designated router (DR)

Enable OSPF daemon

set router ID for OSPF
manually; router determines its
own ID if not set

Enable RFC 1583 compatibility
(can lead to route loops)
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Section Command

ospf abr-type
[cisco|ibm |shortcut|standard]

passive-interface eth[N]

auto-cost reference
bandwidth[0-429495]

timers spf [0-4294967295][0-
4294967295]

Enable OSPF on a Network
*The "area" variable can be typed in two

formats: [W.X.Y.Z]; or as an integer [Z].

network [A.B.C.D/M] area [Z]

Description

More information about this
command can be found in
draft-ietf-abr-o5.txt

Disable OSPF announcement on
interface eth[N]

Set global cost (see OSPF cost
table below); do not use with
"ip ospf [COST]" command

Set OSPF schedule delay and
hold time

Announce OSPF on network

A.B.C.D/M for area 0.0.0.Z

Configure Properties for Backbone area or Other Areas

The "area" variable can be typed in two formats: [W.X.Y.Z]; or as an integer [Z].

area [Z] range [A.B.C.D/M]

area [Z] virtual-link [W.X.Y.Z]

area [Z] stub

area [Z] stub no-summary

area [Z] authentication

area [Z] authentication
message-digest

Redistribute OSPF Routes

default-information originate

Create area 0.0.0.Z and seta
classful network for the area
(range and interface network
and mask setting should match)

Set virtual link neighbor for
area 0.0.0.Z

Set area 0.0.0.Z as a stub

Enable simple password
authentication for area 0.0.0.Z

Enable MD5 authentication for
area 0.0.0.Z

Share route of last resort
(default route) with OSPF
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Section Command Description

Share route of last resort
default-information originate  (default route) with OSPF, and
metric [0-16777214] add a metric used to generate

the default route

default-information originate ~ Always share the route of last
always resort (default route)

Always share the route of last
default-information originate  resort (default route), and add a
always metric [0-16777214] metric used to generate the
default route

Redistribute routes from all

redistribute connected .
interfaces to OSPF

Redistribute routes from all
interfaces to OSPF, and a metric
used for the action

redistribute connected
metrics

Configure Route Redistribution with Access
Lists and Route Maps

access-list [LISTNAME] permit  Create an access list to allow
[A.B.C.D/M] distribution of A.B.C.D/M

access-lists [LISTNAME] deny Restrict distribution of any
any route map not specified above

Create a route map with name
[MAPNAME] and allow with a
priority of [N]

route-map [MAPNAME]
permit [N]

match ip address [LISTNAME]
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OSPF Interface Cost Table

The OSPF protocol finds the most efficientroute between two points. To do this, itlooks at factors such as
interface link speed, the number of hops between points, and other metrics. By default, OSPF uses the actual

link speed of a device to calculate the total cost of a route. You can set the interface costmanually to help

maximize efficiency if, for example, your gigabyte-based firewall is connected toa 100M router. Use the

numbersin thistable to manually setthe interface cost to a value different than the actual interface cost.

Interface Type Bandwidth in bits/second Bandwidth in bytes/second OSPF Interface Cost

Ethernet

Ethernet

Ethernet

Modem

Modem

Modem

Modem

Modem

Modem

Serial

Serial

Serial

Serial

Serial

Configure the XTM Device to Use OSPF

1. Select Network > Dynamic Routing.
The Dynamic Routing Setup page appears.
2. Select the Enable Dynamic Routing check box.

1G

100M

10M

2M

M

500K

250K

125K

62500

115200

57600

38400

19200

9600

3. Click the OSPF tab.

128M

12.5M

1.25M

256K

128K

62.5K

31.25K

15625

7812

14400

7200

4800

2400

1200

1

10

100

500

1000

2000

4000

8000

16000

10850

21700

32550

61120

65535
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Dynamic Routing

Help &
[v] Enable Cynamic Routing
RIP BGP OSPF
\_ﬁ Enakle
Save | Reset |

4. Select the Enable check box.
5. Copy and paste your routing daemon configuration file in the window.

For more information, see About Routing Daemon Configuration Files on page 209.

To get started, you need only two commands in your OSPF configuration file. These two commands,
in this order, start the OSPF process:

router ospf
network <network IP address of the interface you want the process to listen on and distribute
through the protocol> area <area ID in x.x.x.x format, such as 0.0.0.0>

6. Click Save.

Allow OSPF Traffic Through the XTM Device

You must add and configure a policy to allow OSPF multicasts from the routers that have OSPF enabled, to
the reserved multicast addresses for OSPF.

222 Fireware XTM Web Ul

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Dynamic Routing

1. Select Firewall > Firewall Policies. Click Add.
The Select a Policy Type page appears.

2. From the list of packet filters, select OSPF. Click Add.

3. On the Policy Configuration page, configure the policy to allow traffic from the IP or network
address of the router using OSPF to the IP addresses 224.0.0.5 and 224.0.0.6.

For information on how to set the source and destination addresses for a policy, see Set Access Rules
for a Policy on page 307.

4. Click Save.

Set up the router you selected in Step 3.

6. After you configure the router, select System Status > Routes and verify the XTM device and the
router are sending updates to each other.

d

You can then add authentication and restrict the OSPF policy to listen only on the correct interfaces.

Sample OSPF Routing Configuration File

To use any of the dynamic routing protocols with Fireware XTM, you must copy and paste a configuration
file for the dynamic routing daemon. This topic includes a sample configuration file for the OSPF routing
daemon. To use this configuration file as a base for your own configuration file, copy the text into a new text
file and save it with a new name. You can then edit the parameters to meet the requirements of your
organization.

Optional commands are commented with the "!" character. To enable a command, delete the "!" and

modify variables as necessary.

! SECTION 1: Configure interface properties.
Set properties for interface ethl.
interface ethl

Set simple authentication password (SHAREDKEY).
ip ospf authentication-key SHAREDKEY

Set MD5 authentication key ID (10) and MD5 authentication key (AUTHKEY).
ip ospf message-digest-key 10 md5 AUTHKEY

Set link cost to 1000 (1-65535) on interface ethl.
for OSPF link cost table. !ip ospf cost 1000

Set hello interval to 5 seconds (1-65535); default is 10 seconds.
ip ospf hello-interval 5

Set dead-interval to 15 seconds (1-65535); default is 40 seconds.
ip ospf dead-interval 15

Set interval between link-state advertisements (LSA) retransmissions
to 10 seconds (1-65535); default is 5 seconds.
ip ospf retransmit-interval 10

Set LSA update interval to 3 seconds (1-3600); default is 1 second.

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
! ip ospf transmit-delay 3
!

User Guide 223

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Dynamic Routing

Set high priority (©-255) to increase eligibility to become the
designated router (DR).

ip ospf priority 255

! SECTION 2: Start OSFP and set daemon properties.

Enable OSPF daemon. Must be enabled for all OSPF configurations.
router ospf

Set the router ID manually to 100.100.100.20. If not set, the firewall will
set its own ID based on an interface IP address.
ospf router-id 100.100.100.20

Enable RFC 1583 compatibility (increases probability of routing loops).
ospf rfcl583compatibility

Set area border router (ABR) type to cisco, ibm, shortcut, or standard.
More information about ABR types is in draft-ietf-ospf-abr-alt-05.txt.
ospf abr-type cisco

Disable OSPF announcement on interface etho.
passive interface etheo

Set global cost to 1000 (0-429495).
auto-cost reference bandwidth 1000

Set SPF schedule delay to 25 (©-4294967295) seconds and hold time to

20 (0-4294967295) seconds; default is 5 and 10 seconds. !timers spf 25 20
! SECTION 3: Set network and area properties. Set areas with W.X.Y.Z

! or Z notation.

Announce OSPF on network 192.168.253.0/24 network for area 0.0.0.0.
network 192.168.253.0/24 area 0.0.0.0

Create area 0.0.0.1 and set a classful network range (172.16.254.0/24)
for the area (range and interface network settings must match).
area 0.0.0.1 range 172.16.254.0/24

Set virtual link neighbor (172.16.254.1) for area 0.0.0.1.
area 0.0.0.1 virtual-link 172.16.254.1

Set area 0.0.0.1 as a stub on all routers in area 0.0.0.1.
area 0.0.0.1 stub

area 0.0.0.2 stub no-summary

Enable simple password authentication for area 0.0.0.0.
area 0.0.0.0 authentication

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
! Enable MD5 authentication for area 0.0.0.1.

! area 0.0.0.1 authentication message-digest

Il SECTION 4: Redistribute OSPF routes

I Share route of last resort (default route) from kernel routing table
I with OSPF peers.

| default-information originate

1
1

Redistribute static routes to OSPF.
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redistribute kernel

1
!
! Redistribute routes from all interfaces to OSPF.

! redistribute connected

I redistribute connected route-map

! I Redistribute routes from RIP and BGP to OSPF.

I redistribute rip !redistribute bgp

I'l SECTION 5: Configure route redistribution filters with access lists
I'l and route maps.

I Create an access list to only allow redistribution of 10.0.2.0/24.

I access-list LISTNAME permit 10.0.2.0/24

| access-1list LISTNAME deny any

1

I Create a route map with name MAPNAME and allow with a

priority of 10 (1-199).

I route-map MAPNAME permit 10

I match ip address LISTNAME
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About Border Gateway Protocol (BGP)

Note Support for this protocol is available only in Fireware XTM with a Pro upgrade.

Border Gateway Protocol (BGP) is a scalable dynamic routing protocol used on the Internet by groups of
routers to share routing information. BGP uses route parameters or attributes to define routing policies and
create a stable routing environment. This protocol allows you to advertise more than one path to and from
the Internet to your network and resources, which gives you redundant paths and can increase your
uptime.

Hosts that use BGP use TCP to send updated routing table information when one host finds a change. The
host sends only the part of the routing table that has the change. BGP uses classless interdomain routing
(CIDR) to reduce the size of the Internet routing tables. The size of the BGP routing table in Fireware XTM is
set at 32K.

The size of the typical WatchGuard customer wide area network (WAN) is best suited for OSPF dynamic
routing. A WAN can also use external border gateway protocol (EBGP) when more than one gateway to the
Internet is available. EBGP allows you to take full advantage of the redundancy possible with a multi-homed
network.

To participate in BGP with an ISP you must have an autonomous system number (ASN). You must get an ASN
from one of the regional registries in the table below. After you are assigned your own ASN, you must
contact each ISP to get their ASNs and other necessary information.

Region Registry Name Web Site

North America RIN www.arin.net
Europe RIPE NCC www.ripe.net
Asia Pacific APNIC wWWwWw.apnic.net
Latin America  LACNIC www.lacnic.net
Africa AfriNIC www.afrinic.net
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BGP Commands

To create or modify a routing configuration file, you must use the correct routing commands. The
subsequent table is a catalog of supported BGP routing commands. The sections must appear in the
configuration file in the same order they appear in this table.

Do not use BGP configuration parameters that you do not get from your ISP.

Section Command Description

Configure BGP Routing Daemon

Enable BGP daemon and set autonomous system number (ASN);

router bgp [ASN
gp ] this is supplied by your ISP

Announce BGP on network

twork [A.B.C.D/M
network | /M A.B.C.D/M

no network [A.B.C.D/M] Disable BGP announcements on network A.B.C.D/M
Set Neighbor Properties

neighbor [A.B.C.D] remote-as

Set neighbor as a member of remote ASN
[ASN]

neighbor [A.B.C.D] ebgp-

. Set neighbor on another network using EBGP multi-hop
multihop

Set BGP version (4, 4+,4-) for communication with neighbor;

ighbor [A.B.C.D ion 4+
neighbor [ ] version defaultis 4

neighbor [A.B.C.D] update- Set the BGP session to use a specific interface for TCP
source [WORD] connections

neighbor [A.B.C.D] default-

o Announce default route to BGP neighbor [A,B,C,D]
originate

Set custom TCP port to communicate with BGP neighbor

neighbor [A.B.CD]port189 o - b

neighbor [A.B.C.D] send-

. Set peer send-community
community

neighbor [A.B.C.D] weight

1000 Set a default weight for neighbor's [A.B.C.D] routes

neighbor [A.B.C.D]

) ) Set maximum number of prefixes allowed from this neighbor
maximum-prefix [NUMBER]

Community Lists

ip community-list [<1-
99>|<100-199>] permit
AA:NN

Specify community to accept autonomous system number and
network number separated by a colon
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Section Command Description

Peer Filtering

neighbor [A.B.C.D] distribute-

. Set distribute list and direction for peer
list [LISTNAME] [IN |OUT]

neighbor [A.B.C.D] prefix-list  To apply a prefix list to be matched to incoming advertisements
[LISTNAME] [IN|OUT] or outgoing advertisements to that neighbor

neighbor [A.B.C.D] filter-list To match an autonomous system path access list to incoming
[LISTNAME] [IN|OUT] routes or outgoing routes

neighbor [A.B.C.D] route-

To apply a route map to incoming or outgoing routes
map [MAPNAME] [IN|OUT] PPYY P & going

Redistribute Routes to BGP

redistribute kernel Redistribute static routes to BGP
redistribute rip Redistribute RIP routes to BGP
redistribute ospf Redistribute OSPF routes to BGP

Route Reflection

To configure the cluster ID if the BGP cluster has more than one

bgp cluster-id A.B.C.D
route reflector

neighbor [W.X.Y.Z] route- To configure the router as a BGP route reflector and configure
reflector-client the specified neighbor as its client

Access Lists and IP Prefix Lists

ip prefix-lists PRELIST permit

A.B.C.D/E Set prefix list

access-list NAME

Set access list
[deny]allow] A.B.C.D/E

route-map [MAPNAME] In conjunction with the "match" and "set" commands, this
permit [N] defines the conditions and actions for redistributing routes

match ip address prefix-list
P P Matches the specified access-list

[LISTNAME]
set community [A:B] Set the BGP community attribute
match community [N] Matches the specified community_list
set local-preference [N] Set the preference value for the autonomous system path
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Configure the XTM Device to Use BGP

To participate in BGP with an ISP you must have an autonomous system number (ASN). For more
information, see About Border Gateway Protocol (BGP) on page 226.

1. Select Network > Dynamic Routing.

The Dynamic Routing Setup page appears.
2. Select the Enable Dynamic Routing check box.
3. Click the BGP tab.

Dynamic Routing

Help @
|#] Enable Dwnamic Routing
RIP BGP OS5PF
|*] Enable
Save Reset

4. Select the Enable check box.
5. Copy and paste your routing daemon configuration file in the window.

For more information, see About Routing Daemon Configuration Files on page 209.

To get started, you need only three commands in your BGP configuration file. These three
commands, start the BGP process, set up a peer relationship with the ISP, and create a route for a
network to the Internet. You must use the commands in this order.
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router BGP: BGP autonomous system number supplied by your ISP
network: network IP address that you want to advertise a route to from the Internet
neighbor: <IP address of neighboring BGP router> remote-as <BGP autonomous number>

6. Click Save.

Allow BGP Traffic Through the XTM Device

You must add and configure a policy to allow BGP traffic to the XTM device from the approved networks.
These networks must be the same networks you defined in your BGP configuration file.

1. Select Firewall > Firewall Policies. Click Add.
The Select a Policy Type page appears.

2. From the list of packet filters, select BGP. Click Add.

3. On the Policy Configuration page, configure the policy to allow traffic from the IP or network
address of the router that uses BGP to the XTM device interface it connects to. You must also add the
network broadcast IP address.

4. Click Save.

Set up the router you selected in Step 3.

6. After you configure the router, select System Status > Routes and verify the XTM device and the
router are sending updates to each other.

g

You can then add authentication and restrict the BGP policy to listen only on the correct interfaces.

Sample BGP Routing Configuration File

To use any of the dynamic routing protocols with Fireware XTM, you must import or type a configuration
file for the dynamic routing daemon. This topic includes a sample configuration file for the BGP routing
daemon. If you want to use this configuration file as a base for your own configuration file, copy the text
into an application such as Notepad or Wordpad and save it with a new name. You can then edit the
parameters to meet your own business requirements.

Optional commands are commented with the "!" character. To enable a command, delete the "!" and

modify variables as necessary.

I'l SECTION 1: Start BGP daemon and announce network blocks to BGP neighbors

! Enable BGP and set local ASN to 100 router bgp 100

! Announce local network 64.74.30.0/24 to all neighbors defined in section 2

! network 64.74.30.0/24

Il SECTION 2: Neighbor properties

! Set neighbor (64.74.30.1) as member of remote ASN (200)

! neighbor 64.74.30.1 remote-as 200

! Set neighbor (208.146.43.1) on another network using EBGP multi-hop

I neighbor 208.146.43.1 remote-as 300

I neighbor 208.146.43.1 ebgp-multihop

! Set BGP version (4, 4+, 4-) for communication with a neighbor; default is 4

I neighbor 64.74.30.1 version 4+

! Announce default route to BGP neighbor (64.74.30.1)

I neighbor 64.74.30.1 default-originate

I Set custom TCP port 189 to communicate with BGP neighbor (64.74.30.1). Default
port is TCP 179

! neighbor 64.74.30.1 port 189
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Set peer send-community

neighbor 64.74.30.1 send-community

Set a default weight for neighbor's (64.74.30.1) routes
neighbor 64.74.30.1 weight 1000

Set maximum number of prefixes allowed from this neighbor
neighbor 64.74.30.1 maximum-prefix NUMBER

I'l SECTION 3: Set community lists
I ip community-list 70 permit 7000:80

I'l SECTION 4: Announcement filtering

| Set distribute list and direction for peer

! neighbor 64.74.30.1 distribute-list LISTNAME [in]out]
! To apply a prefix list to be matched to incoming or outgoing advertisements
to that neighbor

! neighbor 64.74.30.1 prefix-list LISTNAME [in]|out

I To match an autonomous system path access list to incoming or outgoing routes

! neighbor 64.74.30.1 filter-list LISTNAME [in|out]

! To apply a route map to incoming or outgoing routes

| neighbor 64.74.30.1 route-map MAPNAME [in]|out]

I'l SECTION 5: Redistribute routes to BGP
| Redistribute static routes to BGP

| Redistribute kernel

| Redistribute rip routes to BGP

! Redistribute rip

! Redistribute ospf routes to BGP

! Redistribute ospf

I'l SECTION 6: Route reflection

I Set cluster ID and firewall as a client of route reflector server 51.210.0.254
! bgp cluster-id A.B.C.D

! neighbor 51.210.0.254 route-reflector-client

I'l SECTION 7: Access lists and IP prefix lists

I Set prefix list

I ip prefix-list PRELIST permit 10.0.0.0/8

| Set access listlaccess-list NAME deny 64.74.30.128/25

| access-1list NAME permit 64.74.30.0/25

! Create a route map with name MAPNAME and allow with a priority of 10
! route-map MAPNAME permit 10

! match ip address prefix-list LISTNAME

| set community 7000:80
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11 Authentication

About User Authentication

User authentication is a process that finds whether a user is who he or she is declared to be and verifies the
privileges assigned to that user. On the XTM device, a user account has two parts: a user name and a
passphrase. Each user account is associated with an IP address. This combination of user name, passphrase,
and IP address helps the device administrator to monitor connections through the device. With
authentication, users can log in to the network from any computer, but access only the network ports and
protocols for which they are authorized. The XTM device can then map the connections that start from a
particular IP address and also transmit the session name while the user is authenticated.

You can create firewall polices to give users and groups access to specified network resources. This is useful
in network environments where different users share a single computer or IP address.

You can configure your XTM device as a local authentication server, or use your existing Active Directory or
LDAP authentication server, or an existing RADIUS authentication server. When you use Firebox
authentication over port 4100, account privileges can be based on user name. When you use third-party
authentication, account privileges for users that authenticate to the third-party authentication servers are
based on group membership.

The WatchGuard user authentication feature allows a user name to be associated with a specific IP address
to help you authenticate and track user connections through the device. With the device, the fundamental
question that is asked and answered with each connection is, "Should I allow traffic from source X to go to
destination Y?" For the WatchGuard authentication feature to work correctly, the IP address of the user's
computer must not change while the user is authenticated to the device.

In most environments, the relationship between an IP address and the user computer is stable enough to
use for authentication. Environments in which the association between the user and an IP address is not

consistent, such as kiosks or networks where applications are run from a terminal server, are usually not
good candidates for the successful use of the user authentication feature.

WatchGuard supports Authentication, Accounting, and Access control (AAA) in the firewall products, based
on a stable association between IP address and person.
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The WatchGuard user authentication feature also supports authentication to an Active Directory domain
with Single Sign-On (SS0O), as well as other common authentication servers. In addition, it supports inactivity
settings and session time limits. These controls restrict the amount of time an IP address is allowed to pass
traffic through the XTM device before users must supply their passwords again (reauthenticate).

If you control SSO access with a white list and manage inactivity timeouts, session timeouts, and who is
allowed to authenticate, you can improve your control of authentication, accounting, and access control.

To prevent a user from authenticating, you must disable the account for that user on the authentication
server.

User Authentication Steps

After you configure your XTM device as a local authentication server, the HTTPS server on the XTM device
accepts authentication requests. To authenticate, a user must connect to the authentication portal web
page on the XTM device.

1. Go to either:
https://[device interface IP address]:4100/
or
https://[device hostname]:4100
An authentication web page appears.

2. Type auser name and password.

3. Select the authentication server from the drop-down list, if more than one type of authentication is
configured.
The XTM device sends the name and password to the authentication server using PAP (Password
Authentication Protocol).

When authenticated, the user is allowed to use the approved network resources.

Note Because Fireware XTM uses a self-signed certificate by default for HTTPS, you see a security
warning from your web browser when you authenticate. You can safely ignore this
security warning. If you want to remove this warning, you can use a third-party certificate
or create a custom certificate that matches the IP address or domain name used for
authentication.
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Manually Close an Authenticated Session

Users do not have to wait for the session timeout to close their authenticated sessions. They can manually
close their sessions before the timeout occurs. The Authentication web page must be open for a user to
close a session. If it is closed, the user must authenticate again to log out.

To close an authenticated session:
1. Go to the Authentication portal web page:

https://[device interface IP address]:4100/
or
https://[device host name]:4100
2. Click Logout.
Note If the Authentication portal web page is configured to automatically redirect to another

web page, the portal is redirected just a few seconds after you open it. Make sure you
logout before the page redirects.

Manage Authenticated Users

You can use Fireware XTM Web Ul to see a list of all the users authenticated to your XTM device and close
sessions for those users.

See Authenticated Users

To see the users authenticated to your XTM device:

1. Connect to Fireware XTM Web UlI.
2. Select System Status > Authentication List.
A list of all users authenticated to the Firebox appears.

Close a User Session

From Fireware XTM Web Ul:

1. Select System Status > Authentication List.
A list of all users authenticated to the Firebox appears.
2. Select one or more user names from the list.
3. Right-click the user name(s) and select Log Off User.
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Use Authentication to Restrict Incoming Traffic

One function of the authentication tool is to restrict outgoing traffic. You can also use it to restrict incoming
network traffic. When you have an account on the XTM device and the device has a public external IP
address, you can authenticate to the device from a computer external to the device.

For example, you can type this address in your web browser: https://<IP address of XTM device
external interface>:4100/.

After you authenticate, you can use the policies that are configured for you on the device.
To enable a remote user to authenticate from the external network:

1. Select Firewall > Firewall Policies.
The Firewall Polices Page appears.
2. Select the WatchGuard Authentication policy and click .?.
Or, double-click the policy. This policy appears after you add a user or group to a policy
configuration.
The Policy Configuration page appears.
3. From the Connections are drop-down list, make sure Allowed is selected.
4. Inthe From section, click Add.
The Add Member dialog box appears.
5. From the Select Members list, select Any.
6. Click OK.
Any appears in the From list.
7. Inthe To section, click Add.
8. From the Select Members list, select Firebox.
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9. Click OK.
Firebox appears in the To list.

Policy Configuration

Mame  wstchGuard authentication |] Enable

Application Control Action Mone -

Palicy Properties Advanced
Help i@

Connections are | Allowed -

From

Any

Add
To

Firebox

Add

Save Cancel

10. Click Save.

Use Authentication Through a Gateway Firebox

The gateway Firebox is the XTM device that you place in your network to protect your Management Server
from the Internet.

To send an authentication request through a gateway Firebox to a different device, you must have a policy
that allows the authentication traffic on the gateway device. If authentication traffic is denied on the
gateway device, add the WG-Auth policy. This policy controls traffic on TCP port 4100. You must configure
the policy to allow traffic to the IP address of the destination device.
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About the WatchGuard Authentication (WG-Auth)
Policy

The WatchGuard Authentication (WG-Auth) policy is automatically added to your XTM device configuration
when you add the first policy that has auser or group name in the From list on the Policy tab of the policy
definition. The WG-Auth policy controls access to port 4100 on your XTM device. Your users send
authentication requests to the device through this port. For example, to authenticate to an XTM device with an
IP address 0f 10.10.10.10, your userstype https://10.10.10.10:4100 in the web browser address bar.

If you want to send an authentication request through a gateway device to a different device, you might
have to add the WG-Auth policy manually. If authentication traffic is denied on the gateway device, you
must use Policy Manager to add the WG-Auth policy. Modify this policy to allow traffic to the IP address of
the destination device.

For more information on when to modify the WatchGuard Authentication policy, see Use Authentication to
Restrict Incoming Traffic on page 236.

Set Global Firewall Authentication Values

When you configure your global authentication settings, you can configure the global values for firewall
authentication, such as timeout values, user login session limits, and authentication page redirect settings.
You can also enable Single Sign-On (SSO), and configure settings for Terminal Services. For more
information, see the topics Enable Single Sign-On (SSO) and Configure Terminal Services Settings.

To configure Firewall Authentication settings:

1. Connect to Fireware XTM Web UlI.
2. Select Authentication > Settings.
The Authentication Settings page appears.
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Authentication Settings

Firewall Authentication Help &

These timeout settings apply to users who authenticate to external third-party
authentication servers that do not already have a timeout configured.
Mote: 4 valus of 0 means "never time out”,

. LRy -
Sesgsion Timeout | v|| seconds | v |

Idle Timeout |2

iipl hours v |

) Allow mulbple concurrent firewall authentication legins from the same account

[

| Limit users to a single login session

|| Auto redirect users to authentication page

[_| Send & redirect to the browser after successful authentication

Management Session

=} .y ... L
Session Timeowt 10 #] | hours v |
-— = e o =
Idle Timeout 15 ||| minutes | = |

Save Reset

3. Configure authentication settings as described in the subsequent sections.
4. Click Save.

Set Global Authentication Timeouts

You can set the time period that users remain authenticated after they close their last authenticated
connection. This timeout is set either in the Authentication Settings dialog box, or on the Setup Firebox
User page.

For more information about user authentication settings and the Setup Firebox User page, see Define a
New User for Firebox Authentication on page 256.

For users authenticated by third-party servers, the timeouts set on those servers also override the global
authentication timeouts.

Authentication timeout values do not apply to Mobile VPN with PPTP users.
Session Timeout

The maximum length of time the user can send traffic to the external network. If you set this field to
zero (0) seconds, minutes, hours, or days, the session does not expire and the user can stay
connected for any length of time.
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Idle Timeout

The maximum length of time the user can stay authenticated when idle (not passing any traffic to
the external network). If you set this field to zero (0) seconds, minutes, hours, or days, the session
does not timeout when idle and the user can stay idle for any length of time.

Allow Multiple Concurrent Logins

You can allow more than one user to authenticate with the same user credentials at the same time, to one
authentication server. This is useful for guest accounts or in laboratory environments. When the second
user logs in with the same credentials, the first user authenticated with the credentials is automatically
logged out. If you do not allow this feature, a user cannot authenticate to the authentication server more
than once at the same time.

1. Go to the Authentication Settings page.
2. Select the Allow multiple concurrent firewall authentication logins from the same account option.

For Mobile VPN with IPSec and Mobile VPN with SSL users, concurrent logins from the same account are
always supported regardless of whether this option is selected. These users must log in from different IP
addresses for concurrent logins, which means that they cannot use the same account to log in if they are
behind an XTM device that uses NAT. Mobile VPN with PPTP users do not have this restriction.

Limit Login Sessions

From the Authentication Settings page, you can limit your users to a single authenticated session. If you
select this option, your users cannot login to one authentication server from different IP addresses with the
same credentials. When a user is authenticated, and tries to authenticate again, you can select whether the
first user session is terminated when the subsequent session is authenticated, or if the subsequent session
is rejected.

1. Select Limit users to a single login session.
2. From the drop-down list, select an option:

» Reject subsequent login attempts, when the user is already logged in
m Logoff first session, when user logs in the second time.
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Authentication Settings

Firewall Authentication Help @

Thess bimeout settings spply to users who authentecate to external therd-party
authentication ssrvers that do not slready have g limeput corfigured.
Mote: & value of 0 means “newver time out”

Sastion Timaaut g

I; seconds | ¥

. e Ryl =
Idle Timeout ] [= hours |

_) Allew milbaphe soncurrent hindwall authantication legms from the aane soasunt
(=) Limit users to a single login session

Reject subsequent login attempts, when the user is already logged in| »

Reject subsequant login altempts, mhen the user is already logged in

L ¢ Logalf first s=ssion, when user logs in the second time

| Send & redirect to the browser after successful authentication

Management Session

Session Timeowt 10 Il. | haurs - |

1dle Timeout 15 :

minutes ¥ |

Save | Reset

Automatically Redirect Users to the Authentication Portal

If you require your users to authenticate before they can get access to the Internet, you can choose to
automatically send users who are not already authenticated to the authentication portal, or have them
manually navigate to the portal. This applies only to HTTP and HTTPS connections.

Auto redirect users to authentication page for authentication

When you select this check box, all users who have not yet authenticated are automatically
redirected to the authentication portal when they try to get access to the Internet. If you do not
select this checkbox, unauthenticated users must manually navigate to the authentication portal to
login.

For more information about user authentication, see User Authentication Steps on page 234.

If you have users who must manually authenticate to the authentication portal, and you use SSO, you can
add an SSO exception for those users to reduce the amount of time it takes for them to authenticate. For
more information about SSO exceptions, see Enable Single Sign-On (SSO).
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Use a Custom Default Start Page

When you select the Auto redirect users to authentication page for authentication check box to require
your users to authenticate before they can get access to the Internet, the Authentication portal appears
when a user opens a web browser. If you want the browser to go to a different page after your users
successfully log in, you can define a redirect.

From the Authentication Settings page:

1. Select the Send a redirect to the browser after successful authentication check box.
2. In the text box, type the URL of the web site to which users are redirected.

Set Management Session Timeouts

Use these fields to set the time period that a user logged in with read/write privileges remains
authenticated before the XTM device terminates the session.

Session Timeout

The maximum length of time the user can send traffic to the external network. If you set this field to
zero (0) seconds, minutes, hours, or days, the session does not expire and the user can stay
connected for any length of time.

Idle Timeout

The maximum length of time the user can stay authenticated when idle (not passing any traffic to
the external network). If you set this field to zero (0) seconds, minutes, hours, or days, the session
does not expire when the user is idle, and the user can stay idle for any length of time.

About Single Sign-On (SSO)

When users log on to computers on your network, they must give a user name and password. If you use
Active Directory authentication on your XTM device to restrict outgoing network traffic to specified users or
groups, they must also log on again when they manually authenticate to the device to access network
resources such as the Internet. You can use Single Sign-On (SSO) to enable users on the trusted or optional
networks to automatically authenticate to the XTM device when they log on to their computers.

WatchGuard SSO is a two-part solution that includes the SSO agent and SSO client services. For SSO to work,
you must install the SSO agent software on a computer in your domain. The SSO client software is optional
and is installed on each user's client computer. If you configure multiple Active Directory domains, your
users must install the SSO client. For more information, see Configure Active Directory Authentication on
page 272 and Install the WatchGuard Single Sign-On (SSO) Client on page 245.

The SSO agent software makes a call to the client computer over port 4116 to verify who is currently logged
in. If there is no response, the SSO agent reverts to the previous protocol from versions prior to WSM
10.2.4, and makes a NetWkstaUserEnum call to the client computer. It then uses the information it gets to
authenticate a user for Single Sign-On.
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If the SSO client is not installed, the SSO agent can get more than one answer from the computer it queries.
This can occur if more than one user logs on to the same computer or because of service or batch logons
that occur on the computer. The SSO agent uses only the first answer it gets from the computer and reports
that user to the XTM device as the user that is logged on. The device can then check the user information
against all the defined policies for that user and/or user group at one time. The SSO agent caches this data
for about 10 minutes by default so that a query does not have to be generated for every connection.

When the SSO client software is installed, it receives the call from the SSO agent and returns accurate
information about the user who is currently logged in to the workstation. The SSO agent does not contact
the Active Directory server for user credentials from the SSO client, because it receives the correct
information about who is currently logged in to the computer and to which Active Directory groups the
user belongs. If you configure multiple Active Directory domains, your users must install the SSO client.

If you work in an environment where more than one person uses a computer, we recommend that you
install the SSO client software. If you do not use the SSO client, there are access control limitations you must
be aware of. For example, for services installed on a client computer (such as a centrally administered
antivirus client) that have been deployed so that they log on with domain account credentials, the XTM
device gives all users access rights as defined by the first user that is logged on (and the groups of which that
user is a member), and not the credentials of the individual users that log on interactively. Also, all log
messages generated from the user’s activity show the user name of the service account, and not the
individual user.

Note If you do not install the SSO client, we recommend you do not use SSO for environments
where users log on to computers with service or batch logons. When more than one user
is associated with an IP address, network permissions may not operate correctly. This can
be a security risk.

If you enable Single Sign-On, you can also use Firewall authentication to log in to Firewall authentication
page and authenticate with different user credentials. For more information, see Firewall Authentication on
page 255.
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Before You Begin

= You must have an Active Directory server configured on a trusted or optional network.

m Your XTM device must be configured to use Active Directory authentication.

m Each user must have an account set up on the Active Directory server.

m Each user must log on to a domain account for Single Sign-On (SSO) to operate correctly. If users log
on to an account that exists only on their local computers, their credentials are not checked and the
XTM device does not recognize that they are logged in.

m If you use third-party firewall software on your network computers, make sure that TCP port 445
(Samba/ Windows Networking) is open on each client.

m Make sure that printing and file sharing is enabled on every computer from which users
authenticate with SSO.

m  Make sure that NetBIOS and SMB ports are not blocked on every computer from which users
authenticate with SSO. NetBIOS uses TCP/UDP ports 137, 138, and 139. SMB uses TCP port 445.

m Make sure that port 4116 is open on the client computers.

m Make sure that all computers from which users authenticate with SSO are members of the domain
with unbroken trust relationships.

Set Up SSO

To use SSO, you must install the SSO agent software. We recommend that you also install the SSO client on
your users' computers. Though you can use SSO with only the SSO agent, you increase your security and
access control when you also use the SSO client.

To set up SSO, follow these steps:

1. Install the WatchGuard Single Sign-On (SSO) Agent.
2. |Install the WatchGuard Single Sign-On (S50) Client (optional, but recommended).
3. Enable Single Sign-On (SSO).

Install the WatchGuard Single Sign-On (SSO) Agent

To use Single Sign-On (SSO), you must install the WatchGuard SSO agent. The SSO agent is a service that
receives requests for Firebox authentication and checks user status with the Active Directory server. The
service runs with the name WatchGuard Authentication Gateway on the computer on which you install the
SSO agent software. This computer must have the Microsoft .NET Framework 2.0 or later installed.

Download the SSO Agent Software

Open a web browser and go to http://www.watchguard.com/.

Log in with your LiveSecurity Service user name and password.

Click the Software Downloads link.

Select your device type and model number.

Download the WatchGuard Authentication Gateway software and save the file to a convenient
location.

A wWwN R
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Before You Install

The SSO agent service must run as a user account, not an administrator account. We recommend that you
create a new user account for this purpose. For the SSO agent service to operate correctly, make sure you
configure the user account with a password that never expires.

Install the SSO Agent Service

1. Double-click WG-Authentication-Gateway.exe to start the Authentication Gateway Setup Wizard.
On some operating systems, you might need to type a local administrator password to run the
installer.

2. Toinstall the software, use the instructions on each page and complete the wizard.

For the domain user name, you must type the user name in the form: domain\username. Do not
include the .com or .net part of the domain name.

For example, if your domain is mywatchguard.com and you use the domain account ssoagent, type
mywatchguard\ssoagent.

You can also use the UPN form of the user name: username@mywatchguard. com. If you use the
UPN form of the user name then you must include the .com or .net part of the domain name.

3. Click Finish to close the wizard.

When the wizard completes, the WatchGuard Authentication Gateway service starts automatically. Each
time the computer starts, the service starts automatically.

After you have completed the SSO Agent installation, you must configure the domain settings for the SSO
Agent. For more information, see Configure the SSO Agent.

Install the WatchGuard Single Sign-On (SSO) Client

As a part of the WatchGuard Single Sign-On (SSO) solution, you can install the WatchGuard SSO client. The
SSO client installs as a Windows service that runs under the Local System account on a workstation to verify
the credentials of the user currently logged in to that computer. When a user tries to authenticate, the SSO
agent sends a request to the SSO client for the user's credentials. The SSO client then returns the
credentials of the user who is logged in to the workstation.

The SSO client listens on port 4116.

If you configure multiple Active Directory domains, your users must install the SSO client. For more
information, see Configure Active Directory Authentication on page 272.

Because the SSO client installer is an MSI file, you can choose to automatically install it on your users'
computers when they log on to your domain. You can use Active Directory Group Policy to automatically
install software when users log on to your domain. For more information about software installation
deployment for Active Directory group policy objects, see the documentation for your operating system.
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Download the SSO Client Software

Use your web browser to go to http://www.watchguard.com/.

Log in with your LiveSecurity Service user name and password.

Click the Software Downloads link.

Select your device type and model number.

Download the WatchGuard Authentication Client software and save the file to a convenient location.

A wWwN R

Install the SSO Client Service

1. Double-click WG-Authentication-Client.msi to start the Authentication Client Setup Wizard.
On some operating systems, you might need to type a local administrator password to run the

installer.
2. Toinstall the software, use the instructions on each page and complete the wizard.

To see which drives are available to install the client, and how much space is available on each of
these drives, click Disk Cost.

3. Click Close to exit the wizard.

After the wizard completes, the WatchGuard Authentication Client service starts automatically. Each
time the computer starts, the service starts automatically.

Enable Single Sign-On (SSO)

Before you can configure SSO, you must:

m Configure your Active Directory server
n Install the WatchGuard Single Sign-On (SSO) Agent
» Install the WatchGuard Single Sign-On (SSO) Client (Optional)

Enable and Configure SSO

To enable and configure SSO from Fireware XTM Web Ul:

1. Select Authentication > Single Sign-On.
The Authentication Single Sign-On page appears.
2. Select the Enable Single Sign-On (SSO) with Active Directory check box.
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3. Inthe SSO Agent IP address text box, type the IP address of your SSO Agent.
In the Cache data for text box, type or select the amount of time the SSO Agent caches data.
5. In the SSO Exceptions list, add or remove the IP addresses or ranges to exclude from SSO queries.

e

For more information about SSO exceptions, see the Define SSO Exceptions on page 247 section.

6. Click Save to save your changes.

Define SSO Exceptions

If your network includes devices with IP addresses that do not require authentication, such as network
servers, print servers, or computers that are not part of the domain, or if you have users on your internal
network who must manually authenticate to the authentication login portal, we recommend that you add
their IP addresses to the SSO Exceptions list. Each time a connection attempt occurs from an IP address that
is not in the SSO Exceptions list, the XTM device contacts the SSO agent to try to associate the IP address
with a user name. This takes about 10 seconds. You can use the SSO Exceptions list to prevent this delay for
each connection, to reduce unnecessary network traffic, and enable users to authenticate and connect to
your network without delay.

When you add an entry to the SSO Exceptions list, you can choose to add a host IP address, network IP
address, subnet, or a host range.
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To add an entry to the SSO Exceptions list:

1. From the Choose Type drop-down list, select the type of entry to add to the SSO Exceptions list:
m Host IP
= NetworkIP
= Host Range

Authentication Single Sign-0On

Help &
Single Sign-0n
| Enable Single Sign-0n (S50) with Active Directory
S50 Agent [P Address
Cache data for | &00 Ii} seconds
550 Exceptions Description
Remove |
Chogse Type | Host Range |+ | | Add |
From HastIF
To MNetwaork 1P
Host Range
Drescription
Save | Reset

The text boxes that appear change based on the type you select.

2. Type the IP address for the type you selected.
If you selected the type Host Range, type the start and end IP addresses for the range.
3. (Optional) In the Description text box, type a description to include with this exception in the SSO

Exceptions list.

4, Click Add.
The IP address or range appears in the SSO Exceptions list.
5. Click Save.

To remove an entry from the SSO Exceptions list:

1. From the SSO Exceptions list, select an entry.
2. Click Remove.

The selected entry is removed from the SSO Exceptions list.
3. Click Save.
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Install and Configure the Terminal Services Agent

When you have more than one user who connects to your Terminal Server or Citrix server and then
connects to your network or the Internet, it can be difficult to control the individual traffic flows from these
users based on their user names or group memberships. This is because when one user authenticates to
the XTM device, the XTM device maps that user to the IP address of the Terminal Server or Citrix server.
Then, when another user sends traffic from the Terminal Server or Citrix server IP address, it appears to the
XTM device that this traffic also came from the first user that authenticated. There is no way for the XTM
device to distinguish which of the several users who are concurrently logged on to your Terminal Server or
Citrix generated any particular traffic.

To make sure that your users are correctly identified, you must:

1. Install the WatchGuard Terminal Services Agent on your Terminal Server (2003 or 2008) or Citrix
server.

2. Configure your XTM device to redirect users to the authentication page for authentication.

3. Enable Terminal Services settings in your XTM device configuration file.

After you complete these configuration settings, when each Terminal Server or Citrix server user
authenticates to your XTM device, the XTM device sends the Terminal Services Agent a user session ID for
each user who logs in. The Terminal Services Agent monitors traffic generated by individual users and
reports the user session ID to the XTM device for each traffic flow generated by a Terminal Server or Citrix
server client. Your XTM device can then correctly identify each user and apply the correct security policies
to the traffic for each user, based on user or group names.

When you use the Terminal Services Agent, your XTM device can enforce policies based on user or group
names only for traffic that is authenticated. If traffic comes to the XTM device without session ID
information, the XTM device manages the traffic in the same way it manages any other traffic for which it
does not have the username mapped to an IP address. If there is a policy in your configuration file that can
process traffic from that IP address, the XTM device uses that policy to process the traffic. If there is no
policy that matches the source IP address of the traffic, the XTM device uses the unhandled packet rules to
process the traffic.

For more information about how to configure settings for unhandled packets, see About Unhandled Packets
on page 448.

If you use the Terminal Services Agent, your XTM device cannot automatically redirect users to the
authentication portal.

To enable your XTM device to correctly process system related traffic from the Terminal Server or Citrix
server, the Terminal Services Agent uses a special user account named Backend-Service, which is part of the
Terminal Services Agent. The Terminal Services Agent identifies the traffic generated by system processes
(instead of user traffic) with the Backend-Service user account. You can add this user to the Authorized
Users and Groups list in your XTM device configuration and then use it in a policy to allow traffic to and
from your server. For example, you can add a custom packet filter policy that is similar to the default
Outgoing policy. Configure the policy to use the TCP-UDP protocol and allow traffic from the Backend-
Service user account to Any-External.

For more information about how to add the Backend-Service user account to your XTM device
configuration, see Use Authorized Users and Groups in Policies on page 285. Make sure to select Any from
the Auth Server drop-down list.
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For more information about how to add a policy, see Add Policies to Your Configuration on page 291.

Make sure the updates on your Terminal Server or Citrix server are scheduled to run as the system, local
service, or network service user account. The Terminal Services Agent recognizes these user account as the
Backend-Service account and allows the traffic. If you schedule updates to run as a different user account,
that user must manually authenticate to the application portal for the server to receive the updates. If that
user is not authenticated to the authentication portal, the traffic is not allowed and the server does not
receive the update.

Before you install the Terminal Services Agent on your Terminal Server or Citrix server, make sure that
terminal services or remote desktop services is enabled on your server, and open ports 4131-4134.

You cannot use the Terminal Services Agent with Single Sign-On (SSO). For more information about SSO, see
About Single Sign-On (SS0).

The Terminal Services Agent cannot control ICMP, NetBIOS, or DNS traffic. It also does not control traffic to
port 4100 for Firebox Authentication. To control this traffic, you must add specific policies to your XTM
device configuration file to allow ICMP, NetBIOS, or DNS traffic, and to allow Firebox Authentication.

Install the Terminal Services Agent

You can install the Terminal Services Agent on a Terminal Server or Citrix server with either a 32-bit or a 64-
bit operating system. There are two versions of the Terminal Services Agent installer available: one for a 32-
bit operating system and one for a 64-bit operating system. Make sure you select the correct installer for
your operating system:

m 32-bitinstaller — TO_AGENT_32.exe
m 64-bitinstaller — TO_AGENT_64.exe

To install the Terminal Services Agent on your server:

1. Login to the WatchGuard web site and go to the Software Downloads page.
Get the latest version of the TO Agent Installer (TO_AGENT_32.exe or TO_AGENT_64.exe) and copy
it to the server where you have installed Terminal Services or a Citrix server.

3. Double-click the installer file to start the installer.
The TO Agent wizard appears.

4. To start the wizard, click Next.

Complete the wizard to install the TO Agent on your server.

6. Reboot your Terminal Server or Citrix server.

g

Configure the Terminal Services Agent

After you install the Terminal Services Agent or TO (Traffic Owner) Agent on your Terminal Server or Citrix
server, you can use the TO Settings tool to configure the settings for the TO Agent.

Because it is not necessary for the TO Agent to monitor traffic that is not controlled by the XTM device, you
can specify a single destination IP address or a range of destination IP addresses for traffic that you do not
want the TO Agent to monitor.

1. Select Start > All programs > WatchGuard > TO Agent > Set Tool.
The TO Setting Tool dialog box appears, with the XTM Device Setting tab selected.
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2. In the Device IP Address text box, type the IP address of the XTM device interface for the Terminal
Server.
If the terminal server is on the Trusted interface, type the trusted interface IP address.
If the Terminal Server is on the External interface, type the external interface IP address.
3. Click OK.
To create log messages for the TO Agent, selectthe Enable logging of TO Agent processes check box.
5. To add destinations for traffic that you do not want the TO Agent to monitor, select the Destination
Exception List tab.
6. Click Add.
The Add Destination Exception dialog box appears.
7. From the Choose Type drop-down list, select an option:
= Host IP Address
= Network IP Address
= IP Address Range
8. If you select Host IP Address, type the IP Address for the exception.
If you select Network IP Address, type the IP Address and Mask for the exception.
If you select IP Address Range, type the Range from and Range to for the exception.
9. Click Add.
The information you specified appears in the Destination Exception List.
10. To add more addresses to the Destination Exception List, repeat Steps 4-7.
11. To view the available log files for the TO Agent, click View Logs.
An Explorer window opens with the available log files you can review.
12. Click Close.

&

For detailed steps to complete the Terminal Services configuration for your XTM device, see Configure
Terminal Services Settings on page 251.

Configure Terminal Services Settings

To enable your users to authenticate to your XTM device over a Terminal Server or Citrix server, you must
configure the authentication settings for terminal services. When you configure these settings, you set the
maximum length of time a session can be active and specify the IP address of your Terminal Server or Citrix
server.

When you configure the Terminal Services Settings, if your users authenticate to your XTM device, the XTM
device reports the actual IP address of each user who logs in. This enables your XTM device to correctly
identify each user who logs in to your network, so the correct security policies can be applied to each user's
traffic.

You can use any of your configured authentication server methods (for example, Firebox authentication,
Active Directory, or RADIUS) with terminal services.

To configure Authentication Settings for terminal services:

1. Select Authentication > Terminal Services.
The Authentication Terminal Services page appears.

2. Select the Enable Terminal Services Support check box.
The terminal services settings are enabled.
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Authentication Terminal Services
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3. In the Session Timeout text box, type or select the maximum length of time in seconds that the user
can send traffic to the external network.
If you select zero (0) seconds, the session does not expire and the user can stay connected for any
length of time.

4. To add a Terminal Server or Citrix server to the Agent IP list list, in the text box, type the IP address
of the server and click Add.
The IP address appears in the Terminal Services Agent IPs List list.

5. Toremove aserver IP address from the Agent IP list list, select an IP address in the list and click
Remove.

6. Click Save.
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Authentication Server Types

The Fireware XTM OS supports six authentication methods:

m Configure Your XTM Device as an Authentication Server
m Configure RADIUS Server Authentication

m Configure VASCO Server Authentication

m Configure SecurlD Authentication

m Configure LDAP Authentication

m Configure Active Directory Authentication

You can configure one or more authentication server types for an XTM device. If you use more than one
type of authentication server, users must select the authentication server type from a drop-down list when
they authenticate.

About Third-Party Authentication Servers

If you use a third-party authentication server, you do not have to keep a separate user database on the XTM
device. You can configure a third-party server, install the authentication server with access to your XTM
device, and put the server behind the device for security. You then configure the device to forward user
authentication requests to that server. If you create a user group on the XTM device that authenticates to a
third-party server, make sure you create a group on the server that has the same name as the user group
on the device.

For detailed information about how to configure an XTM device for use with third-party authentication
servers, see:

m Configure RADIUS Server Authentication
m Configure VASCO Server Authentication

m Configure SecurlD Authentication

m Configure LDAP Authentication

m Configure Active Directory Authentication

Use a Backup Authentication Server

You can configure a primary and a backup authentication server with any of the third-party authentication
server types. If the XTM device cannot connect to the primary authentication server after three attempts,
the primary server is marked as inactive and an alarm message is generated. The device then connects to
the backup authentication server.

If the XTM device cannot connect to the backup authentication server, it waits ten minutes, and then tries to
connect to the primary authentication server again. The inactive server is marked as active after the
specified time interval is reached.

For detailed procedures to configure primary and backup authentication servers, see the configuration
topic for your third-party authentication server.
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Configure Your XTM Device as an Authentication
Server

If you do not use a third-party authentication server, you can use your XTM device as an authentication
server, also known as Firebox authentication. When you configure Firebox authentication, you create users
accounts for each user in your company, and then divide these users into groups for authentication. When
you assign users to groups, make sure to associate them by their tasks and the information they use. For
example, you can have an accounting group, a marketing group, and a research and development group.
You can also have a new employee group with more controlled access to the Internet.

When you create a group, you set the authentication procedure for the users, the system type, and the
information they can access. A user can be a network or one computer. If your company changes, you can
add or remove users from your groups.

The Firebox authentication server is enabled by default. You do not have to enable it before you add users
and groups.

Types of Firebox Authentication

You can configure your XTM device to authenticate users with four different types of authentication:

m Firewall Authentication

= Mobile VPN with PPTP Connections
m  Mobile VPN with IPSec Connections
= Mobile VPN with SSL Connections

When authentication is successful, the XTM device links these items:

= User name

m Firebox User group (or groups) of which the user is a member

m IP address of the computer used to authenticate

m Virtual IP address of the computer used to connect with Mobile VPN
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Firewall Authentication

To enable your users to authenticate, you create user accounts and groups. When a user authenticates with
the XTM device, the user credentials and computer IP address are used to find whether a policy applies to
the traffic that the computer sends and receives.

To create a Firebox user account:

1. Define a New User for Firebox Authentication.
Define a New Group for Firebox Authentication and put the new user in that group.
3. Create a policy that allows traffic only to or from a list of Firebox user names or groups.
This policy is applied only if a packet comes from or goes to the IP address of the authenticated user.

To authenticate with an HTTPS connection to the XTM device over port 4100:

1. Openawebbrowser andgotohttps://<IP address of a XTM device interface>:4100/
The login page appears.

2. Type the Username and Password.
3. From the Domain drop-down list, select the domain to use for authentication.

This option only appears if you can choose from more than one domain.
4. Click Login.

If the credentials are valid, the user is authenticated.

Firewall authentication takes precedence over Single Sign-On, and replaces the user credentials and IP
address from your Single Sign-On session with the user credentials and IP address you select for Firewall
authentication. For more information about how to configure Single Sign-On, see About Single Sign-On
(S50) on page 242.

Mobile VPN with PPTP Connections

When you activate Mobile VPN with PPTP on your XTM device, users included in the Mobile VPN with PPTP
group can use the PPTP feature included in their computer operating system to make a PPTP connection to
the device.

Because the XTM device allows the PPTP connection from any Firebox user that gives the correct
credentials, it is important that you make a policy for PPTP sessions that includes only users you want to
allow to send traffic over the PPTP session. You can also add a group or individual user to a policy that
restricts access to resources behind the XTM device. The XTM device creates a pre-configured group called
PPTP-Users for this purpose.

To configure a Mobile VPN with PPTP connection:

1. From Fireware XTM Web Ul, select VPN > Mobile VPN with PPTP.
Select the Activate Mobile VPN with PPTP check box.
3. Make sure the Use Radius authentication for PPTP users check box is not selected.

If this check box is selected, the RADIUS authentication server authenticates the PPTP session.
If you clear this check box, the XTM device authenticates the PPTP session.

User Guide 255

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Authentication

The XTM device checks to see whether the user name and password the user types in the VPN
connection dialog box match the user credentials in the Firebox User database that is a member of
the PPTP-Users group.

If the credentials supplied by the user match an account in the Firebox User database, the user is
authenticated for a PPTP session.

4. Create a policy that allows traffic only from or to a list of Firebox user names or groups.
The XTM device does not look at this policy unless traffic comes from or goes to the IP address of the
authenticated user.

Mobile VPN with IPSec Connections

When you configure your XTM device to host Mobile VPN with IPSec sessions, you create policies on your
device and then use the Mobile VPN with IPSec client to enable your users to access your network. After
the XTM device is configured, each client computer must be configured with the Mobile VPN with IPSec
client software.

When the user's computer is correctly configured, the user makes the Mobile VPN connection. If the
credentials used for authentication match an entry in the Firebox User database, and if the user is in the
Mobile VPN group you create, the Mobile VPN session is authenticated.

To set up authentication for Mobile VPN with IPSec:

1. Configure a Mobile VPN with IPSec Connection.
2. Install the Mobile VPN with IPSec Client Software.

Mobile VPN with SSL Connections

You can configure the XTM device to host Mobile VPN with SSL sessions. When the XTM device is
configured with a Mobile VPN with SSL connection, users included in the Mobile VPN with SSL group can
install and use the Mobile VPN with SSL client software to make an SSL connection.

Because the XTM device allows the SSL connection from any of your users who give the correct credentials,
it is important that you make a policy for SSL VPN sessions that includes only users you want to allow to
send traffic over SSL VPN. You can also add these users to a Firebox User Group and make a policy that
allows traffic only from this group. The XTM device creates a pre-configured group called SSLVPN-Users for
this purpose.

To configure a Mobile VPN with SSL connection:

1. From Fireware XTM Web Ul, select VPN > Mobile VPN with SSL.
The Mobile VPN with SSLVPN page appears.
2. Configure the XTM Device for Mobile VPN with SSL.

Define a New User for Firebox Authentication

You can use Fireware XTM Web Ul to specify which users can authenticate to your XTM device.

1. Select Authentication > Servers.
The Authentication Servers page appears.

2. On the Firebox tab, in the Users section, click Add.
The Setup Firebox User dialog box appears.
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3. Type the Name and (optional) a Description of the new user.
4. Type and confirm the Passphrase you want the person to use to authenticate.

Note When you set this passphrase, the characters are masked and it does not appear in simple
text again. If you lose the passphrase, you must set a new passphrase.

5. In the Session Timeout text box, type or select the maximum length of time the user can send traffic
to the external network.

The minimum value for this setting is one (1) seconds, minutes, hours, or days. The maximum value
is 365 days.

6. Inthe Idle Timeout text box, type or select the length of time the user can stay authenticated when
idle (not passing any traffic to the external network).

The minimum value for this setting is one (1) seconds, minutes, hours, or days. The maximum value
is 365 days.

7. To add a user to a Firebox Authentication Group, select the user name in the Available list.
8. Click to move the name to the Member list.

Or, you can double-click the user name in the Available list.

The user is added to the user list. You can then add more users.
9. To close the Setup Firebox User dialog box, click OK.

The Firebox Users tab appears with a list of the new users.
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Define a New Group for Firebox Authentication

You can use Fireware XTM Web Ul to specify which user groups can authenticate to your XTM device.

1. Select Authentication > Servers.
The Authentication Servers page appears.
2. Select the Firebox tab.
3. In the Groups section, click Add.
The Setup Firebox Group dialog box appears.

Setup Firebox Group 4
Group Information

Ma i Graugl

Creseription: FirstGroup

Firebox Authentication Users

Hember Awailable

o i

>

oK Cancel

4. Type a name for the group.
(Optional) Type a description for the group.

6. To add a user to the group, select the user name in the Available list. Click to move the name to the
Member list.

You can also double-click the user name in the Available list.
7. After you add all necessary users to the group, click OK.

i

You can now configure policies and authentication with these users and groups, as described in Use
Authorized Users and Groups in Policies on page 285.
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Configure RADIUS Server Authentication

RADIUS (Remote Authentication Dial-In User Service) authenticates the local and remote userson a
company network. RADIUS is a client/server system that keeps the authentication information for users,
remote access servers, VPN gateways, and other resources in one central database.

For more information on RADIUS authentication, see How RADIUS Server Authentication Works on page 261.

Authentication Key

The authentication messages to and from the RADIUS server use an authentication key, not a password. This
authentication key, or shared secret, must be the same on the RADIUS client and server. Without this key,
there is no communication between the client and server.

RADIUS Authentication Methods

For web and Mobile VPN with IPSec or SSL authentication, RADIUS supports only PAP (Password
Authentication Protocol) authentication.

For authentication with PPTP, RADIUS supports only MSCHAPv2 (Microsoft Challenge-Handshake
Authentication Protocol version 2).

For authentication with WPA Enterprise and WPA2 Enterprise authentication methods, RADIUS supports
the EAP (Extensible Authentication Protocol) framework.

Before You Begin

Before you configure your XTM device to use your RADIUS authentication server, you must have this
information:

= Primary RADIUS server — IP address and RADIUS port

m Secondary RADIUS server (optional) — IP address and RADIUS port

m Shared secret — Case-sensitive password that is the same on the XTM device and the RADIUS server

m Authentication methods — Set your RADIUS server to allow the authentication method your XTM
device uses: PAP, MS CHAP v2, WPA Enterprise, WPA2 Enterprise, or WPA/WPA2 Enterprise

Use RADIUS Server Authentication with Your XTM Device

To use RADIUS server authentication with your XTM device, you must:

= Add the IP address of the XTM device to the RADIUS server as described in the documentation from
your RADIUS vendor.

m Enable and specify the RADIUS server in your XTM device configuration.

m  Add RADIUS user names or group names to your policies.

To enable and specify the RADIUS server(s) in your configuration, from Fireware XTM Web Ul:

1. Select Authentication > Servers.
The Authentication Servers page appears.
2. Select the RADIUS tab.
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e

10.

Authentication Servers

Firebox RADIUS SecurlD LDAP Active Directory
Help &

Befaore wou configure your XTM device to use a RADIUS authentication server, make sure the server can
successfully accept and process RADIUS authentication reguests.

Primary Server Settings Secondary Server Settings

J Enable RADIUS Server

Sawve Reset

Select the Enable RADIUS Server check box.

In the IP Address text box, type the IP address of the RADIUS server.

In the Port text box, make sure that the port number RADIUS uses for authentication appears. The
default port number is 1812. Older RADIUS servers might use port 1645.

In the Passphrase text box, type the shared secret between the XTM device and the RADIUS server.
The shared secret is case-sensitive, and it must be the same on the XTM device and the RADIUS
server.

In the ConfirmPassphrase text box, type the shared secret again.

Type or select the Timeout value.

The timeout value is the amount of time the XTM device waits for a response from the
authentication server before it tries to connect again.

In the Retries text box, type or select the number of times the XTM device tries to connect to the
authentication server (the timeout is specified above) before it reports a failed connection for one
authentication attempt.

In the Group Attribute text box, type or select an attribute value. The default group attribute is
FilterID, which is RADIUS attribute 11.

The group attribute value is used to set the attribute that carries the User Group information. You
must configure the RADIUS server to include the Filter ID string with the user authentication
message it sends to the XTM device. For example, engineerGroup or financeGroup. This information
is then used for access control. The XTM device matches the FilterID string to the group name
configured in the XTM device policies.
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11. Inthe Dead Time text box, type or select the amount of time after which an inactive server is
marked as active again. Select minutes or hours from the drop-down list to change the duration.

After an authentication server has not responded for a period of time, it is marked as inactive.
Subsequent authentication attempts will not try this server until it is marked as active again.

12. To add a backup RADIUS server, select the Secondary Server Settings tab, and select the Enable
Secondary RADIUS Server check box.

13. Repeat Steps 4-11 to configure the backup server. Make sure the shared secret is the same on the
primary and backup RADIUS server.

For more information, see Use a Backup Authentication Server on page 253.

14. Click Save.

How RADIUS Server Authentication Works

RADIUS is a protocol that was originally designed to authenticate remote users to a dial-in access server.
RADIUS is now used in a wide range of authentication scenarios. RADIUS is a client-server protocol, with the
XTM device as the client and the RADIUS server as the server. (The RADIUS client is sometimes called the
Network Access Server or NAS.) When a user tries to authenticate, the XTM device sends a message to the
RADIUS server. If the RADIUS server is properly configured to have the XTM device as a client, RADIUS
sends an accept or reject message back to the XTM device (the Network Access Server).

When the XTM device uses RADIUS for an authentication attempt:

1. The user tries to authenticate, either through a browser-based HTTPS connection to the XTM device
over port 4100, or through a connection using Mobile VPN with PPTP or IPSec. The XTM device
reads the user name and password.

2. The XTM device creates a message called an Access-Request message and sends it to the RADIUS
server. The XTM device uses the RADIUS shared secret in the message. The password is always
encrypted in the Access-Request message.

3. The RADIUS server makes sure that the Access-Request message is from a known client (the XTM
device). If the RADIUS server is not configured to accept the XTM device as a client, the server
discards the Access-Request message and does not send a message back.

4. If the XTM device is a client known to the RADIUS server and the shared secret is correct, the server
looks at the authentication method requested in the Access-Request message.

5. If the Access-Request message uses an allowed authentication method, the RADIUS server gets the
user credentials from the message and looks for a match in a user database. If the user name and
password match an entry in the database, the RADIUS server can get additional information about
the user from the user database (such as remote access approval, group membership, logon hours,
and so on).

6. The RADIUS server checks to see whether it has an access policy or a profile in its configuration that
matches all the information it has about the user. If such a policy exists, the server sends a response.

7. If any of the previous conditions fail, or if the RADIUS server has no matching policy, it sends an
Access-Reject message that shows authentication failure. The RADIUS transaction ends and the user
is denied access.

8. If the Access-Request message meets all the previous conditions, RADIUS sends an Access-Accept
message to the XTM device.

9. The RADIUS server uses the shared secret for any response it sends. If the shared secret does not
match, the XTM device rejects the RADIUS response.
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To see diagnostic log messages for authentication, Set the Diagnostic Log Level and change the log
level for the Authentication category.

10. The XTM device reads the value of any FilterID attribute in the message. It connects the user name
with the FilterID attribute to put the user in a RADIUS group.

11. The RADIUS server can put a large amount of additional information in the Access-Accept message.
The XTM device ignores most of this information, such as the protocols the user is allowed to use
(such as PPP or SLIP), the ports the user can access, idle timeouts, and other attributes.

12. The XTM device only requires the FilterID attribute (RADIUS attribute number 11). The FilterID is a
string of text that you configure the RADIUS server to include in the Access-Accept message. This
attribute is necessary for the XTM device to assign the user to a RADIUS group, however, it can
support some other Radius attributes such as Session-Timeout (RADIUS attribute number 27) and
Idle-Timeout (RADIUS attribute number 28).

For more information on RADIUS groups, see the subsequent section.

About RADIUS Groups

When you configure RADIUS authentication, you can set the Group Attribute number. Fireware XTM reads
the Group Attribute number from Fireware XTM Web Ul to tell which RADIUS attribute carries RADIUS
group information. Fireware XTM recognizes only RADIUS attribute number 11, FilterID, as the Group
Attribute. When you configure the RADIUS server, do not change the Group Attribute number from its
default value of 11.

When the XTM device gets the Access-Accept message from RADIUS, it reads the value of the FilterID
attribute and uses this value to associate the user with a RADIUS group. (You must manually configure the
FilterID in your RADIUS configuration.) Thus, the value of the FilterID attribute is the name of the RADIUS
group where the XTM device puts the user.

The RADIUS groups you use in Fireware XTM Web Ul are not the same as the Windows groups defined in
your domain controller, or any other groups that exist in your domain user database. A RADIUS group is only
a logical group of users the XTM device uses. Make sure you carefully select the FilterID text string. You can
make the value of the FilterID match the name of a local group or domain group in your organization, but
this is not necessary. We recommend you use a descriptive name that helps you remember how you
defined your user groups.

Practical Use of RADIUS Groups

If your organization has many users to authenticate, you can make your XTM device policies easier to
manage if you configure RADIUS to send the same FilterID value for many users. The XTM device puts those
users into one logical group so you can easily administer user access. When you make a policy in Fireware
XTM Web Ul that allows only authenticated users to access a network resource, you use the RADIUS Group
name instead of adding a list of many individual users.

For example, when Mary authenticates, the FilterID string RADIUS sends is Sales, so the XTM device puts
Mary in the Sales RADIUS group for as long as she is authenticated. If users John and Alice subsequently
authenticate, and RADIUS puts the same FilterID value Sales in the Access-Accept messages for John and
Alice, then Mary, John, and Alice are all in the Sales group. You can make a policy in Fireware XTM Web Ul
that allows the group Sales to access a resource.
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You can configure RADIUS to return a different FilterID, such as IT Support, for the members of your
internal support organization. You can then make a different policy to allow IT Support users to access
resources.

For example, you might allow the Sales group to access the Internet using a Filtered-HTTP policy. Then you
can filter their web access with WebBlocker. A different policy in Policy Manager can allow the IT Support
users to access the Internet with the Unfiltered-HTTP policy, so that they access the web without
WebBlocker filtering. You use the RADIUS group name (or user names) in the From field of a policy to show
which group (or which users) can use the policy.

Timeout and Retry Values

An authentication failure occurs when no response is received from the primary RADIUS server. After
three authentication attempts fail, Fireware XTM uses the secondary RADIUS server. This process is called
failover.

Note This number of authentication attempts is not the same as the Retry number. You cannot
change the number of authentication attempts before failover occurs.

The XTM device sends an Access-Request message to the first RADIUS server in the list. If there is no
response, the XTM device waits the number of seconds set in the Timeout box, and then it sends another
Access-Request. This continues for the number of times indicated in the Retry box (or until there is a valid
response). If there is no valid response from the RADIUS server, or if the RADIUS shared secret does not
match, Fireware XTM counts this as one failed authentication attempt.

After three authentication attempts fail, Fireware XTM uses the secondary RADIUS server for the next
authentication attempt. If the secondary server also fails to respond after three authentication attempts,
Fireware XTM waits ten minutes for an administrator to correct the problem. After ten minutes, Fireware
XTM tries to use the primary RADIUS server again.
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WPA and WPA2 Enterprise Authentication

To add another layer of security when your users connect to your wireless network, you can enable
enterprise authentication methods on your XTM wireless device. When you configure an enterprise
authentication method, the client must have the correct authentication method configured to successfully
connect to the XTM device. The XTM wireless device then sends authentication requests to the configured
authentication server (RADIUS server or Firebox-DB). If the authentication method information is not
correct, the user cannot connect to the device, and is not allowed access to your network.

In Fireware XTM v11.4 and later, the available enterprise authentication methods are WPA Enterprise and
WPA2 Enterprise. These authentication methods are based on the IEEE 802.1X standard, which uses the
EAP (Extensible Authentication Protocol) framework to enable user authentication to an external RADIUS
server or to your XTM device (Firebox-DB). The WPA Enterprise and WPA2 Enterprise authentication
methods are more secure than WPA/WPA?2 (PSK) because users must first have the correct authentication
method configured, and then authenticate with their own enterprise credentials instead of one shared key
that is known by everyone who uses the wireless access point.

You can use the WPA Enterprise and WPA2 Enterprise authentication methods with XTM wireless devices.
For more information about how to configure your XTM wireless device to use enterprise authentication,
see Set the Wireless Authentication Method on page 176.

Configure VASCO Server Authentication

VASCO server authentication uses the VACMAN Middleware or IDENTIKEY Server software to authenticate
remote users on a company network through a RADIUS or web server environment. VASCO also supports
multiple authentication server environments. The VASCO one-time password token system enables you to
eliminate the weakest link in your security infrastructure—the use of static passwords.

To use VASCO server authentication with your XTM device, you must:

= Add the IP address of the XTM device to the VACMAN Middleware or IDENTIKEY server, as
described in the documentation from your VASCO vendor.

= Enable and specify the VACMAN Middleware or IDENTIKEY server in your XTM device configuration.

m Add user names or group names to the policies in Policy Manager.

To configure VASCO server authentication, use the RADIUS server settings. The Authentication Servers
dialog box does not have a separate tab for VACMAN Middleware or IDENTIKEY servers.

From Fireware XTM Web Ul:

1. Select Authentication > Servers.

The Authentication Servers page appears.
2. Select the RADIUS tab.
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Authentication Servers

Firebox RADIUS SecurlD LDAP Active Directory

Help &

Befaore wou configure your XTM device to use a RADIUS authentication server, make sure the server can
successfully accept and process RADIUS authentication reguests.

Primary Server Settings Secondary Server Settings

J Enable RADIUS Server

Sawve Reset

3. Toenable the VACMAN Middleware or IDENTIKEY server, selectthe Enable RADIUS Server check box.
In the IP Address text box, type the IP address of the VACMAN Middleware or IDENTIKEY server.
5. In the Port text box, make sure that the port number VASCO uses for authentication appears. The
default port number is 1812.
6. Inthe Passphrase text box, type the shared secret between the XTM device and the VACMAN
Middleware or IDENTIKEY server.
The shared secret is case-sensitive, and it must be the same on the XTM device and the server.
7. In the Confirm text box, type the shared secret again.
8. In the Timeout text box, type or select the amount of time the XTM device waits for a response
from the authentication server before it tries to connect again.
9. In the Retries text box, type or select the number of times the XTM device tries to connect to the
authentication server before it reports a failed connection for one authentication attempt.
10. Type or select the Group Attribute value. The default group attribute is FilterID, which is VASCO
attribute 11.

e

The group attribute value is used to set which attribute carries the user group information. You must
configure the VASCO server to include the Filter ID string with the user authentication message it
sends to the XTM device. For example, engineerGroup or financeGroup. This information is then
used for access control. The XTM device matches the FilterID string to the group name configured in
the XTM device policies.

11. Inthe Dead Time text box, type or select the amount of time after which an inactive server is
marked as active again. Select minutes or hours from the drop-down list to change the duration.
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After an authentication server has not responded for a period of time, it is marked as inactive.
Subsequent authentication attempts do not try to connect to this server until it is marked as active
again.

12. To add a backup VACMAN Middleware or IDENTIKEY server, select the Secondary Server Settings
tab, and select the Enable Secondary RADIUS Server check box.

13. Repeat Steps 4-11 to configure the backup server. Make sure the shared secret is the same on the
primary and secondary VACMAN Middleware or IDENTIKEY server.

For more information, see Use a Backup Authentication Server on page 253.

14. Click Save.
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Configure SecurID Authentication

To use SecurlID authentication, you must configure the RADIUS, VASCO, and ACE/Server servers correctly.
The users must also have an approved SecurID token and a PIN (personal identification number). Refer to

the RSA SecurID documentation for more information.

From Fireware XTM Web Ul:

1. Select Authentication > Servers.
The Authentication Servers page appears.
2. Select the SecurlD tab.

Authentication Servers

Firebox RALDILS SecurlD LOAPF Active Dhrectory
Help &l
Before configuring the Firebax to point to SecurlD authentication server, makes sure that
the wusers can successfully autnehticate to the server.
Primary Server Settings Secondary Server Scttings
| Enable S&curs ArvE
IF Address
Port:  |1812 |5
Passphrase:
Confire
Timeout: |19 1= seconds
Timeout: 10 = seconds
Retnie :
|
Group Attnbute: i :
Dead Time: | + | hours -
Save Rexest

3. Select the Enable SecurlD Server check box.
In the IP Address text box, type the IP address of the SecurlID server.
5. Click the Port field up or down arrow to set the port number to use for SecurlD authentication.
The default number is 1812.
6. In the Passphrase text box, type the shared secret between the XTM device and the SecurID server.
The shared secret is case-sensitive and must be the same on the XTM device and the SecurID server.
7. In the Confirm text box, type the shared secret again.
8. In the Timeout text box, type or select the amount of time that the XTM device waits for a response
from the authentication server before it tries to connect again.
9. In the Retriestext box, type or select the number of times the XTM device tries to connect to the
authentication server before it reports a failed connection for one authentication attempt.
10. Inthe Group Attribute text box, type or select the group attribute value. We recommend that you
do not change this value.

s

User Guide 267

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Authentication

The group attribute value is used to set the attribute that carries the user group information. When
the SecurlID server sends a message to the XTM device that a user is authenticated, it also sends a
user group string. For example, engineerGroup or financeGroup. This information is then used for
access control.

11. Inthe Dead Time text box, type or select the amount of time after which an inactive server is
marked as active again. Select minutes or hours from the adjacent drop-down list to change the
duration.

After an authentication server has not responded for a period of time, it is marked as inactive.
Subsequent authentication attempts do not use this server until it is marked as active again, after the
dead time value is reached.

12. To add a backup SecurlD server, select the Secondary Server Settings tab, and select the Enable
Secondary SecurlD Server check box.

13. Repeat Steps 4-11 to configure the backup server. Make sure the shared secret is the same on the
primary and backup SecurlID servers.

For more information, see Use a Backup Authentication Server on page 253.

14. Click Save.
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Configure LDAP Authentication

You can use an LDAP (Lightweight Directory Access Protocol) authentication server to authenticate your
users with the XTM device. LDAP is an open-standard protocol for using online directory services, and it
operates with Internet transport protocols, such as TCP. Before you configure your XTM device for LDAP
authentication, make sure you check the documentation from your LDAP vendor to see if your installation
supports the memberOf (or equivalent) attribute. When you configure your primary and backup LDAP
server settings, you can select whether to specify the IP address or the DNS name of your LDAP server.

If your users authenticate with the LDAP authentication method, their distinguished names (DN) and
passwords are not encrypted. To use LDAP authentication and encrypt user credentials, you can select the
LDAPS (LDAP over SSL) option. When you use LDAPS, the traffic between the LDAP client on your XTM
device and your LDAP server is secured by an SSL tunnel. When you enable this option, you can also
choose whether to enable the LDAPS client to validate the LDAP server certificate, which prevents man-in-
the-middle attacks. If you choose to use LDAPS and you specify the DNS name of your server, make sure the
search base you specify includes the DNS name of your server. The standard LDAPS port is 636. For Active
Directory Global Catalog queries, the SSL portis 3269.

When you configure the LDAP authentication method, you set a search base to specify where in the
authentication server directories the XTM device can search for an authentication match. For example, if
your user accounts are in an OU (organizational unit) you refer to as accounts and your domain name is
example.com, your search base is ou=accounts,dc=example,dc=com.

From Fireware XTM Web Ul:

1. Select Authentication > Servers.
The Authentication Servers page appears.

2. Selectthe LDAP tab.

3. Select the Enable LDAPServer check box
The LDAP server settings are enabled.
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Authentication Servers

Firebox RADIUS SecurlD LDAP Active Directory

Help &

Before you configure your XTM device to use an LDAP authentication server, make sure your
users can successfully authenticate to the server.

Primary Server Settings Backup Server Settings

[+] Enable LDAP Server

1P Address [ DNS Name | DNS Hame -

Part

L
o
]

Search Base

Group String mizmberf

OM of Searching User

Password of Searching User

Login Attribute | wid L

Dead Time 10 |£,' minutes ¥ |

|| Enable LDAPS

| Optional Settings...

Save Resct

3. From the IP Address/DNS Name drop-down list, select whether to use the IP address or DNS name
to contact your primary LDAP server.

4. Inthe IP Address/DNS Name text box, type the IP address or DNS name of the primary LDAP server
for the XTM device to contact with authentication requests.

The LDAP server can be located on any XTM device interface. You can also configure your device to
use an LDAP server on a remote network through a VPN tunnel.

5. In the Port text box, select the TCP port number for the XTM device to use to connect to the LDAP
server. The default port number is 389.

If you enable LDAPS, you must select port 636.

6. Inthe Search Base text box, type the search base settings in the standard format: ou=organizational
unit,dc=first part of distinguished server name,dc=any part of the distinguished server name that
appears after the dot.

For example: ou=accounts,dc=example,dc=com
7. In the Group String text box, type the group string attribute.

This attribute string holds user group information on the LDAP server. On many LDAP servers, the
default group string is uniqueMember; on other servers, itis member.
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8. Inthe DN of Searching User text box, type the distinguished name (DN) for a search operation.

You can add any user DN with the privilege to search LDAP/Active Directory, such as Administrator.
Some administrators create a new user that only has searching privileges for use in this field.

9. In the Password of Searching User text box, type the password associated with the distinguished
name for a search operation.
10. Inthe Login Attribute text box, select a LDAP login attribute to use for authentication from the drop-
down list.

The login attribute is the name used for the bind to the LDAP database. The default login attribute is uid.
If you use uid, the DN of Searching User and the Password of Searching User text boxes can be empty.

11. In the Dead Time text box, type or select the amount of time after which an inactive server is
marked as active again. Select minutes or hours from the adjacent drop-down list to set the
duration.

After an authentication server has not responded for a period of time, it is marked as inactive.
Subsequent authentication attempts do not try this server until it is marked as active again.

12. To enable secure SSL connections to your LDAP server, select the Enable LDAPS check box.

13. To verify the certificate of the LDAP server is valid, select the Validate server certificate check box.

14. To specify optional attributes for the primary LDAP server, click Optional Settings.
For more information about how to configure optional settings, see the subsequent section.

15. To add a backup LDAP server, select the Secondary Server Settings tab, and select the Enable
Secondary LDAP Server check box.

16. Repeat Steps 3—14 to configure the backup server. Make sure the shared secret is the same on the
primary and backup LDAP servers.
For more information, see Use a Backup Authentication Server on page 253.

17. Click Save.

About LDAP Optional Settings

Fireware XTM can get additional information from the directory server (LDAP or Active Directory) when it
reads the list of attributesin the server’s search response. This lets you use the directory server to assign extra
parametersto the authenticated user sessions, such as timeouts and Mobile VPN with IPSec address
assignments. Because the datacomes from LDAP attributes associated with individual user objects, you are not
limited to the global settings in Fireware XTM Web Ul. You can set these parameters for each individual user.

For more information, see Use Active Directory or LDAP Optional Settings on page 280.
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Configure Active Directory Authentication

Active Directory is the Microsoft® Windows-based application of an LDAP directory structure. Active
Directory lets you expand the concept of domain hierarchy used in DNS to an organizational level. It keeps
information and settings for an organization in a central, easy-to-access database.You can use an Active
Directory authentication server to enable your users to authenticate to the XTM device with their current
network credentials. You must configure both your XTM device and the Active Directory server for Active
Directory authentication to work correctly.

When you configure Active Directory authentication, you can specify one or more Active Directory domains
that your users can select when they authenticate. For each domain, you can add up to two Active Directory
servers: one primary server and one backup server. If the first server you add fails, the second server is
used to complete authentication requests. When you add an Active Directory server, you can select
whether to specify the IP address or the DNS name of each server.

If you configure more than one Active Directory domain and you use Single Sign-On (SSO), to enable your
users to select from the available Active Directory domains and authenticate, your users must install the
SSO client. For more information, see About Single Sign-On (SSO) on page 242 and Install the WatchGuard
Single Sign-On (SSO) Client on page 245.

If your users authenticate with the Active Directory authentication method, their distinguished names (DN)
and passwords are not encrypted. To use Active Directory authentication and encrypt user credentials, you
can select the LDAPS (LDAP over SSL) option. When you use LDAPS, the traffic between the LDAPS client on
your XTM device and your Active Directory server is secured by an SSL tunnel. When you enable this
option, you can also choose whether to enable the LDAPS client to validate the Active Directory server
certificate. If you choose to use LDAPS and you specify the DNS name of your server, make sure the search
base you specify includes the DNS name of your server.

The Active Directory server can be located on any XTM device interface. You can also configure your XTM
device to use an Active Directory server available through a VPN tunnel. For more information, see
Authentication to an Active Directory Server Through a BOVPN Tunnel.

Before you begin, make sure your users can successfully authenticate to your Active Directory server. You
can then use Fireware XTM Web Ul to configure your XTM device. You can add, edit, or delete the Active
Directory domains and servers defined in your configuration.

Add an Active Directory Authentication Domain and Server

1. Select Authentication > Servers.

The Authentication Servers page appears.
2. Select the Active Directory tab.

The Active Directory settings appear.
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Authentication

Authentication Servers

Firebox RADIUS SecurlD LDAP Active Directory

Help &
Specify one o more Active Directory domains.
add
Save Reset
3. Click Add.
The Active Directory Domain page appears.
Active Directory Domain x

Before you configure the Firebox to use an Active Direchory authentication server, make sure
users can successfully authenticate to the server,

Darnain Marme

IF Address / DNS Mame 1P f DME Port Add

Search Base

Group String remberor

DM of Searching User

Password of Searching User

Login Attribute | sAMAccountName - |

Dzad Time 10 IL' minutes -

_| Enable LDAPE

Optional Settings... |

| oK Cancel |
I !
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4. In the Domain Name text box, type the domain name to use for this Active Directory server.
5. Click Add.
The Add IP/DNS Name page appears.

Add IP § DNS Mame b4
Choose Type | 1p Address = Port | 389 Ii
Hoszt [P
oK Cancel

L

6. From the Choose Type drop-down list, select IP Address or DNS Name.

7. Inthe Host IP or Host Name text box, type the IP address or DNS name of this Active Directory
server.

8. In the Port text box, type or select the TCP port number for the device to use to connect to the
Active Directory server.
The default port number is 389. If you enable LDAPS, you must select port 636.

If your Active Directory server is a global catalog server, it can be useful to change the default port.
For more information, see Change the Default Port for the Active Directory Server on page 279.

9. Click OK.
The IP address or DNS name you added appears in the Add Active Directory Domain page.
10. To add another Active Directory server to this domain, repeat Steps 3—9. You can add up to two
servers.
Make sure the shared secret is the same on all the Active Directory servers you specify.

For more information, see Use a Backup Authentication Server on page 253.
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Active Directory Domain b4

Before yvou configure the Firebox to use an Active Directory authentication server, make sure
users can successfully authenticate to the server.

Dormain Mame example.com

1P address S DNS Manne IF f DMS Port
20.50.50.1 389
50.50.50.11 389

Search Base

Group String  memberof

DM of Searching User

Password of Searching Usar
Lagin Attribite ¥ SAMACCoURtName -
Dead Tirme |10 E | minutes ¥

| | Enable LD&PS

Dptional Settings...

[ oK [ Cancel |

11. Inthe Search Base text box, type the location in the directory to begin the search.

The standard format for the search base setting is: ou=<name of organizational unit>,dc=<first part
of the distinguished server name>,dc=<any part of the distinguished server name that appears after
the dot>.

To limit the directories on the authentication server where the XTM device can search for an
authentication match, you can set a search base. We recommend that you set the search base to the
root of the domain. This enables you to find all users and all groups to which those users belong.

For more information, see Find Your Active Directory Search Base on page 278.

12. Inthe Group String text box, type the attribute string that is used to hold user group information on
the Active Directory server. If you have not changed your Active Directory schema, the group string
is always memberof.

13. Inthe DN of Searching User text box, type the distinguished name (DN) for a search operation.

If you keep the login attribute of sAMAccountName, you do not have to type anything in this text box.

If you change the login attribute, you must add a value in the DN of Searching User text box. You can
use any user DN with the privilege to search LDAP/Active Directory, such as Administrator.
However, a weaker user DN with only the privilege to search is usually sufficient.
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14. In the Password of Searching User text box, type the password associated with the distinguished
name for a search operation.

15. Inthe Login Attribute drop-down list, select an Active Directory login attribute to use for
authentication.

The login attribute is the name used for the bind to the Active Directory database. The default login
attribute is sSAMAccountName. If you use sAMAccountName, you do not have to specify a value for
the DN of Searching User and Password of Searching User settings.

16. Inthe Dead Time textbox, type or selectatime after which an inactive server is marked as active again.
17. From the Dead Time drop-down list, select minutes or hours to set the duration.

After an authentication server has not responded for a period of time, it is marked as inactive.
Subsequent authentication attempts do not try this server until it is marked as active again.

18. Toenable secure SSL connectionsto your Active Directory server, selectthe Enable LDAPS check box.

19. To verify the certificate of the Active Directory server is valid, select the Validate server certificate
check box.

20. To specify optional attributes for the primary LDAP server, click Optional Settings.

For more information about how to configure optional settings, see the subsequent section.

21. To add another Active Directory domain, repeat Steps 3—20. Make sure the shared secret is the
same on all the Active Directory domains you specify.
22. Click Save.

About Active Directory Optional Settings

Fireware XTM can get additional information from the directory server (LDAP or Active Directory) when it
reads the list of attributes in the server’s search response. This lets you use the directory server to assign extra
parametersto the authenticated user sessions, such as timeouts and Mobile VPN with IPSec address
assignments. Because the data comes from LDAP attributes associated with individual user objects, you are not
limited to the global settings in Fireware XTM Web Ul. You can set these parameters for each individual user.

For more information, see Use Active Directory or LDAP Optional Settings on page 280.

Edit an Existing Active Directory Domain

When you edit an Active Directory domain, you cannot change the details of the Active Directory servers
configured in the domain. Instead, you must add a new server. If there are two servers in the list, you must
remove one of the servers before you can add a new one.

From the Authentication Servers page:

1. Inthe Active Directory domains list, select the server to change.
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Authentication Servers

Firebox RADIUS SecurlD LDAP Active Directory

Help &
Specify one o more Active Directory domains.

Achive Direckory add
example.com Edit |
L J

Remove
Save Reset
2. Click Edit.
The Edit Active Directory Domain page appears.
Active Directory Domain .4

Before you configure the Firebox to wse an Achive Direckory authentication server, make sure
users can successfully authenticate to the server.

Damain Mame example.com

IP dddress / DNE Mame IP f DNS Part add

cxample.com age

Search Base do=axzample,dc=com

Group String rnemberCf

DM of Searching User

Password of Searching User

Login Attribute | sAMAccountName |

-

Dezad Time 17 [+ minutes ~
| SR —

_| Enable LOAPS

Optional Settings... |

[ 0K | Cancel
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3. To add an IP address or DNS name to the server for this domain, click Add and follow the
instructions in Steps 5—9 of the previous section.

4. Toremove an IP address or DNS name from the server for this domain, select the entry in the IP
Address / DNS Name list and click Remove.

5. Update the settings for your Active Directory server.

Delete an Active Directory Domain

From the Authentication Servers page:

1. Inthe Active Directory domains list, select the domain to delete.
2. Click Remove.
The server is removed from the list.

Find Your Active Directory Search Base

When you configure your XTM device to authenticate users with your Active Directory server, you add a
search base. The search base is the place the search starts in the Active Directory hierarchical structure for
user account entries. This can help to make the authentication procedure faster.

Before you begin, you must have an operational Active Directory server that contains account information
for all users for whom you want to configure authentication on the XTM device.

From your Active Directory server:

1. Select Start > Administrative Tools > Active Directory Users and Computers.
2. In the Active Directory Users and Computers tree, find and select your domain name.
3. Expand the tree to find the path through your Active Directory hierarchy.

Domain name components have the format dc=domain name component, are appended to the end
of the search base string, and are also comma-delimited.

For each level in your domain name, you must include a separate domain name component in your
Active Directory search base. For example, if your domain name is prefix.example.com, the domain
name component in your search base is DC=prefix,DC=example,DC=com.

To make sure that the Active Directory search can find any user object in your domain, specify the root of
the domain. For example, if your domain name is kunstlerandsons.com, and you want the Active Directory
search to find any user object in the entire domain, the search base string to add is:

dc=kunstlerandsons,dc=com.

If you want to limit the search to begin in some container beneath the root of the domain, specify the fully-
qualified name of the container in comma-delimited form, starting with the name of the base container and
progressing toward the root of the domain. For example, assume your domain in the tree looks like this
after you expand it:

Also assume that you want the Active Directory search to begin in the Sales container that appears in the
example. This enables the search to find any user object inside the Sales container, and inside any
containers within the Sales container.

The search base string to add in the XTM device configuration is:

ou=sales,ou=accounts,dc=kunstlerandsons,dc=com
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The search string is not case-sensitive. When you type your search string, you can use either uppercase or
lowercase letters.

This search does not find user objects inside the Development or Admins containers, or inside the Builtin,
Computers, Domain Controllers, ForeignSecurityPrincipals, or Users containers.

DN of Searching User and Password of Searching User Fields

You must complete these fields only if you select an option for the Login Attribute that is different from the
default value, sSAMAccountName. Most organizations that use Active Directory do not change this. When
you leave this field at the default sSAMAccountName value, users supply their usual Active Directory login
names for their user names when they authenticate. This is the name you see in the User logon name text
box on the Account tab when you edit the user account in Active Directory Users and Computers.

If you use a different value for the Login Attribute, a user who tries to authenticate gives a different form of
the user name. In this case, you must add Searching User credentials to your XTM device configuration.

Change the Default Port for the Active Directory Server

If your WatchGuard device is configured to authenticate users with an Active Directory (AD) authentication
server, it connects to the Active Directory server on the standard LDAP port by default, which is TCP port
389. If the Active Directory servers that you add to your WatchGuard device configuration are set up to be
Active Directory global catalog servers, you can tell the WatchGuard device to use the global catalog port—
TCP port 3268 —to connect to the Active Directory server.

A global catalog server is a domain controller that stores information about all objects in the forest. This
enables the applications to search Active Directory, but not have to refer to specific domain controllers that
store the requested data. If you have only one domain, Microsoft recommends that you configure all
domain controllers as global catalog servers.

If the primary or secondary Active Directory server you use in your WatchGuard device configuration is also
configured as a global catalog server, you can change the port the WatchGuard device uses to connect to
the Active Directory server to increase the speed of authentication requests. However, we do not
recommend that you create additional Active Directory global catalog servers just to speed up
authentication requests. The replication that occurs among multiple global catalog servers can use
significant bandwidth on your network.

Configure the XTM Device to Use the Global Catalog Port

1. From Fireware XTM Web U, select Authentication > Servers.
The Authentication Servers page appears.
2. Select the Active Directory tab.

3. In the Port text box, clear the contents and type 3268.
4. Click Save.
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Find Out if Your Active Directory Server is Configured as a Global
Catalog Server

1. Select Start > Administrative Tools > Active Directory Sites and Services.
Expand the Sites tree and find the name of your Active Directory server.
3. Right-click NTDS Settings for your Active Directory server and select Properties.

If the Global Catalog check box is selected, the Active Directory server is configured to be a global
catalog.

Use Active Directory or LDAP Optional Settings

When Fireware XTM contacts the directory server (Active Directory or LDAP) to search for information, it
can get additional information from the list of attributes in the search response returned by the server. This
lets you use the directory server to assign extra parameters to the authenticated user session, such as
timeouts and Mobile VPN address assignments. Because the data comes from LDAP attributes associated
with individual user objects, you can set these parameters for each individual user and you are not limited
to the global settings in Fireware XTM Web Ul.

Before You Begin

To use these optional settings you must:

m Extend the directory schema to add new attributes for these items.
m Make the new attributes available to the object class that user accounts belong to.
m Give values to the attributes for the user objects that should use them.

Make sure you carefully plan and test your directory schema before you extend it to your directories.
Additions to the Active Directory schema, for example, are generally permanent and cannot be undone.
Use the Microsoft® web site to get resources to plan, test, and implement changes to an Active Directory
schema. Consult the documentation from your LDAP vendor before you extend the schema for other
directories.

Specify Active Directory or LDAP Optional Settings

You can use Fireware XTM Web Ul to specify the additional attributes Fireware XTM looks for in the search
response from the directory server.

1. Select Authentication > Servers.
The Authentication Servers page appears.
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Authentication Servers

Firebox RADIUS SacurlD LDAF Active Directory

Help &
| Enable Firebox Internal Database
Users
Add...
Groups
A,
Save Reget

2. Click the LDAP tab or the Active Directory tab and make sure the server is enabled.
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Authentication Servers

Firebox RADIUS SecurlD LDAP Active Directory

Help &

Before you configure your XTM device to use an LDAP authentication server, make sure your
users can successfully authenticate to the server.

Primary Server Settings Backup Server Settings

[+] Enable LDAP Server

1P Address [ DNS Name | DNS Hame -

Part 389 Iz

Search Base

Group String | memberOf

OM of Searching User

Password of Searching User

Login Attribute I wid L

J

Dead Time 10 E}Il minutes -

|| Enable LDAPS

l Optional Settings...
J

Save Resct

3. Click Optional Settings.
The Server Optional Settings page appears.
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Authentication Servers

Firebox RADIUS SecurlD LDAP Active Directory

Help &

Before you configure your XTM device to use an LDAP authentication server, make sure your
users can successfully authenticate to the server.

Primary Server Settings Backup Server Settings

LDAP Server Optional Settings

IF Attribute String
Metmask Attribute String

DNS Attribute String

WINS Attribute String

Lease Time Attribute String

Idle Timeout Attribute String

l Return to Main Settings |

Sawve Resct

4. Type the attributes you want to include in the directory search in the string fields.
IP Attribute String
This field applies only to Mobile VPN clients.

Type the name of the attribute for Fireware XTM to use to assign a virtual IP address to the
Mobile VPN client. This must be a single-valued attribute and an IP address in decimal format.
The IP address must be within the pool of virtual IP addresses you specify when you create the
Mobile VPN Group.

If the XTM device does not see the IP attribute in the search response or if you do not specify
an attribute in Fireware XTM Web Ul, it assigns the Mobile VPN client a virtual IP address from
the virtual IP address pool you create when you make the Mobile VPN Group.

Netmask Attribute String
This field applies only to Mobile VPN clients.

Type the name of the attribute for Fireware XTM to use to assign a subnet mask to the Mobile
VPN client’s virtual IP address. This must be a single-valued attribute and a subnet mask in
decimal format.

The Mobile VPN software automatically assigns a netmask if the XTM device does not see the
netmask attribute in the search response or if you do not specify one in Fireware XTM Web Ul.

DNS Attribute String

This field applies only to Mobile VPN clients.
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Type the name of the attribute Fireware XTM uses to assign the Mobile VPN client one or more
DNS addresses for the duration of the Mobile VPN session. This can be a multi-valued attribute
and must be a normal dotted-decimal IP address. If the XTM device does not see the DNS
attribute in the search response, or if you do not specify an attribute in Fireware XTM Web Ul, it
uses the WINS addresses you enter when you Configure WINS and DNS Servers.

WINS Attribute String
This field applies only to Mobile VPN clients.

Type the name of the attribute Fireware XTM should use to assign the Mobile VPN client one or
more WINS addresses for the duration of the Mobile VPN session. This can be a multi-valued
attribute and must be a normal dotted-decimal IP address. If the XTM device does not see the
WINS attribute in the search response or if you do not specify an attribute in Fireware XTM
Web Ul, it uses the WINS addresses you enter when you Configure WINS and DNS Servers.

Lease Time Attribute String
This applies to Mobile VPN clients and to clients that use Firewall Authentication.

Type the name of the attribute for Fireware XTM to use to control the maximum duration a
user can stay authenticated (session timeout). After this amount of time, the user is removed
from the list of authenticated users. This must be a single-valued attribute. Fireware XTM
interprets the attribute’s value as a decimal number of seconds. It interprets a zero value as
never time out.

Idle Timeout Attribute String
This applies to Mobile VPN clients and to clients that use Firewall Authentication.

Type the name of the attribute Fireware XTM uses to control the amount of time a user can stay
authenticated when no traffic is passed to the XTM device from the user (idle timeout). If no
traffic passes to the device for this amount of time, the user is removed from the list of
authenticated users. This must be a single-valued attribute. Fireware XTM interprets the
attribute’s value as a decimal number of seconds. It interprets a zero value as never time out.

5. Click Save.
The attribute settings are saved.

Use a Local User Account for Authentication

Any user can authenticate as a Firewall user, PPTP user, or Mobile VPN user, and open a PPTP or Mobile
VPN tunnel if PPTP or Mobile VPN is enabled on the XTM device. However, after authentication or a tunnel
has been successfully established, users can send traffic through the VPN tunnel only if the traffic is allowed
by a policy on the XTM device. For example, a Mobile VPN-only user can send traffic through a Mobile VPN
tunnel. Even though the Mobile VPN-only user can authenticate and open a PPTP tunnel, he or she cannot
send traffic through that PPTP tunnel.

If you use Active Directory authentication and the group membership for a user does not match your Mobile
VPN policy, you can see an error message that says Decrypted traffic does not match any policy. If you see
this error message, make sure that the user isin agroup with the same name as your Mobile VPN group.

284 Fireware XTM Web Ul

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Authentication

Use Authorized Users and Groups in Policies

You can use specified user and group names when you create policies in Fireware XTM Web Ul. For
example, you can define all policies to only allow connections for authenticated users. Or, you can limit
connections on a policy to particular users.

The term authorized users and groups refers to users and groups that are allowed to access network
resources.

Define Users and Groups for Firebox Authentication

If you use your XTM device as an authentication server and want to define users and groups that
authenticate to the XTM device, see Define a New User for Firebox Authentication on page 256 and Define a
New Group for Firebox Authentication on page 258.

Define Users and Groups for Third-Party Authentication

You can use Fireware XTM Web Ul to define the users and groups to use for third-party authentication.
When you create a group, if you use more than one Active Directory domain for authentication, you must
specify the domain that you want users in the group to use to authenticate.

1. Create a group on your third-party authentication server that contains all the user accounts on your
system.

2. Select Authentication > Users and Groups.
The Authentication Users and Groups page appears.

Authentication Users and Groups

Halp &
Users and Groups
Cefre wsars and groups o use i policies and allases. Make surg the user
or group rame you add matches 3 user o group already configured
on your suthertication serve
Hanar Tyne Auth, Sprver | Doscription
Renove
Type ! Groug = a Al
i

=5 L

auth. Server i | Ay -
Sawve Rezet

3. Type auser or group name you created on the authentication server.
4. (Optional) Type a description for the user or group.
5. Select Group or User.
6. From the Auth Server drop-down list, select your authentication server type.
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Available options include Any, Firebox-DB, RADIUS , SecurlD, LDAP, or Active Directory. For
authentication through a RADIUS or VACMAN Middleware server, select RADIUS. For Active
Directory authentication, select the specific domain to use for this user or group.

7. Click Add.
8. Click Save.

Add Users and Groups to Policy Definitions

Any user or group that you want to use in your policy definitions must be added as an authorized user. All
users and groups you create for Firebox authentication, and all Mobile VPN users, are automatically added
to the list of authorized users and groups on the Authorized Users and Groups dialog box. You can add any
users or groups from third-party authentication servers to the authorized user and group list with the
previous procedure. You are then ready to add users and groups to your policy configuration.

1. From Fireware XTM Web Ul, select Firewall > Firewall Policies.
The Firewall Policies page appears.
2. Selecta policy from the list and click Edit.
Or, double-click a policy.
The Policy Configuration page appears.
3. On the Policy tab, below the From box, click Add.
The Add Address dialog box appears.
4. Click Add User.
The Add Authorized Users or Groups dialog box appears.

5. From the left Type drop-down list, select whether the user or group is authorized as a Firewall,
PPTP, or SSL VPN user.

For more information on these authentication types, see Types of Firebox Authentication on page 254.

6. From the right Type drop-down list, select either User or Group.
7. If your user or group appears in the Groups list, select the user or group and click Select.
The Add Address dialog box reappears with the user or group in the Selected Members or Addresses box.

Click OK to close the Edit Policy Properties dialog box.

8. If your user or group does not appear in the Groups list, see Define a New User for Firebox
Authentication on page 256, Define a New Group for Firebox Authentication on page 258, or the
previous Define users and groups for third-party authentication procedure, and add the user or
group.

After you add a user or group to a policy configuration, Fireware XTM Web Ul automatically adds a
WatchGuard Authentication policy to your XTM device configuration. Use this policy to control access to the
authentication portal web page.

For instructions to edit this policy, see Use Authentication to Restrict Incoming Traffic on page 236.
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12 Policies

About Policies

The security policy of your organization is a set of definitions to protect your computer network and the
information that goes through it. The XTM device denies all packets that are not specifically allowed. When
you add a policy to your XTM device configuration file, you add a set of rules that tell the XTM device to
allow or deny traffic based upon factors such as source and destination of the packet or the TCP/IP port or
protocol used for the packet.

As an example of how a policy could be used, suppose the network administrator of a company wants to log
in remotely to a web server protected by the XTM device. The network administrator manages the web
server with a Remote Desktop connection. At the same time, the network administrator wants to make
sure that no other network users can use Remote Desktop. To create this setup, the network administrator
adds a policy that allows RDP connections only from the IP address of the network administrator's desktop
computer to the IP address of the web server.

A policy can also give the XTM device more instructions on how to handle the packet. For example, you can
define logging and notification settings that apply to the traffic, or use NAT (Network Address Translation) to
change the source IP address and port of network traffic.

Packet Filter and Proxy Policies

Your XTM device uses two categories of policies to filter network traffic: packet filters and proxies. A packet
filter examines each packet’s IP and TCP/UDP header. If the packet header information is legitimate, then
the XTM device allows the packet. Otherwise, the XTM device drops the packet.

A proxy examines both the header information and the content of each packet to make sure that
connections are secure. This is also called deep packet inspection. If the packet header information is
legitimate and the content of the packet is not considered a threat, then the XTM device allows the packet.
Otherwise, the XTM device drops the packet.
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Add Policies to Your XTM device

The XTM device includes many pre-configured packet filters and proxies that you can add to your
configuration. For example, if you want a packet filter for all Telnet traffic, you add a pre-defined Telnet
policy that you can modify for your network configuration. You can also make a custom policy for which you
set the ports, protocols, and other parameters.

When you configure the XTM device with the Quick Setup Wizard, the wizard adds several packet filters:
Outgoing (TCP-UDP), FTP, ping, and up to two WatchGuard management policies. If you have more software
applications and network traffic for the XTM device to examine, you must:

m Configure the policies on your XTM device to let the necessary traffic through

m Set the approved hosts and properties for each policy

m Balance the requirement to protect your network against the requirements of your users to get
access to external resources

We recommend that you set limits on outgoing access when you configure your XTM device.

Note In all documentation, we refer to both packet filters and proxies as policies. Information on
policies refers to both packet filters and proxies unless otherwise specified.
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About the Policies Pages

The policies included in your current XTM device configuration appear on the Firewall Policies and Mobile
VPN Policies pages. From these pages you can see configuration information, such as source and destination
addresses, assigned ports, policy-based routing, and application control settings, as well as whether
notification, scheduling, and QoS/Traffic Management are configured. You can also add, edit, and delete

policies on these pages.
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By default, Fireware XTM Web Ul sorts policies from the most specific to the most general. The order
determines how traffic flows through the policies.

To set the policy order manually, adjacent to Auto-Order mode is enabled, click Disable.

For more information on policy order, see About Policy Precedence.

For more information about how to add policies, see Add Policies to Your Configuration on page 291.

This information appears for each policy:

Action

The action taken by the policy for traffic that matches the policy definition. The symbols in this
column also indicate whether the policy is a packet filter policy or a proxy policy, and the settings
that are configured for the policy:

= v | — Packet filter policy; traffic is allowed

- X Packet filter policy; traffic is denied

. @' — Disabled packet filter policy

User Guide

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295

289

Fax: +44 (0)1245 808299



Policies

« U Proxy policy; traffic is allowed
- 9 _ Proxy policy; traffic is denied
- C' — Disabled proxy policy

e — Application Control is configured
i
[ ]

= | —Traffic Management/ QoS is configured

o [E — Scheduling is configured

® = — Logging is enabled

= |8 — Notification is enabled
Policy Name
Name of the policy, as defined in the Name text box on the Policy Configuration page.
Policy Type

The protocol that the policy manages. Packet filters include the protocol name only. Proxies include
the protocol name and -proxy. ALGs include the protocol name and -ALG.

From
The source addresses for this policy.
To
The destination addresses for this policy.
Port
Protocols and ports used by the policy.
PBR
The interface numbers that are used for failover in the policy-based routing settings for the policy.
Application Control
The Application Control action enabled for the policy.

For more information, see Enable Application Control in a Policy.

290 Fireware XTM Web Ul

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Policies

Add Policies to Your Configuration

To add a firewall or Mobile VPN policy:

1. Select Firewall > Firewall Policies or Firewall > Mobile VPN Policies.
The Policies page you selected appears.
2. Click &,
Expand the list of packet filters or policies to find a protocol or port.
4. For a packet filter, select a policy type.
For a proxy, select a policy type and from the Proxy action drop-down list, select the Client or
Server option.
For a Mobile VPN policy, first select a Mobile VPN group, then select the policy type.
5. Click Add policy

w

The XTM device includes a default definition for each policy included in the XTM device configuration file.
The default definition consists of settings that are appropriate for most installations. However, you can
modify them for your particular business purposes, or if you want to include special policy properties such
as Traffic Management actions and operating schedules.

After you add a policy to your configuration, you define rules to:

m Set allowed traffic sources and destinations

m  Make filter rules

m Enable or disable the policy

m Configure properties such as Traffic Management, NAT, and logging

For more information on policy configuration, see About Policy Properties on page 306.

Add a Policy from the List of Templates

Your XTM device includes a default definition for each policy included in the XTM device configuration. The
default definition settings are appropriate for most installations, however, you can modify them to include
special policy properties, such as QoS actions and operating schedules.

On the Add Policy page:

1. Expand the Packet Filters, Proxies, or Custom folder.
A list of templates for packet filter or proxy policies appears.
2. Selecta policy and click Add Policy.
The Policy Configuration page appears, with the Policy tab selected.
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Policy Configuration

Name  HTTP-prosy |#] Enable
Application Conbrol Action Mone -

Proxy Action HTTP-Client v

Policy Properties Advanced

Help &

Connections are | allowed v
From
Any-Trusted

Add
To
Any-External

Add

Sawve Cancel

3. To change the name of the policy, in the Name text box, type a new name.
4. Configure the access rules and other settings for the policy.
5. Click Save.

For more information on policy properties, see About Policy Properties on page 306.
For more information about how to configure proxy actions, see About Proxy Actions.

For more information about how to configure application control actions, see Configure Application Control
Actions.
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When you configure the access rules for your policy, you can choose to use an alias. For more information
about aliases, see About Aliases on page 294 and Create an Alias on page 295.

Disable or Delete a Policy

As your network security requirements change, you can disable or delete the policies in your configuration.
To disable a policy:

1. Select Firewall > Firewall Policies or Firewall > Mobile VPN Policies.
The Policy Configuration page appears.

2. Select the policy and click &
3. Clear the Enable check box.
4. Click Save.

Delete a Policy

To delete a policy:

1. Select Firewall > Firewall Policies or Firewall > Mobile VPN Policies.
Select the policy and click i
A confirmation message appears.

3. Click Yes.

Your configuration changes are saved automatically.
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About Aliases

An alias is a shortcut that identifies a group of hosts, networks, or interfaces. When you use an alias, it is easy
to create a security policy because the XTM device allows you to use aliases when you create policies.

Default aliases in Fireware XTM Web Ul include:

m Any — Any source or destination aliases that correspond to XTM device interfaces, such as Trusted
or External.

m Firebox — An alias for all XTM device interfaces.

= Any-Trusted — An alias for all XTM device interfaces configured as Trusted interfaces, and any
network you can get access to through these interfaces.

m  Any-External — An alias for all XTM device interfaces configured as External, and any network you
can get access to through these interfaces.

m Any-Optional — Aliases for all XTM device interfaces configured as Optional, and any network you
can get access to through these interfaces.

= Any-BOVPN — An alias for any BOVPN (IPSec) tunnel.
When you use the BOVPN Policy wizard to create a policy to allow traffic through a BOVPN tunnel,
the wizard automatically creates .in and .out aliases for the incoming and outgoing tunnels.

Alias names are different from user or group names used in user authentication. With user authentication,
you can monitor a connection with a name and not as an IP address. The person authenticates with a user
name and a password to get access to Internet protocols.

For more information about user authentication, see About User Authentication on page 233.

Alias Members

You can add these objects to an alias:

= HostIP

= Network IP

= Arange of host IP addresses

= DNS name for a host

m Tunnel address — defined by a user or group, address, and name of the tunnel

m Custom address — defined by a user or group, address, and XTM device interface
= Another alias

= An authorized user or group
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Create an Alias

To create an alias to use with your security policies:

1. Select Firewall > Aliases.
The Aliases page appears.

Aliases

Help @

Add, edit or remove an alias. Use canuse an alias to identify a group of
hasks ar nebwoarks with one umgue REme.

Aliases Add
Firgbos
Any-Ewternzl
Any=Trasted
Any- CHption s
Aipy- BCWVEN
Extainal
Truzbed
Extermal-2
Exarmpls
Brdge 10O

Bridgs Z0Q

2. Click Add.
The Add Alias page appears.
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Aliases

Help &
Add Allas

Aias Nama

Depoription

Add Member

Rermawve Hember

Sawo Cancel

3. In the Alias Name text box, type a unique name to identify the alias.
This name appears in lists when you configure a security policy.

4. In the Description text box, type a description of the alias.

5. Click Save.

Add an Address, Address Range, DNS Name, User, Group, or Another
Alias to the Alias

1. Inthe Add Alias dialog box, click Add Member.
The Add Member dialog box appears.
2. From the Member type drop-down list, select the type of member you want to add.
3. Type the address or name in the adjacent text box, or select the user or group.
4. Click OK.
The new member appears in the Alias Members section of the Add Alias page.
5. To add more members, repeat Steps 1-4.
6. Click Save.
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Edit an Alias

You can edit user-defined aliases from the Aliases page.
To edit an alias from the Aliases page:

1. Select Firewall > Aliases.
The Aliases page appears.

Aliases

Help @

4dd, edit or remove an alias. Use canuse an alias ta identify a group of
hasts ar nebworks with one ungue Reme.

Aliasse Add
Firgbox
Ang-Escternal
Any=Trusbed
Any-Cptions
Any- BOVEN
External
Truzbed
Extermal-2
Exarmpls
Bridge 104

@ridgs 200

2. From the Aliases list, select the user-defined alias to change.
3. Click Edit.

The Edit Alias page appears.
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Aliases

Help &
Edit alias

alias name dilias_Test

Dagoription

Alias Hembers
Test_Uzarmacive Directory] | Add Member [

Renowve Membore
L )

LZave Cancel

4, To add a member to the Alias Members list, click Add Member.
For more information, see the previous sections.

To remove a member from the Alias Members list, select the entry and click Remove Member

5. Click Save.
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About Policy Precedence

Precedence is the sequence in which the XTM device examines network traffic and applies a policy rule.
The XTM device automatically sorts policies from the most detailed to the most general. It compares the
information in the packet to the list of rules in the first policy. The first rule in the list to match the
conditions of the packet is applied to the packet. If the detail level in two policies is equal, a proxy policy
always takes precedence over a packet filter policy.

Automatic Policy Order

The XTM device automatically gives the highest precedence to the most specific policies and the lowest to
the least specific. The XTM device examines specificity of the subsequent criteria in the following order. If it
cannot determine the precedence from the first criterion, it moves to the second, and so on.

Policy specificity

Protocols set for the policy type

Traffic rules of the To list

Traffic rules of the From list

Firewall action (Allowed, Denied, or Denied (send reset)) applied to the policies
Schedules applied to the policies

Alphanumeric sequence based on policy type

Alphanumeric sequence based on policy name

N Uk wN PR

The subsequent sections include more details about what the XTM device does within these eight steps.

Policy Specificity and Protocols

The XTM device uses these criteria in sequence to compare two policies until it finds that the policies are
equal, or that one is more detailed than the other.

1. An Any policy always has the lowest precedence.
Check for the number of TCP 0 (any) or UDP 0 (any) protocols. The policy with the smaller number
has higher precedence.

3. Check for the number of unique ports for TCP and UDP protocols. The policy with the smaller
number has higher precedence.

4. Add up the number of unique TCP and UDP ports. The policy with the smaller number has higher
precedence.

5. Score the protocols based on their IP protocol value. The policy with the smaller score has higher
precedence.

If the XTM device cannot set the precedence when it compares the policy specificity and protocols, it

examines traffic rules.

Traffic Rules

The XTM device uses these criteria in sequence to compare the most general traffic rule of one policy with
the most general traffic rule of a second policy. It assigns higher precedence to the policy with the most
detailed traffic rule.
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Host address

IP address range (smaller than the subnet being compared to)
Subnet

IP address range (larger than the subnet being compared to)
Authentication user name

Authentication group

Interface, XTM device

Any-External, Any-Trusted, Any-Optional

Any

W oOoNOUEWDNR

For example, compare these two policies:
(HTTP-1) From: Trusted, userl
(HTTP-2) From: 10.0.0.1, Any-Trusted

Trusted is the most general entry for HTTP-1. Any-Trusted is the most general entry for HTTP-2. Because
Trusted is included in the Any-Trusted alias, HTTP-1 is the more detailed traffic rule. This is correct despite
the fact that HTTP-2 includes an IP address, because the XTM device compares the most general traffic rule
of one policy to the most general traffic rule of the second policy to set precedence.

If the XTM device cannot set the precedence when it compares the traffic rules, it examines the firewall
actions.

Firewall Actions

The XTM device compares the firewall actions of two policies to set precedence. Precedence of firewall
actions from highest to lowest is:

1. Denied or Denied (send reset)
2. Allowed proxy policy
3. Allowed packet-filter policy

If the XTM device cannot set the precedence when it compares the firewall actions, it examines the
schedules.

Schedules

The XTM device compares the schedules of two policies to set precedence. Precedence of schedules from
highest to lowest is:

1. Always off
2. Sometimes on
3. Alwayson

If the XTM device cannot set the precedence when it compares the schedules, it examines the policy types
and names.
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Policy Types and Names

If the two policies do not match any other precedence criteria, the XTM device sorts the policies in
alphanumeric sequence. First, it uses the policy type. Then, it uses the policy name. Because no two policies
can be the same type and have the same name, this is the last criteria for precedence.

Set Precedence Manually

You can disable Auto-Order mode to switch to manual-order mode and change the policy precedence for
your XTM device or template.

1. Select Firewall > Firewall Policies.
The Firewall Policies page appears.
2. Adjacent to Auto-Order mode is enabled, click Disable.
A confirmation message appears.
3. Click Yes to confirm that you want to switch to manual-order mode.
4. To change the order of a policy, select it and drag it to the new location.
Or, select a policy and click Move Up or Move Down to move it higher or lower in the list.
5. Click Save.
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Create Schedules for XTM Device Actions

A schedule is a set of times for which a feature is active or disabled. You must use a schedule if you want a
policy or WebBlocker action to automatically become active or inactive at the times you specify. You can
apply a schedule you create to more than one policy or WebBlocker action if you want those policies or
actions to be active at the same times.

For example, an organization wants to restrict certain types of network traffic during normal business hours.
The network administrator could create a schedule that is active on weekdays, and set each policy in the
configuration to use the same schedule.

To create a schedule:

1. Select Firewall > Scheduling.
The Scheduling page appears.
2. To create a new schedule, click Add.
To modify a schedule, select the schedule and click Edit.
The Schedule Settings page appears.
3. For anew schedule, in the Name text box, type a descriptive name for the schedule.
You cannot modify the name of a saved schedule.
4. Select the times for the schedule to operate for each day of the week.
5. Click Save.

Set an Operating Schedule

You can set an operating schedule for a policy so that it runs at the times you specify. Schedules can be
shared by more than one policy.

To modify a policy schedule:

1. Select Firewall > Scheduling.
The Scheduling page appears.
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Scheduling
Halp &
Schedules
Hame Add |
Example
Seheduling Policies
Schedule Name Schedule
Sawve | Reset |

2. In the Scheduling Policies list, select the Schedule Name of a policy.
3. Inthe Schedule column, select a schedule in the drop-down list.
4. Click Save.

About Custom Policies

If you need to allow for a protocol that is not included by default as a XTM device configuration option, you
must define a custom traffic policy. You can add a custom policy that uses:

= TCP ports

= UDP ports

m An IP protocol that is not TCP or UDP, such as GRE, AH, ESP, ICMP, IGMP, and OSPF. You identify an IP
protocol that is not TCP or UDP with the IP protocol number.

To create a custom policy, you must first create or edit a custom policy template that specifies the ports and
protocols used by policies of that type. Then, you create one or more policies from that template to set
access rules, logging, QoS, and other settings.

Create or Edit a Custom Policy Template

To add specialized policies to your configuration files, you can create custom policy templates. These
templates can be packet filter or proxy policies and use any available protocol. When you add a custom
policy template to your configuration file, make sure to specify a unique name for the policy. A unique
name helps you to find the policy when you want to change or remove it. This name must not be the same
as any other policy name in the policies list for your device.

From Fireware XTM Web Ul:
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1. Select Firewall > Firewall Policies.

2. Click i

3. Click Custom.

Or, select an existing custom policy template and click .-“?.

Mew Policy Template

Mama

Deseription

TYP@ (=) Packet Filter () Proxy v

Protocols [ Add

L Specify custom idle timeout

Save I Cancel |

4. Inthe Name text box, type the name of the custom policy.

The name appears in the policies list in the Policy Name column.
5. In the Description text box, type a description of the policy.

This appears in the Details section when you click the policy name in the list of User Filters.
6. Select the type of policy: Packet Filter or Proxy.
If you select Proxy, choose the proxy protocol from the adjacent drop-down list.
8. To add protocols for this policy, click Add.

The Add Protocol dialog box appears.

N
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Add Protocol k4
Type Single Port * |

PFrotocol TCP T |

Part number il

[ 0K [ Cancel

9. From the Type drop-down list, select Single Port or Port Range.
10. From the Protocol drop-down list, select the protocol for this new policy.
If you select Single Port, you can select TCP, UDP, GRE, AH, ESP, ICMP, IGMP, OSP, IP, or Any.
If you select Port Range, you can select TCP or UDP. The options below the drop-down list change
for each protocol.

Note Fireware XTM does not pass IGMP multicast traffic through the XTM device, or between
XTM device interfaces. It passes IGMP multicast traffic only between an interface and the
XTM device.

11. If you selected Single Port, in the Port Number text box, type or select the port for this new policy.
If you selected Port Range, in the First port number and Last port number text boxes, type or select
the starting server port and the ending server port.

12. Click Save.

The policy template is added to the Custom policies folder.

You can now use the policy template you created to add one or more custom policies to your configuration.
Use the same procedure as you would for a predefined policy.
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About Policy Properties

Each policy type has a default definition, which consists of settings that are appropriate for most
organizations. However, you can modify policy settings for your particular business purposes, or add other
settings such as traffic management and operating schedules.

Mobile VPN policies are created and operate in the same way as firewall policies. However, you must
specify a Mobile VPN group to which the policy applies.

At the top of the policy configuration page, you can change the policy name. If the policy is a proxy policy,
you can also change the proxy action. For more information, see About Proxy Actions on page 317.

To set properties for an existing policy, on the Firewall Policies page, double-click the policy to open the
Policy Configuration page. When you add a new policy to your configuration, the Policy Configuration page
automatically appears.

Policy Tab

Use the Policy tab to set basic information about a policy, such as whether it allows or denies traffic, and
which devices it manages. You can use the Policy tab settings to create access rules for a policy, or configure
policy-based routing, static NAT, or server load balancing.

For more information on the options for this tab, see the following topics:

m Set Access Rules for a Policy on page 307

» Configure Policy-Based Routing on page 309
m Configure Static NAT on page 160

m Configure Server Load Balancing on page 163

Properties Tab

The Properties tab shows the port and protocol to which the policy applies, as well as a description of the
policy that you set. You can use the settings on this tab to set logging, notification, automatic blocking, and
timeout preferences.

For more information on the options for this tab, see the following topics:

m Set Logging and Notification Preferences on page 466
m Block Sites Temporarily with Policy Settings on page 452
m Set a Custom Idle Timeout on page 312
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Advanced Tab

The Advanced tab includes settings for NAT and Traffic Management (QoS), as well as multi-WAN and ICMP
options.

For more information on the options for this tab, see the following topics:

m Setan Operating Schedule on page 302

m Add a Traffic Management Action to a Policy on page 438

m SetICMP Error Handling on page 312

m Apply NAT Rules on page 312

m Enable QoS Marking or Prioritization Settings for a Policy on page 435
m Set the Sticky Connection Duration for a Policy on page 313

Proxy Settings

Each proxy policy has connection-specific settings that you can customize. To learn more about the options
for each proxy, see the About topic for that protocol.

About the DNS-Proxy on page 331 About the POP3-Proxy on page 384
About the FTP-Proxy on page 343 About the SIP-ALG on page 395

About the H.323-ALG on page 349 About the SMTP-Proxy on page 404
About the HTTP-Proxy on page 357 About the TCP-UDP-Proxy on page 422

About the HTTPS-Proxy on page 377

Set Access Rules for a Policy

To configure access rules for a policy, select the Policy tab of the Policy Configuration dialog box.

The Connections are drop-down list defines whether traffic that matches the rules in the policy is allowed
or denied. To configure how traffic is handled, select one of these settings:

Allowed

The XTM device allows traffic that uses this policy if it matches the rules you set in the policy. You
can configure the policy to create a log message when network traffic matches the policy.

Denied

The XTM device denies all traffic that matches the rules in this policy and does not send a notification
to the device that sent the traffic. You can configure the policy to create a log message when a
computer tries to use this policy. The policy can also automatically add a computer or network to the
Blocked Sites list if it tries to start a connection with this policy.

For more information, see Block Sites Temporarily with Policy Settings on page 452.
Denied (send reset)

The XTM device denies all traffic that matches the rules in this policy. You can configure it to create a
log message when a computer tries to use this policy. The policy can also automatically add a
computer or network to the Blocked Sites list if it tries to start a connection with this policy

For more information, see Block Sites Temporarily with Policy Settings on page 452.
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With this option, the XTM device sends a packet to tell the device which sent the network traffic that
the session is refused and the connection is closed. You can set a policy to return other errors
instead, which tell the device that the port, protocol, network, or host is unreachable. We

recommend that you use these options with caution to ensure that your network operates correctly
with other networks.

Connackions ans... Danied (cond resot) -

Whan comnections are ‘Denied (send/resst)’ ...
Send TCP RST ||

Sand TCP RST r‘..

Sand ICMP pert uaraachabls
Sand ICHMF protoool unreachable
Send ICMF nabwork unreachable

Sand ICMP hest unreschakble

£l

The Policy tab also includes:

m A From list (or source) that specifies who can send (or cannot send) network traffic with this policy.
m A To list (or destination) that specifies who the XTM device can route traffic to if the traffic matches
(or does not match) the policy specifications.

For example, you could configure a ping packet filter to allow ping traffic from all computers on the
external network to one web server on your optional network. However, when you open the destination
network to connections over the port or ports that the policy controls, you can make the network
vulnerable. Make sure you configure your policies carefully to avoid vulnerabilities.

To add members to your access specifications:

1. Adjacent to the From or the To member list, click Add .
The Add Member dialog box appears.

Add Membar =

Select Mambers

Membier Type | Alias

Firgbose —

any-Extarnal

Amy-Trusted
Any-Optonal

Any-BOVPH
Extarna
Trusted

oK Cancel

The list contains the members you can add to the From or To lists. A member can be an alias, user,
group, IP address, or range of IP addresses.

2. Inthe Member Type drop-down list, specify the type of member you want to add to the box.
3. Selecta member you want to add and click Add, or double-click an entry in this list.
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4. To add other members to the From or To list, repeat the previous steps.
5. Click OK.

The source and destination can be a host IP address, host range, host name, network address, user name,
alias, VPN tunnel, or any combination of those objects.

For more information on the aliases that appear in the From and To list, see About Aliases on page 294.

For more information about how to create a new alias or edit a user-defined alias, see Create an Alias on
page 295.

Configure Policy-Based Routing

To send network traffic, a router usually examines the destination address in the packet and looks at the
routing table to find the next-hop destination. In some cases, you want to send traffic to a different path
than the default route specified in the routing table. You can configure a policy with a specific external
interface to use for all outbound traffic that matches that policy. This technique is known as policy-based
routing. Policy-based routing takes precedence over other multi-WAN settings.

Policy-based routing can be used when you have more than one external interface and have configured
your XTM device for multi-WAN. With policy-based routing, you can make sure that all traffic for a policy
always goes out through the same external interface, even if your multi-WAN configuration is set to send
traffic in a round-robin configuration. For example, if you want email to be routed through a particular
interface, you can use policy-based routing in the SMTP-proxy or POP3-proxy definition.

Note To use policy-based routing, you must have Fireware XTM with a Pro upgrade. You must
also configure at least two external interfaces.

Policy-Based Routing, Failover, and Failback

When you use policy-based routing with multi-WAN failover, you can specify whether traffic that matches
the policy uses another external interface when failover occurs. The default setting is to drop traffic until
the interface is available again.

Failback settings (defined on the Multi-WAN tab of the Network Configuration dialog box) also apply to
policy-based routing. If a failover event occurs, and the original interface later becomes available, the XTM
device can send active connections to the failover interface, or it can fail back to the original interface. New
connections are sent to the original interface.

Restrictions on Policy-Based Routing

m Policy-based routing is available only if multi-WAN is enabled. If you enable multi-WAN, the Edit
Policy Properties dialog box automatically includes fields to configure policy-based routing.

m By default, policy-based routing is not enabled.

m Policy-based routing does not apply to IPSec traffic, or to traffic destined for the trusted or optional
network (incoming traffic).

User Guide 309

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Policies

Add Policy-Based Routing to a Policy

1. Select Firewall > Firewall Policies.
2. Selecta policy and click .
Or, double-click a policy.
The Policy Configuration page appears.
3. Select the Use policy-based routing check box.

Policy Configuration
Name  POP3-proxy [#] Enable

Policy Properties Advanced

Connections are | Allowed v Help &

From

Any-Trusted

Add

To

Any-External

Add

L

Select the method to route outbound non-TPSec traffic

[#] Use policy-based routing I External |
|¥] Use Failover

|¥] External (0] Mowve Up
[¥] External-2 (S) Move Down

g . —

|| Enable Application Contral v
[#] Enable IFS for this policy

Praxy Action | POP3-Client T

Sawve Cancel

310 Fireware XTM Web Ul

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Policies

4. To specify the interface to send outbound traffic that matches the policy, select the interface name
from the adjacent drop-down list. Make sure that the interface you select is a member of the alias or
network that you set in the To list for your policy.

5. (Optional) Configure policy-based routing with multi-WAN failover as described below. If you do not

select Failover and the interface you set for this policy is becomes inactive, traffic is dropped until
the interface becomes available again.
6. Click Save.

Configure Policy-Based Routing with Failover

You can set the interface you specified for this policy as the primary interface, and define other external
interfaces as backup interfaces for all non-IPSec traffic. If the primary interface you set for a policy is not
active, traffic is sent to the backup interface or interfaces you specify.

1. On the Policy Configuration page, select Use Failover.
In the adjacent list, select the check box for each interface you want to use in the failover
configuration.

3. To setthe order for failover, click Move Up and Move Down.

The first interface in the list is the primary interface.
4. Click Save.
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Set a Custom Idle Timeout

Idle timeout is the maximum length of time that a connection can stay active when no traffic is sent. By
default, the XTM device closes network connections after 8 hours for a packet filter policy and 10 minutes
for a proxy policy. When you enable the custom idle timeout setting for a policy, the XTM device closes the
connection after the length of time that you specify. The default custom idle timeout setting is 180 seconds
(3 minutes).

1. On the Policy Configuration page, select the Properties tab.
2. Select the Specify Custom Idle Timeout check box.

[v] Specify custom idle timeout | 150 |ii seconds

3. In the adjacent text box, type or select the number of seconds before a timeout occurs.

Set ICMP Error Handling

You can set the ICMP error handling settings associated with a policy. These settings override the global
ICMP error handling settings.

To change the ICMP error handling settings for the current policy:

1. Selectthe Advanced tab.
2. Select the Use policy based ICMP error handling check box.
3. Select one or more check boxes to override the global ICMP settings for that parameter.

For more information on global ICMP settings, see Define XTM Device Global Settings on page 67.

Apply NAT Rules

You can apply Network Address Translation (NAT) rules to a policy. You can select 1-to-1 NAT or Dynamic NAT.

1. On the Policy Configuration page, select the Advanced tab.
2. Select one of the options described in the subsequent sections.

1-to-1 NAT

With this type of NAT, the XTM device uses private and public IP ranges that you set, as described in About
1-to-1 NAT on page 149.

Dynamic NAT

With this type of NAT, the XTM device maps private IP addresses to public IP addresses. All policies have
dynamic NAT enabled by default.

Select Use Network NAT Settings if you want to use the dynamic NAT rules set for the XTM device.

Select All traffic in this policy if you want to apply NAT to all traffic in this policy.
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In the Set Source IP field, you can select a dynamic NAT source IP address for any policy that uses dynamic
NAT. This makes sure that any traffic that uses this policy shows a specified address from your public or
external IP address range as the source. This is helpful if you want to force outgoing SMTP traffic to show
your domain’s MX record address when the IP address on the XTM device external interface is not the
same as your MX record IP address.

1-to-1 NAT rules have higher precedence than dynamic NAT rules.

Set the Sticky Connection Duration for a Policy

The sticky connection setting for a policy overrides the global sticky connection setting. You must enable
multi-WAN to use this feature.

1. On the Policy Properties page, select the Advanced tab.

2. To use the global multi-WAN sticky connection setting, clear the Override Multi-WAN sticky
connection setting check box.

3. Toset acustom sticky connection value for this policy, selectthe Enable sticky connection check box.

4. In the Enable sticky connection text box, type the amount of time in minutes to maintain the
connection.

User Guide 313

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Policies

User Guide 314

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



13 Proxy Settings

About Proxy Policies and ALGs

All WatchGuard policies are important tools for network security, whether they are packet filter policies,
proxy policies, or application layer gateways (ALGs). A packet filter examines each packet’s IP and TCP/UDP
header, a proxy monitors and scans whole connections, and an ALG provides transparent connection
management in addition to proxy functionality. Proxy policies and ALGs examine the commands used in the
connection to make sure they are in the correct syntax and order, and use deep packet inspection to make
sure that connections are secure.

A proxy policy or ALG opens each packet in sequence, removes the network layer header, and examines
the packet’s payload. A proxy then rewrites the network information and sends the packet to its destination,
while an ALG restores the original network information and forwards the packet. As a result, a proxy or ALG
can find forbidden or malicious content hidden or embedded in the data payload. For example, an SMTP
proxy examines all incoming SMTP packets (email) to find forbidden content, such as executable programs
or files written in scripting languages. Attackers frequently use these methods to send computer viruses. A
proxy or ALG can enforce a policy that forbids these content types, while a packet filter cannot detect the
unauthorized content in the packet’s data payload.

If you have purchased and enabled additional subscription services (Gateway AntiVirus, Intrusion
Prevention Service, spamBlocker, WebBlocker), WatchGuard proxies can apply these services to network
traffic.
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Proxy Configuration

Like packet filters, proxy policies include common options to manage network traffic, including traffic
management and scheduling features. However, proxy policies also include settings that are related to the
specified network protocol. These settings are configured with rulesets, or groups of options that match a
specified action. For example, you can configure rulesets to deny traffic from individual users or devices, or
allow VolP (Voice over IP) traffic that matches the codecs you want. When you have set all of the
configuration options in a proxy, you can save that set of options as a user-defined proxy action and use it
with other proxies.

Fireware XTM supports proxy policies for many common protocols, including DNS, FTP, H.323, HTTP, HTTPS,
POP3, SIP, SMTP, and TCP-UDP. For more information on a proxy policy, see the section for that policy.

About the DNS-Proxy on page 331 About the POP3-Proxy on page 384
About the FTP-Proxy on page 343 About the SIP-ALG on page 395

About the H.323-ALG on page 349 About the SMTP-Proxy on page 404
About the HTTP-Proxy on page 357 About the TCP-UDP-Proxy on page 422

About the HTTPS-Proxy on page 377

Add a Proxy Policy to Your Configuration

When you add a proxy policy or ALG (application layer gateway) to your Fireware XTM configuration, you
specify types of content that the XTM device must find as it examines network traffic. If the content
matches (or does not match) the criteria you set in the proxy or ALG definition, the traffic is either allowed
or denied.

You can use the default settings of the proxy policy or ALG, or you can change these settings to match
network traffic in your organization. You can also create additional proxy policies or ALGs to manage
different parts of your network.

It is important to remember that a proxy policy or ALG requires more processor power than a packet filter.
If you add a large number of proxy policies or ALGs to your configuration, network traffic speeds might
decrease. However, a proxy or ALG uses methods that packet filters cannot use to catch dangerous packets.
Each proxy policy includes several settings that you can adjust to create a balance between your security
and performance requirements.

You can use Fireware XTM Web Ul to add a proxy policy.

1. Select Firewall > Firewall Policies.
Click .

3. From the Select a Policy Type list, select a packet filter, proxy policy, or ALG (application layer
gateway). Click Add Policy.
The Policy Configuration page appears.

For more information on the basic properties of all policies, see About Policy Properties on page 306.
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Proxy policies and ALGs have default proxy action rulesets that provide a good balance of security and
accessibility for most installations. If a default proxy action ruleset does not match the network traffic you
want to examine, you can add a new proxy action, or clone an existing proxy action to modify the rules. You
cannot modify a default predefined proxy action. For more information, see About Rules and Rulesets on
page 323 and the About topic for the type of policy you added.

About the DNS-Proxy on page 331 About the POP3-Proxy on page 384
About the FTP-Proxy on page 343 About the SIP-ALG on page 395

About the H.323-ALG on page 349 About the SMTP-Proxy on page 404
About the HTTP-Proxy on page 357 About the TCP-UDP-Proxy on page 422

About the HTTPS-Proxy on page 377

About Proxy Actions

A proxy action is a specific group of settings, sources, or destinations for a type of proxy. Because your
configuration can include several proxy policies of the same type, each proxy policy uses a different proxy
action. Each proxy policy has predefined, or default, proxy actions for clients and servers. For example, you
can use one proxy action for packets sent to a POP3 server protected by the XTM device, and a different
proxy action to apply to email messages retrieved by POP3 clients. You can clone, edit, and delete proxy
actions in your XTM device configuration.

Fireware XTM proxy actions are divided into two categories: predefined proxy actions, and user-defined
proxy actions. The predefined proxy actions are configured to balance the accessibility requirements of a
typical company, with the need to protect your computer assets from attacks. You cannot change the
settings of predefined proxy actions. Instead, you must clone (copy) the existing predefined proxy action
definition and save it as a new, user-defined proxy action. You cannot configure subscription services, such
as Gateway AntiVirus, for predefined proxy actions. For example, if you want to change a setting in the
POP3-Client proxy action, you must save it with a different name, such as POP3-Client.1.

You can create many different proxy actions for either clients or servers, or for a specified type of proxy
policy. However, you can assign only one proxy action to each proxy policy. For example, a POP3 policy is
linked to a POP3-Client proxy action. If you want to create a POP3 proxy action for a POP3 server, or an
additional proxy action for POP3 clients, you must add new POP3 proxy policies to Policy Manager that use
those new proxy actions.

Set the Proxy Action in a Proxy Policy

To set the proxy action for a proxy policy when you add a new policy:

1. Select Firewall > Firewall Policies.
The Firewall Policies page appears.
2. Click %
The Select a policy type page appears.
3. Expand the Proxies list and select a proxy policy.
4. From the Proxy Action drop-down list, select the action to use with this policy.
5. Click Add policy.

To change a proxy action for an existing proxy policy:

1. Select Firewall > Firewall Policies.
The Firewall Policies page appears.
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2. Select the proxy policy you want to change.

The Policy Configuration page appears.
3. From the Proxy Action drop-down list, select the proxy action to use with this policy.
4. Click Save.

Clone, Edit, or Delete Proxy Actions

To manage the proxy actions for your XTM device, you can clone, edit, and delete proxy actions. You can
clone, edit, or delete any user-defined proxy action. You cannot make changes to predefined proxy actions,
or delete them. You also cannot delete user-defined proxy actions that are used by a policy.

If you want to change the settings in a predefined proxy action, you can clone it and create a new, user-
defined proxy action with the same settings. You can then edit the proxy action to modify the settings as
necessary. If you choose to edit a predefined proxy action, you cannot save your changes. Instead, you are
prompted to clone the changes you have made to a new, user-defined proxy action.

When you edit a proxy action, you can change the rules and rulesets, and the associated actions. Each the
proxy action includes proxy action rules, which are organized into categories. Some categories are further
subdivided into subcategories of rules.

The available categories of settings for each proxy action appear in an accordion list, with section headers
that are always visible. When you select the section header for a category, the category section expands
and the settings and rules for each category appear on the category panel. If the category includes more
than one subcategory of settings, a link bar navigation menu appears at the top of the category panel.

For more information on the available proxy action settings for each proxy, see the Abouttopic for that proxy.

About the DNS-Proxy on page 331 About the POP3-Proxy on page 384
About the FTP-Proxy on page 343 About the SIP-ALG on page 395

About the H.323-ALG on page 349 About the SMTP-Proxy on page 404
About the HTTP-Proxy on page 357 About the TCP-UDP-Proxy on page 422

About the HTTPS-Proxy on page 377

Clone or Edit a Proxy Action

You can clone both predefined and user-defined proxy actions. But, you can only edit a user-defined proxy
action.

1. Select Firewall > Proxy Actions.
The Proxy Actions page appears.
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Proxy Actions

Proxies Type | Clane
HTTP-Cliant {Predefinad) HTTP Edit
HTTR-Sarvar | Fredefined) HTTE
Remowve
SMTP-Incaming (Predefined) SMTP
SMTP-Outgoing (Predefingd) SMTE
FTP-Sarver EF'redeFined] FTP
FTP-Client (Predefinad) FTR
DHE-Incoming [ Fredefined) DHS
DNS-Cutgaing (Predefined) DS
TCE-UDP-Proxy (Pradaefingd) TCP-UDR
POPE-Client {Predefined) FOP3
PORE-Sarver (Pradefinad) POP3
HTTRES-Client [Fredafined) HTTES
HTTPS-Server [Predefined) HTTPS
S1P-Client {(Predefined) sie
H.323-Client [Predefinad) H323
HTTP-Client.1 HTTP
SMTR-Incoming-Clonea SMTE
TCP-UDP_Proxy.2 TCP-UDP

2. Select the proxy action to clone or edit.
3. Click Clone or Edit.

If you selected to clone a proxy action, the Clone Proxy Action page appears, with the available categories
displayed in an accordion list.
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If you selected to edit a proxy action, the Edit Proxy Action page appears, with the available categories
displayed in an accordion list.
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4. Select a category section header to expand the panel for that category.
The panel for the selected category appears. If the category you selected includes subcategories, the link bar
also appears.

Proey &dlimms

tdit Proxy Aadlen % i

HITF Epmanid

5. If necessary, from the link bar, select a subcategory to edit.
Edit the rules and settings for the proxy action for all the necessary categories.
7. Click Save.

o

Delete a Proxy Action

You cannot delete predefined proxy actions. You can only delete user-defined proxy actions that are not
used by a policy.

1. Select Firewall > Proxy Actions.
The Proxy Actions page appears.
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Proxy Actions

Proxies Type | Clone
HTTP-Client (Predefined) HTTE Edit
HTTE-Sarver [Fredefined) HTTE
Remowve
SMTP-Incaming ([ Predefined) SMTP
SMTP-Outgoing (Pradsfinad) SMTR
FTP-Server {Predefinad) FTE
FTP-Clignt (Pradefinad] FTE
DNE-Incoming [ Predefined ) LNS
DHNS-0utgaing (Predefined) DHS
TCE-UDP-Proxy (Predafined] TCP-UDP
POPE=Client (Predefined) FOP3
POPS-Server (Predefined] POIP3
HTTES-Client {Predafined) HTTES
HTTPS-Server (Predefinad) HTTPS
S1P-Cliant {Pradsfinad) sip
H.323-Client {Predefinad) H3Z23
HTTP-Client.1 HTTE
SEMTPE-Incoming-Clomea SMTE
TCRP-UDP_Prosxy.2 TCP-UDP

2. Select the proxy action to delete.
3. Click Remove.
A confirmation dialog box appears.
4. To delete the proxy action, click Yes.
The proxy action is removed from your device configuration.

Proxy and AV Alarms

An alarm is an event that triggers a notification, which is a mechanism to tell a network administrator about
a condition in the network. In a proxy definition, an alarm might occur when traffic matches, or does not
match, a rule in the proxy. An alarm might also occur when the Actions to take selections are set to an
action other than Allow.

For example, the default definition of the FTP-proxy has a rule that denies the download of files whose file
types match any of these patterns: .cab, .com, .dll, .exe, and .zip. You can specify that an alarm is generated
whenever the XTM device takes the Deny action because of this rule.

For each proxy action, you can define what the XTM device does when an alarm occurs.
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AV alarm settings are only available if Gateway AntiVirus applies to the proxy. Gateway AntiVirus is available
for the SMTP, POP3, HTTP, FTP, or TCP-UDP proxies. For all other proxies, you can only configure the proxy
alarm settings.

From the Edit Proxy Action page:

1. Expand the Proxy and AV Alarms category.

2. Configure the XTM device to send an SNMP trap, a notification to a network administrator, or both.
The notification can either be an email message to a network administrator or a pop-up window on
the administrator's management computer.

For more information on the Proxy and AV alarms settings, see Set Logging and Notification
Preferences on page 466.

3. To change settings for one or more other categories in this proxy, go to the topic on the next
category you want to modify.
4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

About Rules and Rulesets

When you configure a proxy policy or ALG (application layer gateway), you must select a proxy action to
use. You can use either a predefined proxy action or create a new proxy action. Each proxy action contains
rules. Rules are sets of criteria to which a proxy compares traffic.

A rule consists of a type of content, pattern, or expression, and the action of the XTM device when a
component of the packet’s content matches that content, pattern, or expression. Rules also include settings
for when the XTM device sends alarms or creates a log entry. A ruleset is a group of rules based on one
feature of a proxy such as the content types or filenames of email attachments. The process to create and
modify rules is consistent for each type of proxy action.

Your XTM device configuration includes default sets of rules in each proxy actions used by each proxy
policy. Separate sets of rules are provided for clients and servers, to protect both your trusted users and
your public servers. You can use the default configuration for these rules, or you can customize them for
your particular business purposes. You cannot modify or delete predefined proxy actions. If you want to
make changes to a predefined proxy action, you can clone it a new proxy action and then make the
necessary changes in the new proxy action.

About Working with Rules and Rulesets

When you edit a proxy action, you can see the list of rulesets that apply to that proxy action. You can expand
each ruleset to see and edit the rules for that proxy action.

WatchGuard provides a set of predefined rulesets that provide a good balance of security and accessibility
for most installations. If a default ruleset does not meet all of your business needs, you can Add, Change, or
Delete Rules.
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Configure Rulesets

To configure rulesets for a proxy action:

1. Select Firewall > Proxy Actions.

The Proxy Actions page appears.
2. Double-click a proxy action to edit it.

The Edit Proxy Action page appears,with an expandable list of rulesets.
3. Add, Change, or Delete Rules.

Add, Change, or Delete Rules

When you configure rules, you can use wildcard pattern matches, exact matches, and Perl-compatible
regular expressions to identify content. When you add rules, you select the action for each rule, and you
can edit, clone (use an existing rule definition to create a new rule), delete, or reset rules.

For more information, see About Rules and Rulesets on page 323 and About Regular Expressions on page 328.

When you configure a rule, you select the actions the proxy takes for each packet. Different actions appear
for different proxies or for different features of a particular proxy. This list includes all possible actions:

Allow

Allows the connection.
Deny

Denies a specific request but keeps the connection if possible. Sends a response to the client.
Drop

Deniesthe specific request and drops the connection. Does not send a response to the sender. The
XTM device sendsonly a TCP reset packet to the client. The client’s browser mightdisplay “The
connection was reset” or “The page cannotbe displayed” but the browser does not tell the user why.
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Block

Denies the request, drops the connection, and blocks the site. For more information on blocked
sites, see About Blocked Sites on page 450.

All traffic from this site's IP address is denied for the amount of time specified in the Firewall >
Blocked Sites page on the Auto-Blocked tab. Use this action only if you want to stop all traffic from
the offender for this time.

Strip

Removes an attachment from a packet and discards it. The other parts of the packet are sent
through the XTM device to its destination.

Lock

Locks an attachment, and wraps it so that it cannot be opened by the user. Only the administrator
can unlock the file.

AV Scan

Scans the attachment for viruses. If you select this option, Gateway AntiVirus is enabled for the
policy.

Add Rules

For information on how to work with regular expressions, see About Regular Expressions on page 328.

1. On the Edit Proxy Action page, in the list of rules for a ruleset, click Add.
The Add Rule dialog box appears.

Add Ruba b o

Rule mams

Match typa [ Pattern Match L
Walus
Actiom | Allow v | || Alarm [w] Log
0] || Cancal |

2. Inthe Rule Name text box, type the name of the rule.
This text box is blank when you add a rule, and cannot be changed when you edit a rule.
3. Inthe Match Type drop-down list, select an option:
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m Exact Match — Select when the contents of the packet must match the rule text exactly.

m Pattern Match — Select when the contents of the packet must match a pattern of text, can
include wildcard characters.

= Regular Expression — Select when the contents of the packet must match a pattern of text
with a regular expression.

4. In the Value text box, type the text of the rule.
If you selected Pattern Match as the rule setting, use an asterisk (*), a period (.), or a question mark
(?) as wildcard characters.

5. Inthe Rule Actions section, in the Action drop-down list, select the action the proxy takes for this rule.

6. To create an alarm for this event, select the Alarm check box. An alarm tells users when a proxy rule
applies to network traffic.

7. To create a message for this event in the traffic log, select the Log check box.
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Cut and Paste Rule Definitions

You can copy and paste content in text boxes from one proxy definition to another. For example, suppose
you write a custom deny message for the POP3 proxy. You can select the deny message, copy it, and paste
itinto the Deny Message text box for the SMTP proxy.

When you copy between proxy definitions, you must make sure the text box you copy from is compatible
with the proxy you paste it into. You can copy rulesets only between proxies or categories within these four
groups. Other combinations are not compatible.

Content Types Filenames Addresses Authentication
HTTP Content Types FTP Download SMTP Mail From SMTP Authentication
SMTP Content Types FTP Upload SMTP Mail To POP3 Authentication
POP3 Content Types HTTP URL Paths

SMTP Filename

POP3 Filenames

Change the Order of Rules

The order that rules are listed in a proxy action category is the same as the order in which traffic is
compared to the rules. The proxy compares traffic to the first rule in the list and continues in sequence
from top to bottom. When traffic matches a rule, the XTM device performs the related action. It performs
no other actions, even if the traffic matches a rule later in the list.

To change the sequence of rules in a proxy action:

1. Selectthe rule whose order you want to change.
2. Click Up or Down to move the rule up or down in the list.

Change the Default Rule

If traffic does not match any of the rules you have defined for a proxy category, the XTM device uses the
default rule. The action for the default rule appears in a drop-down list below the rule list.

To modify the default rule:

1. Select the default rule from the Action to take if no rule above is matched drop-down list.
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Edit Proxy Action

Hama HTTE-Cliant.1

Description

HTTP Request
General Settings URL Faths | Header Fields | Authorization
Request Methods
|v"'. Enabla wabaw | RFC 2518 wabDAV plus axtansions | |
Enablec Action Hame Match type | Walus Alarm Log

¥ Allow v | HEAD Ewact Match | HEAD I N L_
W | Alow ¥ | GET Exact Makch | GET | 0 Fl
i, Allow v | POST Exact Match | POST L Ll
i | Allowr 'J DPTIONS Exact Match | OPTIONS [ L
[+ Allow ¥ | FUT Exact Mabch | PUT ]
v Bl = | DELETE Exact Mabch | DELETE | o

Action to bake if no rule above is matchad

[ Deny - L &l armm 1" Lag

2. Select the adjacent Alarm check box to send an alarm for the default rule.
3. Select the Log check box to save a log message for the default rule.
4. Click Save.

About Regular Expressions

A regular expression is a group of letters, numbers, and special characters used to match data. You can use
Perl-compatible regular expressions (PCRE) in your XTM device configuration to match certain types of
traffic in proxy actions. For example, you can use one regular expression to block connections to some web
sites and allow connections to other web sites. You can also deny SMTP connections when the recipient is
not a valid email address for your company. For example, if you want to block parts of a web site that violate
your company’s Internet use policy, you can use a regular expression in the URL Paths category of the HTTP
proxy configuration.

General Guidelines

= Regular expressions in Fireware are case-sensitive — When you create a regular expression, you
must be careful to match the case of the letters in your regular expression to the letters of the text
you want to match. You can change the regular expression to not be case-sensitive when you put
the (?i) modifier at the start of a group.

= Regular expressions in Fireware are different from MS-DOS and Unix wildcard characters — When
you change files using MS-DOS or the Windows Command Prompt, you can use ? or * to match one
or more characters in a file name. These simple wildcard characters do not operate the same way in
Fireware.
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For more information on how wildcard characters operate in Fireware, see the subsequent
sections.

How to Build a Regular Expression

The most simple regular expression is made from the text you want to match. Letters, numbers, and other
printable characters all match the same letter, number, or character that you type. A regular expression
made from letters and numbers can match only a character sequence that includes all of those letters and
numbers in order.

Example: fat matches fat, fatuous, and infatuated, as well as many other sequences.

Note Fireware accepts any character sequence that includes the regular expression. A regular
expression frequently matches more than one sequence. If you use a regular expression as
the source for a Deny rule, you can block some network traffic by accident. We
recommend that you fully test your regular expressions before you save the configuration
to your XTM device.

To match differentsequences of characters atthe same time, you must use a special character. The most
common special character is the period (.), which is similar to a wildcard. When you put a period in a regular
expression, it matches any character, space, or tab. The period does not match line breaks (\r\n or \n).

Example: f..t matches foot, feet, f&4##t, f -t, and f\t3t.

To match a special character, such as the period, you must add a backslash (\) before the character. If you
do not add a backslash to the special character, the rule may not operate correctly. It is not necessary to add
a second backslash if the character usually has a backslash, such as \t (tab stop).

You must add a backslash to each of these special characters to match the real character: ? . * | + S\~ () [

Example: \$9\.99 matches $9.99

Hexadecimal Characters

To match hexadecimal characters, use \x or %0x%. Hexadecimal characters are not affected by the case-
insensitive modifier.

Example: \x66 or %0x66% matches f, but cannot match F.
Repetition

To match a variable amount of characters, you must use a repetition modifier. You can apply the modifier to
a single character, or a group of characters. There are four types of repetition modifiers:

» Numbersinside curly braces (such as {2,4}) match as few as the first number, or as many as the
second number.
Example: 3{2,4} matches 33, 333, or 3333. It does not match 3 or 33333.

m The question mark (?) matches zero or one occurrence of the preceding character, class, or group.
Example: me?et matches met and meet.

m The plus sign (+) matches one or more occurrences of the preceding character, class, or group.
Example: me+t matches met, meet, and meeeeeeeeet.
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m The asterisk (*) matches zero or more occurrences of the preceding character, class, or group.
Example: me*t matches mt, met, meet, and meeeeeeeeet.

To apply modifiers to many characters at once, you must make a group. To group a sequence of characters,
put parentheses around the sequence.

Example: ba(na)* matches ba, bana, banana, and banananananana.

Character Classes

To match one character from a group, use square brackets instead of parentheses to create a character
class. You can apply repetition modifiers to the character class. The order of the characters inside the class
does not matter.

The only special characters inside a character class are the closing bracket (]), the backslash (\), the caret (*),
and the hyphen (-).

Example: gr[ae]y matches gray and grey.
To use a caret in the character class, do not make it the first character.
To use a hyphen in the character class, make it the first character.

A negated character class matches everything but the specified characters. Type a caret (*) at the beginning
of any character class to make it a negated character class.

Example: [Qq][*u] matches Qatar, but not question or Iraq.

Ranges

Character classes are often used with character ranges to select any letter or number. A range is two letters
or numbers, separated by a hyphen (-), that mark the start and finish of a character group. Any character in
the range can match. If you add a repetition modifier to a character class, the preceding class is repeated.

Example: [1-3][0-9]{2} matches 100 and 399, as well as any number in between.

Some ranges that are used frequently have a shorthand notation. You can use shorthand character classes
inside or outside other character classes. A negated shorthand character class matches the opposite of what
the shorthand character class matches. The table below includes several common shorthand character
classes and their negated values.

ClassEquivalent to NegatedEquivalent to
\w Any letter or number [A-Za-z0-9] \W Not a letter or number
\s Any whitespace character [ \t\r\n] \S Not whitespace

\d Any number [0-9] \D Not a number
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Anchors

To match the beginning or end of a line, you must use an anchor. The caret (*) matches the beginning of a
line, and the dollar sign (S) matches the end of a line.

Example: ~am.*$ matches ampere if ampere is the only word on the line. It does not match dame.
You can use \b to match a word boundary, or \B to match any position that is not a word boundary.
There are three kinds of word boundaries:

m Before the first character in the character sequence, if the first character is a word character (\w)e
m After the last character in the character sequence, if the last character is a word character (\w)e
m Between a word character (\w) and a non-word character (\W)

Alternation

You can use alternation to match asingle regular expression out of several possible regular expressions. The
alternation operator in a regular expression is the pipe character (|). It issimilar to the boolean operator OR.

Example: m(oo|a]e)n matches the first occurrence of moon, man, or men.

Common Regular Expressions

Match the PDF content type (MIME type)
A%PDF-
Match any valid IP address

(25[0-5] | 2[0-4][0-9]| [01]?[0-9][0-9]?)\.(25[0-5] | 2[0-4][0-9] | [01]?[0-9] [0-9]?)\.(25[0-5] | 2[0-4][O-
9]|[01]?[0-9][0-9]?)\.(25[0-5] | 2[0-4][0-9]| [01]? [0-9][0-9]?)

Match most email addresses

[A-Za-z0-9._-]+@[A-Za-z0-9.-]+\.[A-Za-2]{2,4}

About the DNS-Proxy

The Domain Name System (DNS) is a network system of servers that translates numeric IP addresses into
readable, hierarchical Internet addresses, and vice versa. DNS enables your computer network to
understand, for example, that you want to reach the server at 200.253.208.100 when you type a domain
name into your browser, such as www.example.com. With Fireware XTM, you have two methods to control
DNS traffic: the DNS packet filter and the DNS-proxy policy. The DNS-proxy is useful only if DNS requests are
routed through your XTM device.

When you create a new configuration file, the file automatically includes an Outgoing packet filter policy
that allows all TCP and UDP connections from your trusted and optional networks to external. This allows
your users to connect to an external DNS server with the standard TCP 53 and UDP 53 ports. Because

Outgoing is a packet filter, it is unable to protect against common UDP outgoing trojans, DNS exploits, and
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other problems that occur when you open all outgoing UDP traffic from your trusted networks. The DNS-
proxy has features to protect your network from these threats. If you use external DNS servers for your
network, the DNS-Outgoing ruleset offers additional ways to control the services available to your network
community.

To add the DNS-proxy to your XTM device configuration, see Add a Proxy Policy to Your Configuration on
page 316.

If you must change the proxy definition, you can use the New/Edit Proxy Policies page to modify the
definition. This dialog box has three tabs: Policy, Properties, and Advanced.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

= Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

Policy Tab

m Connections are— Specify whether connections are Allowed, Denied, or Denied (send reset) and
define who appears in the From and To list (on the Policy tab of the proxy definition). See Set Access
Rules for a Policy on page 307.

m Use policy-based routing — See Configure Policy-Based Routing on page 309.

= You can also configure static NAT or configure server load balancing. See Configure Static NAT on
page 160 and Configure Server Load Balancing on page 163.

Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.
m To define the logging settings for the policy, configure the settings in the Logging section.
For more information, see Set Logging and Notification Preferences on page 466.
» If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use DNS.
For more information, see Block Sites Temporarily with Policy Settings on page 452.
m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.

332 Fireware XTM Web Ul

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Proxy Settings

Advanced Tab

You can also configure these options in your proxy definition:

m Setan Operating Schedule

m Add a Traffic Management Action to a Policy

m Set ICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy

Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the DNS-proxy, you can configure these categories of settings for a proxy action:

m DNS-Proxy: General Settings
m DNS-Proxy: OPcodes

m  DNS-Proxy: Query Types

m  DNS-Proxy: Query Names

m DNS-Proxy: Proxy Alarm
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DNS-Proxy: General Settings

In the General section of the Edit Proxy Action page for a DNS-proxy action, you can change the settings of
the two protocol anomaly detection rules. We recommend that you do not change the default rule settings.
You can also select whether to create a traffic log message for each transaction.

Proxy Actions

Edit Proxy Action Help &
Hame DNS=-Cubgoing
Crascripbion Dafault configuration for oubgoing ONE
Ganeral

Protocol Ancomaly Detection Rules

Mot of class Inbemet Deny | v ] alarm |¥] Leg
| J

Badly formatted gquery Dieny v || Alarm L'rl Lag

L | Enable logging for reports

OPCodes
Query Types
Quary Names

Proxy Alarm

Cancal

Not of class Internet

Select the action when the proxy examines DNS traffic that is not of the Internet (IN) class. The
default action is to deny this traffic. We recommend that you do not change this default action.

Badly formatted query

Select the action when the proxy examines DNS traffic that does not use the correct format.
Alarm

An alarm is a mechanism to tell users when a proxy rule applies to network traffic.

To configure an alarm for this event, select the Alarm check box.

To set the options for the alarm, from the Categories tree, select Proxy Alarm. Alarm notifications
are sent in an SNMP trap, email, or a pop-up window.

For more information about proxy alarms, see Proxy and AV Alarms.

For more information about notification messages, see Set Logging and Notification Preferences.
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Log
Select this check box to send a message to the traffic log for this event.
Enable logging for reports

Select this check box to create a traffic log message for each transaction. This option creates a large
log file, but this information is very important if your firewall is attacked. If you do not select this
check box, detailed information about DNS-proxy connections does not appear in your reports.

DNS-Proxy: OPcodes

DNS OPcodes (operation codes) are commands given to the DNS server that tell it to do some action, such
as a query (Query), an inverse query (IQuery), or a server status request (STATUS). They operate on items
such as registers, values in memory, values stored on the stack, I/0 ports, and the bus. You can add, delete,
or modify rules in the default ruleset. You can allow, deny, drop, or block specified DNS OPcodes.

1. Inthe Edit Proxy Action page for a DNS-proxy action, select the OPCodes category.

Proxy Actions

Edit Proxy Action Help &

Mama DMS-Oubgoing

Descripkion Default configuratian for oubgoing DNS
General
OPCodes
Enablec Action Hame Walue Alarm | Log Add
[+] Allow v Query Q L L
|#] Deny x  [Quary ! L ¥
v Deny » | Status 2 '
[ Allow w | Motify 4 Ll L]
[+ Allow v | Update 5 |
Action to take if no rule above is makched
| Dany ¥ | L] alarm |¥] Leg
Query Types
Query Hames
Proxy Alarm
Cancel |
User Guide 335

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Proxy Settings

2. Toenable arule in the list, select the adjacent Enabled check box.
To disable arule, clear the Enabled check box.

Note If you use Active Directory and your Active Directory configuration requires dynamic
updates, you must allow DNS OPcodes in your DNS-Incoming proxy action rules. This is a
security risk, but can be necessary for Active Directory to operate correctly.

Add a New OPcodes Rule

1. Click Add.
The New OPCodes Rule dialog box appears.
2. Type a name for the rule.
Rule names can have no more than 200 characters.
3. Click the arrows to set the OPCode value. DNS OPcodes have an integer value.

For more information on the integer values of DNS OPcodes, see RFC 1035.

Delete or Modify Rules

1. Add, delete, or modify rules, as described in Add, Change, or Delete Rules on page 324.

2. To change settings for one or more other categories in this proxy, go to the topic on the next
category you want to modify.

3. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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DNS-Proxy: Query Names

A DNS query name refers to a specified DNS domain name, shown as a fully qualified domain name (FQDN).

You can add, delete, or modify rules.

1. On the Edit Proxy Action page, select the Query Names category.

Proxy Actions

Edit Proxy Action Help &

Hame DHE-Outgoing

Description Default configuration for autgaing DNS

General
OPCodes
Query Typas

Query Namas

Add

Enabled  Action Name Match bypa Valua Alarm Log
 S——
I'f. Deny » axample.com Fattarn Match *axampla.® || _'ufl

#ction to take if no rule abowve is matched

| Allow - L] Log

Proxy Alarm

Cancel

2. Configure the rule action.
For more information, see Add, Change, or Delete Rules.
3. To change settings for other categories in this proxy, go to the topic for the next category you want

to modify and follow the instructions.
4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)

your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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DNS-Proxy: Query Types

A DNS query type can configure a resource record by type (such as a CNAME or TXT record) or as a custom
type of query operation (such as an AXFR Full zone transfer). You can add, delete, or modify rules. You can
allow, deny, drop, or block specified DNS query types.

1. On the Edit Proxy Action page, select the Query Types category.

Proxy Actions

Edit Proxy Action Help &

Mamea DNS-Oukgoing

Deseription | Default cenfiguration for cubgeing DNS
General
OPCodes
Query Typas
Enable Action Hame Value Alarm | Log [ Add |
ﬁ |, Aldlow 1-/ A record 1 L N =
1~ Allow » | N5 record -
¥ Allow w | CHAME record 5 0 0
L(l Allaw v | SOA record & O = =
L'r| | Allow v | PTR record 12 = =
| Allowe w | MK record 15 ] O
L |
] Allow w | TXT racord 18
| S
] Allow ¥ | AdAA [PvE racord e} O B
SRV record 33 =
Bl

Action to taks If no rule abova is matched

[ Dieny ™| L] alarm [¥] Leg

Query Names

Proxy Alarm

Cancel

2. Toenable arule, select the Enabled check box adjacent to the action and name of the rule.

Add a New Query Types Rule

1. Toadd a new query types rule, click Add.
The New Query Types Rule dialog box appears.

2. Type a name for the rule.
Rules can have no more than 200 characters.

3. DNS query types have aresource record (RR) value. Use the arrows to set the value.
For more information on the values of DNS query types, see RFC 1035.
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4. Configure the rule action.
For more information, see Add, Change, or Delete Rules.

5. To change settings for other categories in this proxy, go to the topic for the next category you want
to modify and follow the instructions.

6. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

DNS-Proxy: Proxy Alarm

You can configure how the DNS-proxy sends messages for alarm events that occur through the DNS-proxy.
You can define the proxy to send an SNMP trap, a notification to a network administrator, or both. The
notification can either be an email message to a network administrator or a pop-up window on the
management computer.

1. On the Edit Proxy Action page, select the Proxy Alarm category.
The Proxy Alarm settings appear.
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Proxy Actions

Edit Proxy Action Help &
Name DNE-Incoming
Description | Default configuration for incoming DNS
General
OPCades
Query Types

Query Names

Froxy Alarm
L S=nd SNMP trap
L_| Send notificakion

| Sawe [ | Cancel |

2. Configure the notification settings for the DNS-proxy action.
For more information, see Set Logging and Notification Preferences on page 466.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

About MX (Mail eXchange) Records

An MX (Mail eXchange) record is a type of DNS record that gives one or more host names of the email
servers that are responsible for and authorized to receive email for a given domain. If the MX record has
more than one host name, each name has a number that tells which is the most preferred host and which
hosts to try next if the most preferred host is not available.
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MX Lookup

When an email server sends email, it first does a DNS query for the MX record of the recipient’s domain.
When it gets the response, the sending email server knows the host names of authorized mail exchangers
for the recipient’s domain. To get the IP addresses associated with the MX host names, a mail server does a
second DNS lookup for the A record of the host name. The response gives the IP address associated with
the host name. This lets the sending server know what IP address to connect to for message delivery.

Reverse MX Lookup

Many anti-spam solutions, including those used by most major ISP networks and web mail providers such as
AOL, MSN, and Yahoo!, use a reverse MX lookup procedure. Different variations of the reverse lookup are
used, but the goals are the same: the receiving server wants to verify that the email it receives does not
come from a spoofed or forged sending address, and that the sending server is an authorized mail
exchanger for that domain.

To verify that the sending server is an authorized email server, the receiving email server tries to find an MX
record that correlates to the sender’s domain. If it cannot find one, it assumes that the email is spam and
rejects it.

The domain name that the receiving server looks up can be:

m Domain name in the email message’s From: header

m Domain name in the email message’s Reply-To: header

m Domain name the sending server uses as the FROM parameter of the MAIL command. (An SMTP
command is different from an email header. The sending server sends the MAIL FROM: command
to tell the receiving sender who the message is from.)

m Domain name returned from a DNS query of the connection’s source IP address. The receiving
server sometimes does a lookup for a PTR record associated with the IP address. A PTR DNS record
is a record that maps an IP address to a domain name (instead of a normal A record, which maps a
domain name to an IP address).

Before the receiving server continues the transaction, it makes a DNS query to see whether a valid MX
record for the sender’s domain exists. If the domain has no valid DNS MX record, then the sender is not
valid and the receiving server rejects it as a spam source.

MX Records and Multi-WAN

Because outgoing connections from behind your XTM device can show different source IP addresses when
your XTM device uses multi-WAN, you must make sure that your DNS records include MX records for each
external IP address that can show as the source when you send email. If the list of host names in your
domain’s MX record does not include one for each external XTM device interface, it is possible that some
remote email servers could drop your email messages.

For example, Company XYZ has an XTM device configured with multiple external interfaces. The XTM device
uses the Failover multi-WAN method. Company XYZ's MX record includes only one host name. This host
name has a DNS A record that resolves to the IP address of the XTM device primary external interface.

User Guide 341

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299



Proxy Settings

When Company XYZ sends an email to test@yahoo.com, the email goes out through the primary external
interface. The email request is received by one of Yahoo’s many email servers. That email server does a
reverse MX lookup to verify the identify of Company XYZ. The reverse MX lookup is successful, and the
email is sent.

If a WAN failover event occurs at the XTM device, all outgoing connections from Company XYZ start to go
out the secondary, backup external interface. In this case, when the Yahoo email server does a reverse MX
lookup, it does not find an IP address in Company XYZ's MX and A records that matches, and it rejects the
email. To solve this problem, make sure that:

m The MX record has multiple host names, at least one for each external XTM device interface.
m Atleast one host name in the MX record has a DNS A record that maps to the IP address assigned to
each XTM device interface.

Add Another Host Name to an MX Record

MX records are stored as part of your domain’s DNS records. For more information on how to set up your
MX records, contact your DNS host provider (if someone else hosts your domain’s DNS service) or consult
the documentation from the vendor of your DNS server software.
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About the FTP-Proxy

FTP (File Transfer Protocol) is used to send files from one computer to a different computer over a TCP/IP
network. The FTP client is usually a computer. The FTP server can be a resource that keeps files on the same
network or on a different network. The FTP client can be in one of two modes for data transfer: active or
passive. In active mode, the server starts a connection to the client on source port 20. In passive mode, the
client uses a previously negotiated port to connect to the server. The FTP-proxy monitors and scans these
FTP connections between your users and the FTP servers they connect to.

With an FTP-proxy policy, you can:

m Set the maximum user name length, password length, file name length, and command line length
allowed through the proxy to help protect your network from buffer overflow attacks.
m Control the type of files that the FTP-proxy allows for downloads and uploads.

The TCP/UDP proxy is available for protocols on non-standard ports. When FTP uses a port other than port
20, the TCP/UDP proxy relays the traffic to the FTP-proxy. For information on the TCP/UDP proxy, see About
the TCP-UDP-Proxy on page 422.

For detailed instructions on how to add the FTP-proxy to your XTM device configuration, see Add a Proxy
Policy to Your Configuration on page 316.

If you must change the proxy definition, you can use the Policy Configuration page to modify the definition.
This page has three tabs: Policy, Properties, and Advanced.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

= Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

You can also configure Gateway AntiVirus service settings for the FTP-proxy. For more information, see
Configure the Gateway AntiVirus Service.

Policy Tab

To set access rules and other options, select the Policy tab.

m Connections are — Specify whether connections are Allowed, Denied, or Denied (send reset).
Define who appears in the From and To lists.
For more information, see Set Access Rules for a Policy.

m Use policy-based routing — To use policy-based routing in your proxy definition, see Configure
Policy-Based Routing.

m You can also configure static NAT or configure server load balancing.
For more information, see Configure Static NAT on page 160 or Configure Server Load Balancing on
page 163.
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Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.

m To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

» If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use FTP.
For more information, see Block Sites Temporarily with Policy Settings on page 452.

m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.

Advanced Tab

You can also configure these options in your proxy definition:

m Set an Operating Schedule

m Add a Traffic Management Action to a Policy

m SetICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy

Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the FTP-proxy, you can configure these categories of settings for a proxy action:

m FTP-Proxy: General Settings

m FTP-Proxy: Commands

m FTP-Proxy: Content

m FTP-Proxy: Proxy and AV Alarms
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FTP-Proxy: General Settings

In the General section of the Edit Proxy Action page for an FTP-proxy action, you can set basic FTP
parameters including maximum user name length.

1. On the Edit Proxy Action page, select the General category.
The General settings appear.
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2. To set limits for FTP parameters, select the applicable check boxes. These settings help to protect
your network from buffer overflow attacks.

Set the maximum user name length to

Sets a maximum length for user names on FTP sites.
Set the maximum password length to

Sets a maximum length for passwords used to log in to FTP sites.
Set the maximum file name length to

Sets the maximum file name length for files to upload or download.
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7.

Set the maximum command line length to
Sets the maximum length for command lines used on FTP sites.
Set the maximum number of failed logins per connection to

Allows you to limit the number of failed connection requests to your FTP site. This can protect
your site against brute force attacks.

In the text box for each setting, type or select the limit for the selected parameter.

For each setting, select or clear the Auto-block check box.

If someone tries to connect to an FTP site and exceeds a limit whose Auto-block check box is
selected, the computer that sent the commands is added to the temporary Blocked Sites List.

To create a log message for each transaction, select the Enable logging for reports check box.

You must select this option to get detailed information on FTP traffic.

To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

FTP-Proxy: Commands

FTP has a number of commands to manage files. You can configure rules to put limits on some FTP
commands. To put limits on commands that can be used on an FTP server protected by the XTM device, you

can configure the FTP-Server proxy action.

The default configuration of the FTP-Server proxy action blocks these commands:

ABOR* HELP*  PASS* REST* STAT* USER*

APPE*  LIST* PASV* RETR* STOR* XCUP*

CDUP* MKD*  PORT* RMD* STOU* XCWD*

CwD*

NLST*  PWD* RNFR* SYST* XMKD*

DELE* NOOP* QUIT* RNTO* TYPE* XRMD*

Use the FTP-Client proxy action to put limits on commands that users protected by the XTM device can use
when they connect to external FTP servers. The default configuration of the FTP-Client is to allow all FTP

commands.
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You can add, delete, or modify rules. You usually should not block these commands, because they are
necessary for the FTP protocol to work correctly.

Protocol Command Client Command Description

USER n/a Sent with login name

PASS n/a Sent with password

PASV pasv Select passive mode for data transfer

Print the server's operating system and
version. FTP clients use this information to
correctly interpret and show a display of server
responses.

SYST syst

To add, delete, or modify rules:

1. Inthe Edit Proxy Action page, select the Commands category.

2. Add, Change, or Delete Rules.

3. If you want to change settings for one or more other categories in this proxy, go to the topic for the
next category you want to modify.

4. |If you are finished with your changes to this proxy definition, click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

FTP-Proxy: Content

You can control the type of files that the FTP-proxy allows for downloads and uploads. For example, because
many hackers use executable files to deploy viruses or worms on a computer, you could deny requests for
* exe files. Or, if you do not want to let users upload Windows Media files to an FTP server, you could add
*.wma to the proxy definition and specify that these files are denied. Use the asterisk (*) as a wildcard
character.

Use the FTP-Server proxy action to control rules for an FTP server protected by the XTM device. Use the
FTP-Client proxy action to set rules for users connecting to external FTP servers.

1. On the Edit Proxy Action page, select the Upload or Download category.

2. Add, Change, or Delete Rules.

3. If you want uploaded files to be scanned for viruses by Gateway AntiVirus, from the Action drop-
down list, select AV Scan for one or more rules.

4. To change settings for one or more other categories in this proxy, see the topics on the categories
you want to modify.

5. When you are finished with your changes to this proxy action definition, click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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FTP-Proxy: Proxy and AV Alarms

You can configure how the FTP-proxy sends messages for alarm and antivirus events that occur through the
FTP-proxy. You can define the proxy to send an SNMP trap, a notification to a network administrator, or
both. The notification can either be an email message to a network administrator or a pop-up window on
the management computer.

1. On the Edit Proxy Action page, select the Proxy Alarm category.
The Proxy Alarm settings appear.
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2. Configure the notification settings for the FTP-proxy action.
For more information, see Set Logging and Notification Preferences on page 466.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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About the H.323-ALG

If you use Voice-over-IP (VolP) in your organization, you can add an H.323 or SIP (Session Initiation Protocol)
ALG (Application Layer Gateway) to open the ports necessary to enable VolP through your XTM device. An
ALG is created in the same way as a proxy policy and offers similar configuration options. These ALGs have
been created to work in a NAT environment to maintain security for privately addressed conferencing
equipment protected by your XTM device.

H.323 is commonly used on videoconferencing equipment. SIP is commonly used with IP phones. You can
use both H.323 and SIP ALGs at the same time, if necessary. To determine which ALG to add, consult the
documentation for your VolP devices or applications.

VolP Components

It is important to understand that you usually implement VolP by using either:
Peer-to-peer connections

In a peer-to-peer connection, each of the two devices knows the IP address of the other device and
connects to the other directly, without the use of a proxy server to route their calls. If both peers
are behind the XTM device, the XTM device can route the call traffic correctly.

Hosted connections
Connections hosted by a call management system (PBX)

With H.323, the key component of call management is known as a gatekeeper. A gatekeeper manages VolP
calls for a group of users, and can be located on a network protected by your XTM device or at an external
location. For example, some VolIP providers host a gatekeeper on their network that you must connect to
before you can place a VolP call. Other solutions require you to set up and maintain a gatekeeper on your
network.

Coordinating the many components of a VolIP installation can be difficult. We recommend you make sure
that VolP connections work successfully before you add a H.323 or SIP ALG. This can help you to
troubleshoot any problems.

ALG Functions

When you enable an H.323-ALG, your XTM device:

m Automatically responds to VolP applications and opens the appropriate ports
m Makes sure that VolP connections use standard H.323 protocols
m Generates log messages for auditing purposes

Many VolP devices and servers use NAT (Network Address Translation) to open and close ports
automatically. The H.323 and SIP ALGs also perform this function. You must disable NAT on your VolP
devices if you configure an H.323 or SIP ALG.

To change the ALG definition, you can use the Policy Configuration page. This page has three tabs: Policy,
Properties, and Advanced.
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For more information on how to add a proxy to your configuration, see Add a Proxy Policy to Your
Configuration on page 316.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

= Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

Policy Tab

m Connections are — Specify whether connections are Allowed, Denied, or Denied (send reset)and
define who appears in the From and To list (on the Policy tab of the ALG definition).
For more information, see Set Access Rules for a Policy on page 307.

m Use policy-based routing — If you want to use policy-based routing in your proxy definition, see
Configure Policy-Based Routing on page 309.

m You can also configure static NAT or configure server load balancing.
For more information, see Configure Static NAT on page 160 and Configure Server Load Balancing
on page 163.

Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.

m To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

» If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use H.323. For more information, see Block Sites Temporarily with
Policy Settings on page 452.

m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.

Advanced Tab

You can also configure these options in your proxy definition:

m Setan Operating Schedule

m Add a Traffic Management Action to a Policy

m Set ICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy
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Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the H.323-ALG, you can configure these categories of settings for a proxy action:

m H.323-ALG: General Settings
m H.323-ALG: Access Control
m H.323 ALG: Denied Codecs
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H.323-ALG: General Settings

On the Edit Proxy Action page for an H.323-ALG proxy action, in the General section, you can set security
and performance options for the H.323-ALG (Application Layer Gateway).

Proxy Actions
Edit Proxy Action Help &

Hame H.223-Client

Description Default configuration for H.323 Clisnt
General

|u’_ Enable directory harvesting protection

=

Set the maximum number of 2ezzions alloved percall 2

User agent Information

Rawrite usar agent as

Idle media channals 130 * | Seconds

L=

|i Enable logging for reports

Access Control

Denied Codecs

Cancal

Enable directory harvesting protection

Select this check box to prevent attackers from stealing user information from VolP gatekeepers
protected by your XTM device. This option is enabled by default.

Set the maximum number of sessions allowed per call

Use this feature to restrict the maximum number of audio or video sessions that can be created
with a single VolP call. For example, If you set the number of maximum sessions to one and
participate in a VolP call with both audio and video, the second connection is dropped. The default
value is two sessions, and the maximum value is four sessions. The XTM device creates a log entry
when it denies a media session above this number.
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User agent information

To have outgoing H.323 traffic identify as a client you specify, in the Rewrite user agent as text box,
type a new user agent string. To remove the false user agent, clear the text box.

Idle media channels

When no data is sent for a specified amount of time on a VolIP audio, video, or data channel, your
XTM device closes that network connection. The default value is 180 seconds (three minutes) and
the maximum value is 3600 seconds (sixty minutes).

To specify a different time interval, in the Idle media channels text box, type the amount in seconds.
Enable logging for reports

To send a log message for each connection request managed by the H.323-ALG, select this check
box. This option is necessary to create accurate reports on H.323 traffic.
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H.323-ALG: Access Control

On the Edit Proxy Action page for an H.323-ALG proxy action, in the General section, you can create a list of
users who are allowed to send VolP network traffic.
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Enable access control for VolP

Select this check box to enable the access control feature. When enabled, the H.323-ALG allows or
restricts calls based on the options you set.

Default Settings
To enable all VolIP users to start calls by default, select the Start VolP calls check box.
To enable all VolP users to receive calls by default, select the Receive VolP calls check box.

To create a log message for each H.323 VolP connection started or received, select the adjacent Log

check box.
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Access Levels

To create an exception to the default settings you specified, type the Address of Record (the address
that shows up in the TO and FROM headers of the packet) for the exception. This is usually an H.323
address in the format user@domain, such as myuser@example.com.

From the Access Levels drop-down list, select an access level and click Add.

You can allow users to Start calls only, Receive calls only, Start and receive calls, or give them No
VolP access. These settings apply only to H.323 VolP traffic.

To delete an exception, select it in the list and click Remove.

Connections made by users who have an access level exception are logged by default. If you do not
want to log connections made by a user with an access level exception, clear the Log check box
adjacent to the exception name in the list.
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H.323 ALG: Denied Codecs

On the Edit Proxy Action page for an H.323 ALG proxy action, in the Denied Codecs section, you can set the
VolP voice, video, and data transmission codecs that you want to deny on your network.

Proxy Actions

Edit Proxy Action Help &

Mama H.323-Client

Description Default configuration for H.323 Client

Ganaral
Access Contral

Denied Codecs

Add

|| Leg each transaction that matches a denied codec pattarn

Cancel

Denied Codecs list

Use this feature to deny one or more VolP codecs. When an H.323 VolIP connection is opened that
uses a codec specified in this list, your XTM device closes the connection automatically. This list is
empty by default. We recommend that you add a codec to this list if it consumes too much
bandwidth, presents a security risk, or if it is necessary to have your VolP solution operate correctly.
For example, you may choose to deny the G.711 or G.726 codecs because they use more than 32
Kb/sec of bandwidth, or you may choose to deny the Speex codec because it is used by an
unauthorized VOIP codec.
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To add a codec to the list, type the codec name or unique text pattern in the text box and click Add.
Do not use wildcard characters or regular expression syntax. The codec patterns are case sensitive.

To delete a codec from the list, select it and click Remove.
Log each transaction that matches a denied codec pattern

To send a log message when your XTM device denies H.323 traffic that matches a codec in this list,
select this option.

About the HTTP-Proxy

Hyper Text Transfer Protocol (HTTP) is a request/response protocol between clients and servers. The HTTP
client is usually a web browser. The HTTP server is a remote resource that stores HTML files, images, and
other content. When the HTTP client starts a request, it establishes a TCP (Transmission Control Protocol)
connection on Port 80. An HTTP server listens for requests on Port 80. When it receives the request from
the client, the server replies with the requested file, an error message, or some other information.

The HTTP-proxy is a high-performance content filter. It examines Web traffic to identify suspicious content
that can be a virus or other type of intrusion. It can also protect your HTTP server from attacks.

With an HTTP-proxy filter, you can:

m Adjust timeout and length limits of HTTP requests and responses to prevent poor network
performance, as well as several attacks.

m Customize the deny message that users see when they try to connect to a web site blocked by the
HTTP-proxy.

m Filter web content MIME types.

m Block specified path patterns and URLs.

m Deny cookies from specified web sites.

You can also use the HTTP-proxy with the WebBlocker security subscription. For more information, see
About WebBlocker on page 669.

To enable your users to downloads Windows updates through the HTTP-proxy, you must change your HTTP-
proxy settings. For more information, see Enable Windows Updates Through the HTTP-Proxy.

The TCP/UDP proxy is available for protocols on non-standard ports. When HTTP uses a port other than Port
80, the TCP/UDP proxy sends the traffic to the HTTP-proxy. For more information on the TCP/UDP proxy,
see About the TCP-UDP-Proxy on page 422.

To add the HTTP-proxy to your XTM device configuration, see Add a Proxy Policy to Your Configuration on
page 316.

If you must change the proxy definition, you can use the New/Edit Proxy Policies page to modify the
definition. This page has three tabs: Policy, Properties, and Advanced.

You can also configure subscription service settings for the HTTP-proxy. For more information, see:

m Get Started with WebBlocker

m Configure the Gateway AntiVirus Service
m Configure Gateway AntiVirus Actions

m Configure Reputation Enabled Defense

m Configure Application Control for Policies
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Action Settings

At the top of the Policy Configuration page, you can set these actions:

m Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

Policy Tab

m Connections are — Specify whether connections are Allowed, Denied, or Denied (send reset) and
select the users, computers, or networks that appear in the From and To list (on the Policy tab of the
proxy definition). For more information, see Set Access Rules for a Policy on page 307.

= Use policy-based routing — To use policy-based routing in your proxy definition, see Configure
Policy-Based Routing on page 309.

= You can also configure static NAT or configure server load balancing.

For more information, see Configure Static NAT on page 160 and Configure Server Load Balancing
on page 163.

Properties Tab

m To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

= If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block devices that try to connect on port 80.
For more information, see Block Sites Temporarily with Policy Settings on page 452.

m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.

Advanced Tab

You can also configure these options in your proxy definition:

m Setan Operating Schedule

» Add a Traffic Management Action to a Policy

m SetICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy
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Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the HTTP-proxy, you can configure these categories of settings for a proxy action:

m HTTP Request: General Settings on page 359

m  HTTP Request: Request Methods on page 361

m  HTTP Request: URL Paths on page 363

m  HTTP Request: Header Fields on page 363

m HTTP Request: Authorization on page 364

m HTTP Response: General Settings on page 365

m  HTTP Response: Header Fields on page 366

m  HTTP Response: Content Types on page 367

m  HTTP Response: Cookies on page 369

m  HTTP Response: Body Content Types on page 369
m Usea Caching Proxy Server on page 375

m  HTTP-Proxy: Exceptions on page 370

m  HTTP-Proxy: Deny Message on page 372

m HTTP-Proxy: Proxy and AV Alarms on page 373

HTTP Request: General Settings

On the Edit Proxy Action page for an HTTP-proxy action, in the General Settings section, you can set basic
HTTP parameters such as idle time out and URL length.
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Idle Timeout
This option controls performance.

To close the TCP socket for the HTTP when no packets have passed through the TCP socket in the
amount of time you specify, select the Set the connection idle timeout to check box. In the
adjacent text box, type or select the number of minutes before the proxy times out.

Because every open TCP session uses a small amount of memory on the XTM device, and browsers
and servers do not always close HTTP sessions cleanly, we recommend that you keep this check box
selected. This makes sure that stale TCP connections are closed and helps the XTM device save
memory. You can lower the timeout to five minutes and not reduce performance standards.

URL Path Length

To set the maximum number of characters allowed in a URL, select the Set the maximum URL path
link to check box.
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In this area of the proxy, URL includes anything in the web address after the top-level-domain. This
includes the slash character but not the host name (www.myexample.com or myexample.com). For
example, the URL www.myexample.com/products counts nine characters toward this limit because
/products has nine characters.

The default value of 2048 is usually enough for any URL requested by a computer behind your XTM
device. A URL that is very long can indicate an attempt to compromise a web server. The minimum
length is 15 bytes. We recommend that you keep this setting enabled with the default settings. This
helps protect against infected web clients on the networks that the HTTP-proxy protects.

Range Requests

To allow range requests through the XTM device, select this check box. Range requests allow a client
to request subsets of the bytes in a web resource instead of the full content. For example, if you
want only some sections of a large Adobe file but not the whole file, the download occurs more
quickly and prevents the download of unnecessary pages if you can request only what you need.

Range requests introduce security risks. Malicious content can hide anywhere in a file and a range
request makes it possible for any content to be split across range boundaries. The proxy can fail to
see a pattern itis looking for when the file spans two GET operations. If you have a subscription for
Gateway AntiVirus (Gateway AV) or the signature-based Intrusion Prevention Service (IPS), and you
enable either of those subscription services, Fireware denies range requests regardless of whether
this check box is selected.

We recommend that you do not select this check box if the rules you make in the Body Content
Types section of the proxy are designed to identify byte signatures deep in afile, instead of justin
the file header.

To add a traffic log message when the proxy takes the action indicated in the check box for range
requests, select the Log this action check box.

Enable logging for reports

To create a traffic log message for each transaction, select this check box. This option creates a large
log file, but this information is very important if your firewall is attacked. If you do not select this
check box, you do not see detailed information about HTTP-proxy connections in reports.

HTTP Request: Request Methods

Most browser HTTP requests are in one of two categories: GET or POST operations. Browsers usually use
GET operations to download objects such as a graphic, HTML data, or Flash data. More than one GET is
usually sent by a client computer for each page, because web pages usually contain many different
elements. The elements are put together to make a page that appears as one page to the end user.

Browsers usually use POST operations to send data to a web site. Many web pages get information from the
end user such as location, email address, and name. If you disable the POST command, the XTM device
denies all POST operations to web servers on the external network. This feature can prevent your users
from sending information to a web site on the external network.
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Web-based Distributed Authoring and Versioning (webDAV) is a set of HTTP extensions that allows users to
edit and manage files on remote web servers. WebDAV is compatible with Outlook Web Access (OWA). If
webDAV extensions are not enabled, the HTTP proxy supports these request methods: HEAD, GET, POST,
OPTIONS, PUT, and DELETE. For HTTP-Server, the proxy supports these request methods by default: HEAD,
GET, and POST. The proxy also includes these options (disabled by default): OPTIONS, PUT, and DELETE.

1.

6.

On the Edit Proxy Action page, select the HTTP Request category.

The HTTP Request panel expands.
In the link bar, select Request Methods .
The Request Methods settings appear.
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To enable your users to use these extensions, select the Enable webDAV check box.
Many extensions to the base webDAV protocol are also available. If you enable webDAV, from the

adjacent check box, select whether you want to enable only the extensions described in RFC 2518

or if you want to include an additional set of extensions to maximize interoperability.

Add, Change, or Delete Rules.

To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)

your settings to a new action.
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For more information on predefined proxy actions, see About Proxy Actions.

HTTP Request: URL Paths

A URL (Uniform Resource Locator) identifies a resource on a remote server and gives the network location
on that server. The URL path is the string of information that comes after the top level domain name. You
can use the HTTP-proxy to block web sites that contain specified text in the URL path. You can add, delete,
or modify URL path patterns. Here are examples of how to block content with HTTP request URL paths:

m To block all pages that have the host name www.test.com, type the pattern: www.test.com*
m To block all paths containing the word sex, on all web sites: *sex*
m To block URL paths ending in *.test, on all web sites: *.test

Note If you filter URLs with the HTTP request URL path ruleset, you must configure a complex
pattern that uses full regular expression syntax from the advanced view of a ruleset. It is
easier and gives better results to filter based on header or body content type than it is to
filter by URL path.

To block web sites with specific text in the URL path:

1. On the Edit Proxy Action page, select the HTTP Request category.
The HTTP Request panel expands.
2. Inthe link bar, select URL paths.
The URL Paths settings appear.
3. Add, Change, or Delete Rules.
4. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

HTTP Request: Header Fields

This ruleset supplies content filtering for the full HTTP header. By default, the HTTP proxy uses exact
matching rules to strip Via and From headers, and allows all other headers. This ruleset matches the full
header, not only the name.

To match all values of a header, type the pattern: “[header name]:*”. To match only some values of a
header, replace the asterisk (*) wildcard with a pattern. If your pattern does not start with an asterisk (*)
wildcard, include one space between the colon and the pattern when you type in the Pattern text box. For
example, type: [header name]: [pattern], not[header name]:[pattern].

The default rules do not strip the Referer header, but do include a disabled rule to strip this header. To
enable the rule to strip the header, select Change View. Some web browsers and software applications
must use the Referer header to operate correctly.

1. On the Edit Proxy Action page, select the HTTP Request category.
The HTTP Request category expands.
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2. Inthe link bar, select Header Fields.
The Header Fields settings appear.

3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

HTTP Request: Authorization

This rule sets the criteria for content filtering of HTTP Request Header authorization fields. When a web
server starts a WWW:-Authenticate challenge, it sends information about which authentication methods it
can use. The proxy puts limits on the type of authentication sentin a request. It uses only the authentication
methods that the web server accepts. With a default configuration, the XTM device allows Basic, Digest,
NTLM, and Passportl.4 authentication, and strips all other authentication. You can add, delete, or modify
rules in the default ruleset.

1. On the Edit Proxy Action page, select the HTTP Request category.
The HTTP Request category expands.

2. Inthe link bar, select Authorization.
The Authorization settings appear.

3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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HTTP Response: General Settings

On the General Settings page, you can configure basic HTTP parameters such as idle time out, and limits for

line and total length.

1. On the Edit Proxy Action page, select the HTTP Response category.

The HTTP Response category expands.

2. Inthe link bar, select General Settings.

The General Settings page appears.
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3.

5.

To set limits for HTTP parameters, select the applicable check boxes. Type or select a value for the
limits.

Set the timeout to

Controls how long the XTM device HTTP proxy waits for the web server to send the web page.
When a user clicks a hyperlink or types a URL in a web browser, it sends an HTTP request to a
remote server to get the content. In most browsers, a message similar to Contacting site...,
appears in the status bar. If the remote server does not respond, the HTTP client continues to
send the request until it receives an answer or until the request times out. During this time, the
HTTP proxy continues to monitor the connection and uses valuable network resources.

Set the maximum line length to

Controls the maximum allowed length of a line of characters in HTTP response headers. Use
this property to protect your computers from buffer overflow exploits. Because URLs for many
commerce sites continue to increase in length over time, you may need to adjust this value in
the future.

Set the maximum total length to

Controls the maximum length of HTTP response headers. If the total header length is more than
this limit, the HTTP response is denied.

To change settings for other categories in this proxy, see the topic for the next category you want to
modify.
Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

HTTP Response: Header Fields

This ruleset controls which HTTP response header fields the XTM device allows. You can add, delete, or
modify rules. Many of the HTTP response headers that are allowed in the default configuration are
described in RFC 2616. For more information, see http://www.ietf.org/rfc/rfc2616.txt.

1.

5.

On the Edit Proxy Action page, select the HTTP Response category.

The HTTP Response category expands.

In the link bar, select Header Fields.

The Header Fields settings appear.

Add, Change, or Delete Rules.

To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

366

Fireware XTM Web Ul

4Gon www.4Gon.co.uk info@4gon.co.uk Tel: +44 (0)1245 808295 Fax: +44 (0)1245 808299


http://www.ietf.org/rfc/rfc2616.txt

Proxy Settings

HTTP Response: Content Types

When a web server sends HTTP traffic, it usually adds a MIME type, or content type, to the packet header
that shows what kind of content is in the packet. The HTTP header on the data stream contains this MIME
type. It is added before the data is sent.

Certain kinds of content that users request from web sites can be a security threat to your network. Other
kinds of content can decrease the productivity of your users. By default, the XTM device allows some safe
content types, and denies MIME content that has no specified content type. The HTTP proxy includes a list of
commonly used content types that you can add to the ruleset. You can also add, delete, or modify the

definitions.

The format of a MIME type is type/subtype. For example, if you wanted to allow JPEG images, you would
add image/jpg to the proxy definition. You can also use the asterisk (*) as a wildcard. To allow any image

format, you add image/*.

For a list of current, registered MIME types, see http://www.iana.org/assignments/media-types.

Add, Delete, or Modify Content Types

1. On the Edit Proxy Action page, select the HTTP Request category.
The HTTP Response panel expands.

2. Inthe link bar, select Content Types.
The Content Types settings appear.
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3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

Allow Web Sites with a Missing Content Type

By default, the XTM device denies MIME content that has no specified content type. In most cases, we
recommend that you keep this default setting. Sites that do not supply legitimate MIME types in their HTTP
responses do not follow RFC recommendations and could pose a security risk. However, some organizations
need their employees to get access to web sites that do not have a specified content type.
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You must make sure that you change the proxy action used by the correct policy or policies. You can apply
the change to any policy that uses an HTTP client proxy action. This could be an HTTP-proxy policy, the
Outgoing policy (which also applies an HTTP client proxy action), or the TCP-UDP policy.

To allow web sites with a missing content type:

1. Inthe Content Types list, select the Enabled check box adjacent to the Allow (none) rule.
2. Click Save.

HTTP Response: Cookies

HTTP cookies are small files of alphanumeric text that web servers put on web clients. Cookies monitor the
page a web client is on, to enable the web server to send more pages in the correct sequence. Web servers
also use cookies to collect information about an end user. Many web sites use cookies for authentication
and other legitimate functions, and cannot operate correctly without cookies.

The HTTP proxy gives you control of the cookies in HTTP responses. You can configure rules to strip cookies,
based on your network requirements. The default rule for the HTTP-Server and HTTP-Client proxy action
allows all cookies. You can add, delete, or modify rules.

The proxy looks for packets based on the domain associated with the cookie. The domain can be specified
in the cookie. If the cookie does not contain a domain, the proxy uses the host name in the first request. For
example, to block all cookies for nosy-adware-site.com, use the pattern: *.nosy-adware-site.com. If you
want to deny cookies from all subdomains on a web site, use the wildcard symbol (*) before and after the
domain. For example, *example.com* blocks all subdomains of example.com, such as
images.example.com and mail.example.com.

Change Settings for Cookies

1. On the Edit Proxy Action page, select the HTTP Request category.
The HTTP Response panel expands.

2. Inthe link bar, select Cookies.
The Cookies settings appear.

3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

HTTP Response: Body Content Types

This ruleset gives you control of the content in an HTTP response. The XTM device is configured to deny Java
bytecodes, Zip archives, Windows EXE/DLL files, and Windows CAB files. The default proxy action for
outgoing HTTP requests (HTTP-Client) allows all other response body content types. You can add, delete, or
modify rules. We recommend that you examine the file types that are used in your organization and allow
only those file types that are necessary for your network.
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1. On the Edit Proxy Action page, select the HTTP Response category.
The HTTP Response panel expands.
2. Inthe link bar, select Body Content Types.
The Body Content Types settings appear.
3. Add, Change, or Delete Rules.
4. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

HTTP-Proxy: Exceptions

For certain web sites, you can use HTTP-proxy exceptions to bypass HTTP-proxy rules, but not bypass the
proxy framework. Traffic that matches HTTP-proxy exceptions still goes through the standard proxy handling
used by the HTTP-proxy. However, when a match occurs, some proxy settings are not included.

Excluded Proxy Settings

These settings are not included:

m HTTP request — range requests, URL path length, all request methods, all URL paths, request
headers, authorization pattern matching
m HTTP response — response headers, content types, cookies, body content types

Request headers and response headers are parsed by the HTTP-proxy even when the traffic matches the
HTTP-proxy exception. If a parsing error does not occur, all headers are allowed. Also, antivirus scanning, IPS
scanning, and WebBlocker are not applied to traffic that matches an HTTP-proxy exception.

Included Proxy Settings

These settings are included:

m HTTP request — Idle timeout
m HTTP response — Idle timeout, maximum line length limit, maximum total length limit

All transfer-encoding parsing is still applied to allow the proxy to determine the encoding type. The HTTP-
proxy denies all invalid or malformed transfer encoding.

Define Exceptions

You can add host names or patterns as HTTP-proxy exceptions. For example, if you block all web sites that
end in .test but want to allow your users to go to the site www.example.test, you can add www.example.test
as an HTTP-proxy exception.

When you define exceptions, you specify the IP address or domain name of sites to allow. The domain (or
host) name is the part of a URL that ends with .com, .net, .org, .biz, .gov, or .edu. Domain names can also end
in a country code, such as .de (Germany) or .jp (Japan).
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To add a domain name, type the URL pattern without the leading "http://". For example, to allow your users
to go to the Example web site http://www.example.com, type www . example. com. If you want to allow all
subdomains that contain example.com, you can use the asterisk (*) as a wildcard character. For example, to
allow users to go to www.example.com, and support.example.com type *.example.com.

1. On the Edit Proxy Action page, select the HTTP Proxy Exceptions category.
The HTTP Proxy Exceptions settings appear.

2. In the text box, type the host name or host name pattern. Click Add.

Repeat this process to add more exceptions.

4. To add a traffic log message each time the HTTP-proxy takes an action on a proxy exception, select
the Log each transaction that matches an HTTP proxy exception check box.

5. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

6. Click Save.

w

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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HTTP-Proxy: Deny Message

When content is denied, the XTM device sends a default deny message that replaces the denied content.
You can change the text of that deny message. You can customize the deny message with standard HTML.
You can also use Unicode (UTF-8) characters in the deny message. The first line of the deny message is a
component of the HTTP header. You must include an empty line between the first line and the body of the
message.

You get a deny message in your web browser from the XTM device when you make a request that the
HTTP-proxy does not allow. You also get a deny message when your request is allowed, but the HTTP-proxy
denies the response from the remote web server. For example, if a user tries to download an .exe file and
you have blocked that file type, the user sees a deny message in the web browser. If the user tries to
download a web page that has an unknown content type and the proxy policy is configured to block
unknown MIME types, the user sees an error message in the web browser.

The default deny message appears in the Deny Message text box. To change this to a custom message, use
these variables:

%(transaction)%
Select Request or Response to show which side of the transaction caused the packet to be denied.
%(reason)%
Includes the reason the XTM device denied the content.
%(method)%
Includes the request method from the denied request.
%(url-host)%

Includes the server host name from the denied URL. If no host name was included, the IP address of
the server is included.

%(url-path)%
Includes the path component of the denied URL.
To configure the Deny Message:

1. On the Edit Proxy Action page, select the Deny Message category.
The Deny Message panel expands.

2. In the Deny Message text box, type the deny message.
3. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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HTTP-Proxy: Proxy and AV Alarms

You can configure how the HTTP-proxy sends messages for alarm and antivirus events that occur through
the HTTP-proxy. You can define the proxy to send an SNMP trap, a notification to a network administrator,
or both. The notification can either be an email message to a network administrator or a pop-up window on
the management computer.

1. On the Edit Proxy Action page, select the Proxy Alarm category.
The Proxy Alarm settings appear.

Proxy Actions

Edit Proxy Action Help &)

Name HTTE-Client

Desoription Default configuration for HTTP client

HTTP Requeast

HTTP Respanse

Usa Wab Cacha Sarver
HTTP Proxy Exceptions
Deny Message

Proxy and AV Alarms

| Send SNMP trap

__| Send notification

[ Save || Cancel |

2. Configure the notification settings for the HTTP-proxy action.
For more information, see Set Logging and Notification Preferences on page 466.
3. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
4. Click Save.
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If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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Enable Windows Updates Through the HTTP-Proxy

Windows Update servers identify the content they deliver to a computer as a generic binary stream (such
as octet stream), which is blocked by the default HTTP proxy rules. To allow Windows updates through the
HTTP-proxy, you must edit your HTTP-Client proxy ruleset to add HTTP-proxy exceptions for the Windows
Update servers.

1. Make sure that your XTM device allows outgoing connections on port 443 and port 80.
These are the ports that computers use to contact the Windows Update servers.
2. On the Edit Proxy Action page, select the HTTP Proxy Exceptions category.
3. In the text box, type or paste each of these domains, and click Add after each one:
windowsupdate.microsoft.com
download.windowsupdate.com
update.microsoft.com
download.microsoft.com
ntservicepack.microsoft.com
wustat.windows.com
v4.windowsupdate.microsoft.com
v5.windowsupdate.microsoft.com
4. Click Save.

If You Still Cannot Download Windows Updates

If you have more than one HTTP-proxy policy, make sure that you add the HTTP exceptions to the correct
policy and proxy action.

Microsoft does not limit updates to only these domains. Examine your logs for denied traffic to a Microsoft-
owned domain. Look for any traffic denied by the HTTP-proxy. The log line should include the domain. Add
any new Microsoft domain to the HTTP-proxy exceptions list, and then run Windows Update again.

Use a Caching Proxy Server

Because your users can look at the same web sites frequently, a caching proxy server increases the traffic
speed and decreases the traffic volume on the external Internet connections. Although the HTTP-proxy on
the XTM device does not cache content, you can use a caching proxy server with the HTTP proxy. All XTM

device proxy and WebBlocker rules continue to have the same effect.

The XTM device connection with a proxy server is the same as with a client. The XTM device changes the
GET function to: GET / HTTP/1.1 to GET www.mydomain.com / HTTP/1.1 and sends it to a caching proxy
server. The proxy server moves this function to the web server in the GET function.
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Use an External Caching Proxy Server

To set up your HTTP-proxy to work with an external caching proxy server:

Configure a proxy server, such as Microsoft Proxy Server 2.0.

Select Firewall > Proxy Actions.

Select the HTTP-Client proxy action used by your HTTP-proxy policy. Click Edit.

On the Edit Proxy Action page, select the Use Web Cache Server category.

The Use Web Cache Server page appears.

Select the Use external caching proxy server for HTTP traffic check box.

Type the IP address and Port for the external caching proxy server.

7. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

8. Click Save.

PR

ow

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

Use an Internal Caching Proxy Server

You can also use an internal caching proxy server with your XTM device.
To use an internal caching proxy server:

1. Configure the HTTP-proxy action with the same settings as for an external proxy server.
In the same HTTP-proxy policy, allow all traffic from the users on your network whose web requests
you want to route through the caching proxy server.

3. Add an HTTP packet filter policy to your configuration.

4. Configure the HTTP packet filter policy to allow traffic from the IP address of your caching proxy
server to the Internet.

5. If necessary, manually move this policy up in your policy list so that it has a higher precedence than
your HTTP-proxy policy.
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About the HTTPS-Proxy

HTTPS (Hypertext Transfer Protocol over Secure Socket Layer, or HTTP over SSL) is a request/response
protocol between clientsand servers used for secure communications and transactions. You can use the
HTTPS-proxy to secure a web server protected by your XTM device, or to examine HTTPS traffic requested by
clients on your network. By default, when an HTTPS client starts a request, it establishes a TCP (Transmission
Control Protocol) connection on port443. Most HTTPS servers listen for requests on port 443.

HTTPS is more secure than HTTP because HTTPS uses a digital certificate to encrypt and decrypt user page
requests as well as the pages that are returned by the web server. Because HTTPS traffic is encrypted, the
XTM device must decrypt it before it can be examined. After it examines the content, the XTM device
encrypts the traffic with a certificate and sends it to the intended destination.

You can export the default certificate created by the XTM device for this feature, or import a certificate for
the XTM device to use instead. If you use the HTTPS-proxy to examine web traffic requested by users on
your network, we recommend that you export the default certificate and distribute it to each user so that
they do not receive browser warnings about untrusted certificates. If you use the HTTPS-proxy to secure a
web server that accepts requests from an external network, we recommend that you import the existing
web server certificate for the same reason.

When an HTTPS client or server uses a port other than port 443 in your organization, you can use the
TCP/UDP proxy to relay the traffic to the HTTPS-proxy. For information on the TCP/UDP proxy, see About
the TCP-UDP-Proxy on page 422.

To add the HTTPS-proxy to your XTM device configuration, see Add a Proxy Policy to Your Configuration on
page 316.

If you must change the proxy definition, you can use the Policy Configuration page to modify the definition.
This page has three tabs: Policy, Properties, and Advanced.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

m Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

You can also configure WebBlocker service actions for the HTTPS proxy. For more information, see Get
Started with WebBlocker

Policy Tab

m Connections are — Specify whether connections are Allowed, Denied, or Denied (send reset).
Define who appears in the From and To lists.
For more information, see Set Access Rules for a Policy on page 307.

m Use policy-based routing — To use policy-based routing in your proxy definition, see Configure
Policy-Based Routing on page 309.
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= You can also configure static NAT or configure server load balancing.
For more information, see Configure Static NAT on page 160 and Configure Server Load Balancing
on page 163.

Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.

= To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

= If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use HTTPS. For more information, see Block Sites Temporarily with
Policy Settings on page 452.

= To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.

Advanced Tab

You can use several other options in your proxy definition:

m Setan Operating Schedule

m Add a Traffic Management Action to a Policy

m SetICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy

Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the HTTPS-proxy, you can configure these categories of settings for a proxy action:

m  HTTPS-Proxy: General Settings

m  HTTPS-Proxy: Content Inspection
m  HTTPS-Proxy: Certificate Names
m  HTTPS-Proxy: Proxy Alarm
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HTTPS-Proxy: General Settings

On the Edit Proxy Action page, in the General section, you can configure basic HTTPS parameters such as
,connection timeout, and logging.
FrEdy Ailesss

Pt Prrovg Baline [

Connection Timeout

Configure these settings to specify how long the HTTPS proxy waits for the web client to make a
request from the external web server after it starts a TCP/IP connection, or after an earlier request
for the same connection. If the time period exceeds this setting, the HTTPS proxy closes the
connection.

To enable this feature, select the Connection timeout check box. In the adjacent text box, type or
select the number of minutes before the proxy times out.

Enable logging for reports

To create a traffic log message for each transaction, select this check box. This option increases the
size of your log file, but this information is very important if your firewall is attacked. If you do not
select this check box, you do not see detailed information about HTTPS proxy connections in reports.
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HTTPS-Proxy: Content Inspection

You can enable and configure deep inspection of HTTPS content on the HTTPS-Proxy Action Configuration
Content Inspection section.

Proxy Actions

Edit Proxy Action Help &)

Nama HTTES-Client

Deseription Default configuratien for HTTPS client

General
Contenl Inspection
."fl Enabla deap inspaction of HTTES contant
1"' Allow SSLvz [inascura)

For content inspection to operakte correctly, you must impert a proxy certificate.

Prasxy Action | HTTP-Cliant v
)

Certificate Validation

V| Use DCSP to confirm the validity of certificatas

__| Trast certificates whose validity cannot be confirmed as invalid

Bypass List
Remowve
Add
Certificate Names

Proxy Alarm

[ Save | l Cancel |

Enable deep inspection of HTTPS content

When this check box is selected, the XTM device decrypts HTTPS traffic, examines the content, and
encrypts the traffic again with a new certificate. The content is examined by the HTTP-proxy policy
that you choose on this page.
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Note If you have other traffic that uses the HTTPS port, such as SSL VPN traffic, we recommend
that you evaluate this option carefully. The HTTPS-proxy attempts to examine all traffic on
TCP port 443 in the same way. To ensure that other traffic sources operate correctly, we
recommend that you add those sources to the Bypass List. See the subsequent section for
more information.

By default, the certificate used to encrypt the traffic is generated automatically by the XTM device.
You can also upload your own certificate to use for this purpose. If the original web site or your web
server has a self-signed or invalid certificate, or if the certificate was signed by a CA the XTM device
does not recognize, clients are presented with a browser certificate warning. Certificates that
cannot be properly re-signed appear to be issued by Fireware HTTPS-proxy: Unrecognized
Certificate or simply Invalid Certificate.

We recommend that you import the certificate you use, as well as any other certificates necessary
for the client to trust that certificate, on each client device. When a client does not automatically
trust the certificate used for the content inspection feature, the user sees a warning in their
browser, and services like Windows Update do not operate correctly.

Some third-party programs store private copies of necessary certificates and do not use the
operating system certificate store, or transmit other types of data over TCP port 443. These
programs include:

»  Communications software, such as AOL Instant Messenger and Google Voice
m Remote desktop and presentation software, including LiveMeeting and WebEx
m Financial and business software, such as ADP, iVantage, FedEx, and UPS

If these programs do not have a method to import trusted CA certificates, they do not operate
correctly when content inspection is enabled. Contact your software vendor for more information
about certificate use or technical support, or add the IP addresses of computers that use this
software to the Bypass list.

For more information, see About Certificates on page 491 or Use Certificates for the HTTPS-Proxy on
page 505.

Enable SSLv2 (insecure)

SSLv3, SSLv2, and TLSv1 are protocols used for HTTPS connections. SSLv2 is not as secure as SSLv3
and TLSv1. By default, the HTTPS-proxy only allows connections that negotiate the SSLv3 and TLSv1
protocols. If your users connect to client or server applications that only support SSLv2, you can
allow the HTTPS-proxy to use the SSLv2 protocol for connections to these web sites.

To enable this option, select the SSLv2 (insecure) check box. This option is disabled by default.
Proxy Action
Select an HTTP-proxy policy for the XTM device to use when it inspects decrypted HTTPS content.

When you enable content inspection, the HTTP-proxy action WebBlocker settings override the
HTTPS-proxy WebBlocker settings. If you add IP addresses to the bypass list for content inspection,
traffic from those sites is filtered with the WebBlocker settings from the HTTPS-proxy.

For more information on WebBlocker configuration, see About WebBlocker on page 669.
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Use OCSP to confirm the validity of certificates

Select this check box to have the XTM device automatically check for certificate revocations with
OCSP (Online Certificate Status Protocol). When this feature is enabled, the XTM device uses
information in the certificate to contact an OCSP server that keeps a record of the certicate status. If
the OCSP server responds that the certificate has been revoked, the XTM device disables the
certificate.

If you select this option, there can be a delay of several seconds as the XTM device requests a
response from the OCSP server. The XTM device keeps between 300 and 3000 OCSP responses in a
cache to improve performance for frequently visited web sites. The number of responses stored in
the cache is determined by your XTM device model.

Treat certificates whose validity cannot be confirmed as invalid

When this option is selected and an OCSP responder does not send a response to a revocation status
request, the XTM device considers the original certificate as invalid or revoked. This option can
cause certificates to be considered invalid if there is a routing error or a problem with your network
connection.

Bypass list

The XTM device does not inspect content sent to or from IP addresses on this list. To add a web site
or hostname, type its IP address in the text box and click the Add button.

When you enable content inspection, the HTTP proxy action WebBlocker settings override the
HTTPS proxy WebBlocker settings. If you add IP addresses to the bypass list for content inspection,
traffic from those sites is filtered with the WebBlocker settings from the HTTPS-proxy.

For more information on WebBlocker configuration, see About WebBlocker on page 669.

HTTPS-Proxy: Certificate Names

Certificate names are used to filter content for an entire site. The XTM device allows or denies access to a
site if the domain of an HTTPS certificate matches an entry in this list.

For example, if you want to deny traffic from any site in the example.com domain, add a Certificate Names
rule with the pattern *.example.com and set the If matched action to Deny.

1. On the Edit Proxy Action page, select the Certificate Names category.
The Certificate Names panel expands.

2. Add, Change, or Delete Rules.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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HTTPS-Proxy: Proxy Alarm

You can configure how the HTTPS-proxy sends messages for alarm events that occur through the HTTPS-
proxy. You can define the proxy to send an SNMP trap, a notification to a network administrator, or both.
The notification can either be an email message to a network administrator or a pop-up window on the

management computer.

1. On the Edit Proxy Action page, select the Proxy Alarm category.
The Proxy Alarm settings appear.

FEairn Al

Bd® Py bl R

2. Configure the notification settings for the HTTPS-proxy action.
For more information, see Set Logging and Notification Preferences on page 466.
3. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)

your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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About the POP3-Proxy

POP3 (Post Office Protocol v.3) is a protocol that moves email messages from an email server to an email
client on a TCP connection over port 110. Most Internet-based email accounts use POP3. With POP3, an
email client contacts the email server and checks for any new email messages. If it finds a new message, it
downloads the email message to the local email client. After the message is received by the email client,
the connection is closed.

With a POP3-proxy filter you can:

m Adjust timeout and line length limits to make sure the POP3-proxy does not use too many network
resources, and to prevent some types of attacks.

m Customize the deny message that users see when an email sent to them is blocked.

n Filter content embedded in email with MIME types.

m Block specified path patterns and URLs.

To add the POP3-proxy to your XTM device configuration, see Add a Proxy Policy to Your Configuration on
page 316.

If you must change the proxy definition, you can use the Policy Configuration page to modify the definition.
This page has three tabs: Policy, Properties, and Advanced.

You can also configure subscription service settings for the POP3 proxy. For more information, see Get
Started with WebBlocker and Configure the Gateway AntiVirus Service.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

m Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

Policy Tab

m Connections are — Specify whether connections are Allowed, Denied, or Denied (send reset).
Define who appears in the From and To lists.
For more information, see Set Access Rules for a Policy on page 307.

= Use policy-based routing — To use policy-based routing in your proxy definition, see Configure
Policy-Based Routing on page 309.

m You can also configure static NAT or configure server load balancing.
For more information, see Configure Static NAT on page 160 and Configure Server Load Balancing
on page 163.
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Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.

m To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

» If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use POP3.
For more information, see Block Sites Temporarily with Policy Settings on page 452.

m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.

Advanced Tab

You can use several other options in your proxy definition:

m Set an Operating Schedule

m Add a Traffic Management Action to a Policy

m SetICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy

Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the POP3-proxy, you can configure these categories of settings for a proxy action:

m POP3-Proxy: General Settings

m POP3-Proxy: Authentication

m POP3-Proxy: Content Types

m POP3-Proxy: File Names

m POP3-Proxy: Headers

m POP3-Proxy: Deny Message

m POP3-Proxy: Proxy and AV Alarms
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POP3-Proxy: General Settings

In the General section of the Edit Proxy Action page for a POP3-proxy action, you can adjust time out and
line length limits as well as other general parameters for the POP3-proxy.

Proxy Actions
Edit Proxy Action Help &l

Hame POP3=Cliank

Descripbion Default configuration for PORS client

General

Sat tha timeout ko 1 | =1 minutes

=

Set the maximum email line length to 1000 |i Eytes

M K

Hider zerver replies

| Allow vuencoded sttachmeants

Allaw BinHeax sttachments

r

Enable logging for reports

[«

FOP2 Protocol
Attachments
Headers

Deny Message

Proxy and AV Alarms

Cancal

Set the timeout to

To limit the number of minutes that the email client tries to open a connection to the email server
before the connection is closed, select this check box. In the adjacent text box, type or select the
number of minutes for the timeout value. This makes sure the proxy does not use too many
network resources when the POP3 server is slow or cannot be reached.
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Set the maximum email line length to

To prevent some types of buffer overflow attacks, select this check box. In the adjacent text box,
type or select the limit of the line length. Very long line lengths can cause buffer overflows on some
email systems. Most email clients and systems send relatively short lines, but some web-based email
systems send very long lines. However, it is unlikely that you will need to change this setting unless it
prevents access to legitimate mail.

Hide server replies

To replace the POP3 greeting strings in email messages, select this check box. These strings can be
used by hackers to identify the POP3 server vendor and version.

Allow uuencoded attachments

To enable the POP3-proxy to allow uuencoded attachments in email messages, select this check
box. Uuencode is an older program used to send binary files in ASCII text format over the Internet.
UUencoded attachments can be security risks because they appear as ASCII text files, but can
actually contain executable files.

Allow BinHex attachments

To enable the POP3-proxy to allow BinHex attachments in email messages, select this check box.

BinHex, which is short for binary-to-hexadecimal, is a utility that converts a file from binary format to
ASCIl text format.

Enable logging for reports

To enable the POP3-proxy to send alog message for each POP3 connection request, selectthis check
box. To use WatchGuard Reports to create reports of POP3 traffic, you mustselect this check box.
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POP3-Proxy: Authentication

A POP3 client must authenticate to a POP3 server before they exchange information. You can set the types
of authentication for the proxy to allow and the action to take for types that do not match the criteria. You
can add, delete, or modify rules.

1. On the Edit Proxy Action page, select the POP3 Protocol category.
The POP3 authentication rules appear.

Proxy Actions

Edit Proxy Action Help &
Hame POPR2-Cliant
Cascription Default configuration for POPZ disnt
General

POPZ Protocol

Authentication

Enabled | Action Name Match type Value Alarm | Leg | Add |

|£, Allow v DIGEST-MD3S Exact Match DIGEST-MDS (| L
|U"| Allow - . CRAM-MOS Exact Match CRAM-MOS |
| h:«.];__:- PLAIN Exact Match PLAIN = |
¥ | AMow v  NTLM Exact Match | NTLM O | O
|1f| Allow » | LOGIN Exact Match LOGIN L L
|'r_‘r| Allow » | GEEAPI Exact Match G5EAPT L L
|U',I Allow - ] ®EREEROS_V4 Exact Match ®EREEROS_V4

Action to talke if no rule above I matchad
[ Deny r L] alarm |¥] Log

Attachments
Headers
Deny Message

Praxy and AV Alarms

Cancal

J

2. Add, Change, or Delete Rules.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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POP3-Proxy: Content Types

The headers for email messages include a Content Type header to show the MIME type of the email and of
any attachments. The content type or MIME type tells the computer the types of media the message
contains. Certain kinds of content embedded in email can be a security threat to your network. Other kinds
of content can decrease the productivity of your users.

You can enable the POP3-proxy to automatically detect the content type of an email message and any
attachments. If you do not enable this option, the POP3-proxy uses the value stated in the email header,
which clients sometimes set incorrectly. Because hackers often try to disguise executable files as other
content types, we recommend that you enable content type auto detection to make your installation more
secure.

For example, a .pdf file attached to an email might have a content type stated as application/octet-stream. If
you enable content type auto detection, the POP3-proxy recognizes the .pdf file and uses the actual content
type, application/pdf. If the proxy does not recognize the content type after it examines the content, it uses
the value stated in the email header, as it would if content type auto detection were not enabled.

You can add, delete, or modify rules. You can also set values for content filtering and the action to take for
content types that do not match the criteria. For the POP3-Server proxy action, you set values for incoming
content filtering. For the POP3-Client action, you set values for outgoing content filtering.

When you specify the MIME type, make sure to use the format type/subtype. For example, if you want to
allow JPEG images, you add image/jpg. You can also use the asterisk (*) as a wildcard. To allow any image
format, add image/* to the list.

To specify the content types for automatic detection:

1. On the Edit Proxy Action page, select the Attachments category.
The Attachments category expands.

2. Inthe link bar, select Content Types.
The Content Types page appears.
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Proxy Actions
Edit Proxy Action Help &

Hame POPZ=Cliznt

Cascription Default configuration for PORPSE disnt

General
POPZ Pratocal

Attachments

Fillanames
Content Types

|U_f' Enable content type aute detaction

Enabled Action Hame Match type Value Alarm Log Add
|v’_ Allow » | &l text types Pattern Match | taxt/*
|£ Allave » | &ll image types | Pattern Match imagal* L |l
|£ Allovw w | All audio types Pattern Makch audio/* L L
[+ | Allaw | ¥ | All video types | Pattern Match | video/* L1 L
[+] Allow | w | All multi-part MII Pattern Match  multipart/™

Moccana narts Estrarn Matrh meccanal

action to take if no rule abova is matched

V| Log

=

I. Strip - | L Alarm

Headers
Deny Message

Proxy and AV Alarms

Cancel

)

3. To enable the POP3 proxy to examine content and determine the content type, select the Enable
content type auto detection check box.
If you do not select this option, the POP3 proxy uses the value stated in the email header.

4. Add, Change, or Delete Rules.

5. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

6. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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POP3-Proxy: File Names

You can use this ruleset in a POP3-Server proxy action to put limits on file names for incoming email
attachments. Or, you can use the ruleset for the POP3-Client proxy action to put limits on file names for
outgoing email attachments. You can add, delete, or modify rules.

1. On the Edit Proxy Action page, select the Attachments category.
The Attachments category expands.

2. Inthe link bar, select Filenames.
The Filenames page appears.

Proxy Actions
Edit Proxy Action Help &

Hame POR2E-Client

Cascription Default configuration for POP3 disnt

General
POP3 Protocol

Attachments

Contant Types

Filenames

L —

Enablad | Action MNama Match typs Valus Alarm Log | Add
|1f| Allow w | Text files Pattern Mabch F bt L L
|£| Allow »  Word documents Pattern Match *.doc L L
|w] Allow » Excel spreadshe. Pattern Match | *oxls

[<]

Allow - Mizsing or empt) Pattarn Mabch

Action to take if no rule abova is matched

LStrip - L] alarm i Log

Headers
Deny Message

Proxy and AV Alarms

Cancal

3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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POP3-Proxy: Headers

The POP3-proxy examines email headers to find patterns common to forged email messages, as well as
those from legitimate senders. You can add, delete, or modify rules.

1. On the Edit Proxy Action page, select the Headers category.
The Headers category expands.

2. Add, Change, or Delete Rules.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.
4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

POP3-Proxy: Deny Message

When content is denied, the XTM device sends a default deny message that replaces the denied content.
This message appears in a recipients email message when the proxy blocks an email. You can change the
text of that deny message. The first line of the deny message is a section of the HTTP header. You must
include an empty line between the first line and the body of the message.

The default deny message appears in the Deny Message text box. To change this to a custom message, use
these variables:

%(reason)%

Includes the reason the XTM device denied the content.
%(filename)%

Includes the file name of the denied content.
%(virus)%

Includes the name or status of a virus for Gateway AntiVirus users.
%(action)%

Includes the name of the action taken. For example: lock or strip.
%(recovery)%

Includes whether you can recover the attachment.

To configure the deny message:

1. On the Edit Proxy Action page, select the Deny Message category.
The Deny Message category expands.
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2. In the Deny Message text box, type a custom plain text message in standard HTML.
3. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

POP3-Proxy: Proxy and AV Alarms

You can configure how the POP3-proxy sends messages for alarm and antivirus events that occur through
the POP3-proxy. You can define the proxy to send an SNMP trap, a notification to a network administrator,
or both. The notification can either be an email message to a network administrator or a pop-up window on
the management computer.

1. On the Edit Proxy Action page, select the Proxy Alarm category.
The Proxy Alarm settings appear.
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FProxy Actions

Edit Proxy Action Help &

Name POE3-Client

Desorigtion Default configuration for POP3 client

General

POP3 Protocol
Attachments
Headars

Deny Message

Proxy and AV Alarms

| send SNMP trap

Send notification

| Sawe | | Cancel |

2. Configure the notification settings for the POP3-proxy action.
For more information, see Set Logging and Notification Preferences on page 466.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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About the SIP-ALG

If you use Voice-over-IP (VolP) in your organization, you can add a SIP (Session Initiation Protocol) or H.323
ALG (Application Layer Gateway) to open the ports necessary to enable VolP through your XTM device. An
ALG is created in the same way as a proxy policy and offers similar configuration options. These ALGs have
been created to work in a NAT environment to maintain security for privately-addressed conferencing
equipment behind the XTM device.

H.323 is commonly used on videoconferencing equipment. SIP is commonly used with IP phones. You can
use both H.323 and SIP-ALGs at the same time, if necessary. To determine which ALG you need to add,
consult the documentation for your VolP devices or applications.

VolP Components

It is important to understand that you usually implement VolP with either:
Peer-to-peer connections

In a peer-to-peer connection, each of the two devices knows the IP address of the other device and
connects to the other directly without the use of a proxy server to route their calls. If both peers are
behind the XTM device, the XTM device can route the call traffic correctly.

Hosted connections
Connections hosted by a call management system (PBX)

In the SIP standard, two key components of call management are the SIP Registrar and the SIP Proxy.
Together, these components manage connections hosted by the call management system. The WatchGuard
SIP-ALG opens and closes the ports necessary for SIP to operate. The WatchGuard SIP-ALG supports SIP
trunks. It can support both the SIP Registrar and the SIP Proxy when used with a call management system
that is external to the XTM device.

It can be difficult to coordinate the many components of a VolP installation. We recommend you make sure
that VolP connections work successfully before you add an H.323 or SIP-ALG. This can help you to
troubleshoot any problems.

Instant Messaging Support

There are no configuration steps necessary to use instant messaging (IM) with the SIP-ALG. We support
these types of IM:

m Page-based IM — Supported as part of the default SIP protocol.
m Session-basedIM — Available through oursupportof MSRP (MessagingSession Relay Protocol) over TCP.
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ALG Functions

When you enable a SIP-ALG, your XTM device:

m Automatically responds to VolP applications and opens the appropriate ports

m Makes sure that VolP connections use standard SIP protocols

m Generates log messages for auditing purposes

m Supports SIP presence through the use of the SIP Publish method. This allows softphone users to see
peer status.

Many VolP devices and servers use NAT (Network Address Translation) to open and close ports
automatically. The H.323 and SIP-ALGs also perform this function. You must disable NAT on your VolP
devices if you configure an H.323 or SIP-ALG.

For instructions to add the SIP-ALG to your XTM device configuration, see Add a Proxy Policy to Your
Configuration on page 316.

If you must change the proxy definition, you can use the Policy Configuration page to modify the definition.
This page has three tabs: Policy, Properties, and Advanced.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

m Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

Policy Tab

m Connections are — Specify whether connections are Allowed, Denied, or Denied (send reset).
Define who appears in the From and To lists.
For more information, see Set Access Rules for a Policy on page 307.

m Use policy-based routing — To use policy-based routing in your proxy definition, see Configure
Policy-Based Routing on page 309.

= You can also configure static NAT or configure server load balancing.
For more information, see Configure Static NAT on page 160 and Configure Server Load Balancing
on page 163.

Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.

m To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

» If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use SIP.
For more information, see Block Sites Temporarily with Policy Settings on page 452.
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m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.

Advanced Tab

You can use several other options in your SIP-ALG definition:

m Setan Operating Schedule

m Add a Traffic Management Action to a Policy

m SetICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy

Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the SIP-ALG, you can configure these categories of settings for a proxy action:

m SIP-ALG: General Settings
m SIP-ALG: Access Control
m SIP-ALG: Denied Codecs
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SIP-ALG: General Settings

In the General section of the Edit Proxy Action page for a SIP-ALG action, you can set security and
performance options for the SIP-ALG (Application Layer Gateway).

FrE AITIEAS

Edin Froxy Actlon [ET

e |l

Agums Gl

Namend Cadwa

Ll

Enable header normalization

To deny malformed or extremely long SIP headers, select this check box . While these headers often
indicate an attack on your XTM device, you can disable this option if necessary for your VolP solution
to operate correctly.

Enable topology hiding

This feature rewrites SIP traffic headers to remove private network information, such as IP
addresses. We recommend that you select this option unless you have an existing VolP gateway
device that performs topology hiding.

Enable directory harvesting protection

To prevent attackers from stealing user information from VolP gatekeepers protected by your XTM
device, select this check box. This option is enabled by default.
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Maximum sessions

Use this feature to restrict the maximum number of audio or video sessions that can be created
with a single VolP call.

For example, if you set the number of maximum sessions to one and participate in a VolP call with
both audio and video, the second connection is dropped. The default value is two sessions and the
maximum value is four sessions. The XTM device sends a log message when it denies a media
session above this number.

User agent information

To identify outgoing H.323 traffic as a client you specify, type a new user agent string in the Rewrite
user agent as text box.

To remove the false user agent, clear the text box.
Timeouts

When no data is sent for a specified amount of time on a VolP audio, video, or data channel, your
XTM device closes that network connection. The default value is 180 seconds (three minutes) and
the maximum value is 600 seconds (ten minutes).

To specify a different time interval, type or select the time in seconds in the Idle media channels
text box.

Enable logging for reports

To send a log message for each connection request managed by the SIP-ALG, select this check box.
To create accurate reports on SIP traffic, you must select this check box.
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SIP-ALG: Access Control

On the Edit Proxy Action page for a SIP-ALG action, in the Access Control section, you can create a list of
users who are allowed to send VolP network traffic.

Proxy Actions

Edit Proxy Action Help &)

Nama S1P-Client

Description Dafault configuration for SIP client

General

Access Contral

_-nfJ Enabla access contrel for VolP
Drefault Settings
Allow users to
L_| Start VioIP calls L | Leg
| Recaiva WolP calls |

Access Levels

The access levels you set hare take precedsnce over the default sattings.

Name Access Lewvel Log
Address of Record | Add |
Accass Lavals Start calls only L
Lo
5 #

Denied Codecs

| Sawve | Cancel |

Enable access control for VolP

To enable the access control feature, select this check box. When enabled, the SIP-ALG allows or
restricts calls based on the options you set.

Default Settings
To allow all VolP users to start calls by default, select the Start VolP calls check box.

To allow all VolP users to receive calls by default, select the Receive VolP calls check box.
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To create a log message for each SIP VolP connection that is started or received, select the adjacent

Log check box.
Access Levels

To create an exception to the default settings you specified, type the Address of Record (the address
that shows up in the TO and FROM headers of the packet) for the exception. This is usually a SIP
address in the format user@domain, such as myuser@example.com.

From the Access Level drop-down list, select an access level and click Add.

You can select whether to allow users to Start calls only, Receive calls only, Start and receive calls,
or give them No VolIP access. These settings apply only to SIP VolP traffic.

To delete an exception, select it in the list and click Remove.

Connections made by users who have an access level exception are logged by default. If you do not
want to log connections made by a user with an access level exception, clear the Log check box
adjacent to the exception.

SIP-ALG: Denied Codecs

On the Denied Codecs page, you can set the VolP voice, video, and data transmission codecs that you want
to deny on your network.
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Proxy Actions

Edit Proxy Action Help &)
Hame SIP-Client
Dascription Default configuration for SIF client
General

Access Control

Denied Codecs

Add

L | Leg each tran=action that matche= a denied codec pattam

Cancel

Denied Codecs list

Use this feature to deny one or more VolP codecs. When a SIP VolIP connection is opened that uses
a codec specified in this list, your XTM device closes the connection automatically.

This list is empty by default. We recommend that you add a codec to this list if it consumes too much
bandwidth, presents a security risk, or if it is necessary to have your VolP solution operate correctly.

For example, you may choose to deny the G.711 or G.726 codecs because they use more than 32
Kb/sec of bandwidth, or you may choose to deny the Speex codec because it is used by an
unauthorized VOIP application.

To add a codec to the list, type the codec name or unique text pattern in the text box and click Add.
Do not use wildcard characters or regular expression syntax. The codec patterns are case sensitive.

To delete a codec from the list, select it and click Remove.
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Log each transaction that matches a denied codec pattern

Select this option to create a log message when your XTM device denies SIP traffic that matches a
codec in this list.
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About the SMTP-Proxy

SMTP (Simple Mail Transport Protocol) is a protocol used to send email messages between email servers
and also between email clients and email servers. It usually uses a TCP connection on Port 25. You can use
the SMTP-proxy to control email messages and email content. The proxy scans SMTP messages for a
number of filtered parameters, and compares them against the rules in the proxy configuration.

With an SMTP-proxy filter you can:

= Adjust timeout, maximum email size, and line length limit to make sure the SMTP-proxy does not
use too many network resources and can prevent some types of attacks.

m Customize the deny message that users see when an email they try to receive is blocked.

m Filter content embedded in email with MIME types and name patterns.

m Limit the email addresses that email can be addressed to and automatically block email from specific
senders.

To add the SMTP-proxy to your XTM device configuration, see Add a Proxy Policy to Your Configuration on
page 316.

You can also configure subscription service settings for the SMTP proxy. For more information, see:

» Configure spamBlocker
m Configure the Gateway AntiVirus Service

If you must change the proxy definition, you can use the Policy Configuration page to modify the definition.
This page has three tabs: Policy, Properties, and Advanced.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

= Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

Policy Tab

m Connections are — Specify whether connections are Allowed, Denied, or Denied (send reset).
Define who appears in the From and To lists.
For more information, see Set Access Rules for a Policy on page 307.

m Use policy-based routing — To use policy-based routing in your proxy definition, see Configure
Policy-Based Routing on page 309.

m You can also configure static NAT or configure server load balancing.
For more information, see Configure Static NAT on page 160 and Configure Server Load Balancing
on page 163.
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Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.

m To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

» If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use SMTP.
For more information, see Block Sites Temporarily with Policy Settings on page 452.

m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.
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Advanced Tab

You can use several other options in your proxy definition:

m Setan Operating Schedule

m Add a Traffic Management Action to a Policy

m Set ICMP Error Handling

m Apply NAT Rules (Both 1-to-1 NAT and dynamic NAT are enabled by default in all policies.)
m Enable QoS Marking or Prioritization Settings for a Policy

m Set the Sticky Connection Duration for a Policy

Configure the Proxy Action

You can choose a predefined proxy action or configure a user-defined proxy action for this proxy. For more
information about how to configure proxy actions, see About Proxy Actions on page 317.

For the SMTP-proxy, you can configure these categories of settings for a proxy action:

m  SMTP-Proxy: General Settings

= SMTP Proxy: Greeting Rules

m  SMTP-Proxy: ESMTP Settings

»  SMTP-Proxy: Authentication

= SMTP-Proxy: Content Types

m SMTP-Proxy: File Names

»  SMTP-Proxy: Mail From/Rcpt To

m  SMTP-Proxy: Headers

= SMTP-Proxy: Deny Message

m SMTP-Proxy: Proxy and AV Alarms
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SMTP-Proxy: General Settings

In the General section of the Edit Proxy Action page for an SMTP proxy action, you can set basic SMTP-
proxy parameters such as idle timeout, message limits, and email message information.

Proxy Actions

Edit Proxy Action Help &

Hame SMTP=Incoming

Drascription Dafault configuration for incoming SMTE
General
Greating Rulas
[#] et the timeout ta 10 < minutes
|i Set the maximum email recpients to =1 [:_J
L Set the maximum address length to
[#] Set the maximum email size to 10000 :_ | kilabytas
|¥] Set tha maximum email lina length te 1000 é‘ bytes

Hide Email Server

[ Massags 1D
|||_f Smryer Repliss
|| Rawrta Bannar Domain

L Rewrite HELD Damain

L Allow wuencoded attachments
| Allow BinHeo: attachmants
Auto-block source of invalid commands

L4
L | Send a log message when an SMTP command is denied
+

Enable logging for reparts

Attachments
Address

Headers

Dany Message
Proxy and AY Alarms
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Idle timeout

You can set the length of time an incoming SMTP connection can be idle before the connection
times out. The default value is 10 minutes.

Set the maximum email recipients

To set the maximum number of email recipients to which a message can be sent, select this check
box. In the adjacent text box that appears, type or select the number of recipients.

The XTM device counts and allows the specified number of addresses through, and then drops the
other addresses. For example, if you set the value to 50 and there is a message for 52 addresses, the
first 50 addresses get the email message. The last two addresses do not get a copy of the message.
The XTM device counts a distribution list as one SMTP email address (for example,
support@example.com). You can use this feature to decrease spam email because spam usually
includes a large recipient list. When you enable this option, make sure you do not also deny
legitimate email.

Set the maximum address length to

To set the maximum length of email addresses, select this check box. In the adjacent text box that
appears, type or select the maximum length for an email address in bytes.

Set the maximum email size to

To set the maximum length of an incoming SMTP message, select this check box. In the adjacent text
box that appears, type or select the maximum size for each email in kilobytes.

Most email is sent as 7-bit ASCII text. The exceptions are Binary MIME and 8-bit MIME. 8-bit MIME
content (for example, MIME attachments) is encoded with standard algorithms (Base64 or quote-
printable encoding) to enable them to be sent through 7-bit email systems. Encoding can increase
the length of files by as much as one third. To allow messages as large as 10 KB, you must set this
option to a minimum of 1334 bytes to make sure all email gets through.

Set the maximum email line length to

To set the maximum line length for lines in an SMTP message, select this check box. In the adjacent
text box that appears, type or select the length in bytes for each line in an email.

Very long line lengths can cause buffer overflows on some email systems. Most email clients and
systems send short line lengths, but some web-based email systems send very long lines.

Hide Email Server

You can replace MIME boundary and SMTP greeting strings in email messages.These are used by
hackers to identify the SMTP server vendor and version.

Select the Message ID and Server Replies check boxes.

If you have an email server and use the SMTP-Incoming proxy action, you can set the SMTP-proxy to
replace the domain that appears in your SMTP server banner with a domain name you select. To do
this, you must select the Server Replies and Rewrite Banner Domain check boxes. In the Rewrite
Banner Domain text box, type the domain name to use in your banner.
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If you use the SMTP-Outgoing proxy action, you can set the SMTP-proxy to replace the domain
shown in the HELO or EHLO greetings. A HELO or EHLO greeting is the first part of an SMTP
transaction, when your email server announces itself to a receiving email server. To do this, select
the Rewrite HELO Domain check box. In the Rewrite HELO Domain text box, type the domain name
to use in your HELO or EHLO greeting.

Allow uuencoded attachments

To enable the SMTP-proxy to allow uuencoded attachments to email messages, select this check
box. Uuencode is an older program used to send binary files in ASCII text format over the Internet.
UUencode attachments can be security risks because they appear as ASCII text files but can actually
contain executable files.

Allow BinHex attachments

To enable the SMTP-proxy to allow BinHex attachments to email messages, select this check box.
BinHex, which is short for binary-to-hexadecimal, is a utility that converts a file from binary to ASCII
format.

Auto-block sources of invalid commands

To add senders of invalid SMTP commands to the Blocked Sites list, select this check box. Invalid
SMTP commands often indicate an attack on your SMTP server.

Send a log message when an SMTP command is denied
Tosend alog message for connectionrequests thatare denied by the SMTP-proxy, selectthis checkbox.
Enable logging for reports

To send a log message for each connection request through the SMTP-proxy, select this check box.
To create accurate reports on SMTP traffic, you must select this check box.
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SMTP Proxy: Greeting Rules

The proxy examines the initial HELO/EHLO responses when the SMTP session is initialized. The default rules
for the SMTP-Incoming proxy action make sure that packets with greetings that are too long, or include
characters that are not correct or expected, are denied. You can add, delete, or modify rules.

1. On the Edit Proxy Action page, select the General category.
The General category expands.

2. Inthe link bar, select Greeting Rules.
The Greeting Rules page appears.

Froxy Actions

Edit Proxy Action Help &)

Hama SMTE-Incoming

Descriptian pefaulk configuration for incoming SMTP

General
General Scttings

Greating Rules

Enabled | Action Hame Match type Value Alarm| Log Add
‘i’ Dany » | Non-allowed char Regular Expras: [©-.0-Fa-z8-F_ W[4 L Ii
)
[ Deny »  Maximum length Regular Exprast ~ {51314 L |

Action to take if no rule above is matched

Ailllowm | || Leg

ESHMTP
Attachmiants
Address
Headers

Deny Message

Proxy and AV Alarms

[ Sawve I Canceal |

3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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SMTP-Proxy: ESMTP Settings

On the ESMTP Settings page, you can set the filtering for ESMTP content. Although SMTP is widely accepted
and widely used, some parts of the Internet community want more functionality in SMTP. ESMTP gives a
method for functional extensions to SMTP, and to identify servers and clients that support extended
features.

1. On the Edit Proxy Action page, select the ESMTP category.
The ESMTP category expands.

2. Inthe link bar, select ESMTP Settings.
The ESMTP Settings page appears.

Proxy Actions

Edit Proxy Action Help &)

Hame SMTP=Incoming

Dascription Default configuration for incoming SMTR

General

ESMTP

Authentication

[¥] enable esmMTP
L | Allow BOAT/CHUNKING
|v"_ Allow ETREN (Remote Message Queua Starking)
[#] Allow 8-Bit MIME

L Allow Binary MIME

L) Leg deniad EEMTE options

Attachments
Address
Headers

Damy Massage

Proxy and AV Alarms
| Cancal
3. Configure these options:
Enable ESMTP

Select this check box to enable all fields. If you clear this check box, all other check boxes on
this page are disabled. When the options are disabled, the settings for each options are saved. If
this option is enabled again, all the settings are restored.

Allow BDAT/CHUNKING
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Select this check box to allow BDAT/CHUNKING. This enables large messages to be sent more
easily through SMTP connections.

Allow ETRN (Remote Message Queue Starting)

This is an extension to SMTP that allows an SMTP client and server to interact to start the
exchange of message queues for a given host.

Allow 8-Bit MIME

Select this check box to allow transmission of 8-bit data messages. When this option is disabled,
messages encoded with 8-big MIME are denied by the SMTP-proxy. Enable this option only if
your email server has the ability to send 8-bit data transmissions.

Allow Binary MIME

Select to allow the Binary MIME extension, if the sender and receiver accept it. Binary MIME
prevents the overhead of base64 and quoted-printable encoding of binary objects sent that use
the MIME message format with SMTP. We do not recommend you select this option as it can be
a security risk.

Log denied ESMTP options

Select this check box to create a log message for unknown ESMTP options that are stripped by
the SMTP-proxy. Clear this check box to disable this option.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.
5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

SMTP-Proxy: Authentication

This ruleset allows these ESMTP authentication types: DIGEST- MD5, CRAM-MDS5, PLAIN, LOGIN, LOGIN (old
style), NTLM, and GSSAPI. The default rule denies all other authentication types. The RFC that tells about the
SMTP authentication extension is RFC 2554.

If the default ruleset does not meet all of your business needs, you can add, delete, or modify rules:

1. On the Edit Proxy Action page, select the ESMTP category.
The ESMTP category expands.

2. Inthe link bar, select Authentication.
The Authentication page appears.
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Proxy Actions

Edit Proxy Action

Help &

Hame SMTPR-Incoming

Description Default canfiguration far incaming SMTP

General
ESMTP
ESMTP Sattings
Authentication
Enal Action Name Match Value
I‘f’ Allow * DIGEST-MDS Exact DIGEST-MDS
v | Allow v | CRAM-MOS Exact | CRAM-MDS
| A S
[ | allow ¥ | PLAIN Excact  PLAIN
e 1}
i Allow » | LOGIN Exact | LOGIM
—
|'¥_" | Adlow w | LOGIN (old-style) Exact | =LOGIN
NTLM Exact | NTLM
Ackion bo bake if no rule sbove is matched
| Deny v | L | Alarm ‘lr, Log
Attachmants
Address
Headers

Dreny Message

Proxy and AV Alarms

3. Add, Change, or Delete Rules.

Alar

Sawe || Cancel |

4. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)

your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
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SMTP-Proxy: Content Types

Certain kinds of content embedded in email can be a security threat to your network. Other kinds of
content can decrease the productivity of your users. You can use the ruleset for the SMTP-Incoming proxy
action to set values for incoming SMTP content filtering. You can use the ruleset for the SMTP-Outgoing
proxy action to set values for outgoing SMTP content filtering. The SMTP-proxy allows these content types:
text/*, image/*, multipart/*, and message/*. You can add, delete, or modify rules.

You can also configure the SMTP-proxy to automatically examine the content of email messages to
determine the content type. If you do not enable this option, the SMTP-proxy uses the value stated in the
email header, which clients sometimes set incorrectly. For example, an attached .pdf file might have a
content type stated as application/octet-stream. If you enable content type auto detection, the SMTP-proxy
recognizes the .pdf file and uses the actual content type, application/pdf. If the proxy does not recognize the
content type after it examines the content, it uses the value stated in the email header, as it would if
content type auto detection were not enabled. Because hackers often try to disguise executable files as
other content types, we recommend that you enable content type auto detection to make your installation
more secure.

1. On the Edit Proxy Action page, select the Attachments category.
The Attachments category expands.

2. Inthe link bar, select Content Types.
The Content Types page appears.
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3. To enable the SMTP-proxy to examine content to determine content type, select the Enable

content type auto detection check box.
4. Add, Change, or Delete Rules.

5. To change settings for other categories in this proxy, see the topic for the next category you want to

modify.
6. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)

your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

SMTP-Proxy: File Names

You can use the ruleset for the SMTP-Incoming proxy action to put limits on file names for incoming email
attachments. You use the ruleset for the SMTP-Outgoing proxy action to put limits on file names for

outgoing email attachments. You can add, delete,

1. On the Edit Proxy Action page, select the
The Attachments category expands.

2. Inthe link bar, select Filenames.
The Filenames page appeatrs.
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3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

SMTP-Proxy: Mail From/Rcpt To

You can use the Address: Mail From ruleset to put limits on email and to allow email into your network only
from specified senders. The default configuration is to allow email from all senders. You can add, delete, or
modify rules.

The Address: Rcpt To ruleset can limit the email that goes out of your network to only specified recipients.
The default configuration allows email to all recipients out of your network. On an SMTP-Incoming proxy
action, you can use the Rcpt To ruleset to make sure your email server can not be used for email relaying.
For more information, see Protect Your SMTP Server from Email Relaying on page 421.

You can also use the Replace option in a rule to configure the XTM device to change the From and To
components of your email address to a different value. This feature is also known as SMTP masquerading.

Other options available in the Mail From and Rcpt To rulesets:
Block source-routed addresses

Select this check box to block a message when the sender address or recipient address contains
source routes. A source route identifies the path a message must take when it goes from host to
host. The route can identify which mail routers or backbone sites to use. For example,
@backbone.com:freddyb@something.com means that the host named Backbone.com must be
used as a relay host to deliver mail to freddyb@something.com. By default, this option is enabled for
incoming SMTP packets and disabled for outgoing SMTP packets.

Block 8-bit characters

Select this check box to block a message that has 8-bit characters in the sender user name or
recipient user name. This allows an accent on an alphabet character. By default, this option is
enabled for incoming SMTP packets and disabled for outgoing SMTP packets.

To configure the SMTP proxy to put limits on the email traffic through your network:

1. On the Edit Proxy Action page, select the Address category.
The Address category expands.

2. Inthe link bar, select Mail From or Rcpt To.
The Mail From or Rcpt To settings page appears.
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Proxy Actions

Edit Proxy Action

Help &
Hame SMTRE-Incoming
Daseription Default configuration for incaming SMTR
General
ESMTP
Attachments
Addrocs
Rcpt To
Mail From
Enablad | Action Name Match type Valusa Alarm | Log Add
|£ Deny v Source-routed ad Regular Expres: [1%) L li
L
|i Dany +  Mon-sllowed char Regular Expras: [~-_ #=%%/~I8G7 L1 Iv_f
—
[#] Allow v 7 Paktern Match | * L N
Action to take if no rule above Is matched
[ Deny L L] alarm V| Log
Headers
Dreny Message
Proxy and AV Alarms

[ Save |1 Cancel

3. Add, Change, or Delete Rules.

4. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.
5. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.
SMTP-Proxy: Headers

Header rulesets allow you to set values for incoming or outgoing SMTP header filtering. You can add, delete,
or modify rules.

1. On the Edit Proxy Action page, select the Headers category.
The ESMTP category settings appear.
2. Add, Change, or Delete Rules.
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3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.
4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

SMTP-Proxy: Deny Message

When content is denied, the XTM device sends a default deny message that replaces the denied content.
This message appears in a recipients email message when the proxy blocks an email. You can change the
text of that deny message. The first line of the deny message is a section of the HTTP header. You must
include an empty line between the first line and the body of the message.

The default deny message appears in the Deny Message text box. To change this to a custom message, use
these variables:

%(reason)%

Includes the reason the XTM device denied the content.
%(type)%

Includes the type of content that was denied.
%(filename)%

Includes the file name of the denied content.
%(virus)%

Includes the name or status of a virus for Gateway AntiVirus users.
%(action)%

Includes the name of the action taken. For example: lock or strip.
%(recovery)%

Includes whether you can recover the attachment.

To configure the deny message:

1. On the Edit Proxy Action page, select the Deny Message category.
The Deny Message category settings appear.
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Proxy Actions

Edit Proxy Action Help &

Hama SMTP-Incoming

Dascription Default canfiguration far incoming SMTP

General
ESMTP
Attachments
Address
Headers

Deny Message

The WatchGuard Firebox that probects vour network has detected 3 message that may not be safe.

Cause : ¥{reason)¥%
Content type ' %(type)%

Fila name : %filenamea)so
Wirus status & %% (virus)S
Action : The Firebox %laction )% Fafilename).

Your natwork administrator %{recovery)% this attachmant.

This massage Is used for all SMTP related Deny actions.
Proxy and AV Alarms

[ Sawve | | Cancel |

2. In the Deny Message text box, type a custom plain text message in standard HTML.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

SMTP-Proxy: Proxy and AV Alarms

You can configure how the SMTP-proxy sends messages for alarm and antivirus events that occur through
the SMTP-proxy. You can define the proxy to send an SNMP trap, a notification to a network administrator,
or both. The notification can either be an email message to a network administrator or a pop-up window on
the management computer.

1. On the Edit Proxy Action page, select the Proxy Alarm category.
The Proxy Alarm settings appear.
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FProxy Actions

Edit Proxy Action Help &

Name SMTE-Incoming

Description Default configuration for incoming SMTP

General

ESMTP
Attachments
Address
Headers

Deny Message

Proxy and AV Alarms

__| Send SNMP trap

L| sen d notification

Sawe | | Cancel

2. Configure the notification settings for the SMTP-proxy action.
For more information, see Set Logging and Notification Preferences on page 466.

3. To change settings for other categories in this proxy, see the topic for the next category you want to
modify.

4. Click Save.

If you modified a predefined proxy action, when you save the changes you are prompted to clone (copy)
your settings to a new action.

For more information on predefined proxy actions, see About Proxy Actions.

Configure the SMTP-Proxy to Quarantine Email

The WatchGuard Quarantine Server provides a safe, full-featured quarantine mechanism for any email
messages suspected or known to be spam or to contain viruses. This repository receives email messages
from the SMTP-proxy and filtered by spamBlocker.

To configure the SMTP-proxy to quarantine email:
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1. Add the SMTP proxy to your configuration and enable spamBlocker in the proxy definition.
Or, enable spamBlocker and select to enable it for the SMTP-proxy.

2. When you set the actions spamBlocker applies for different categories of email (as described in
Configure spamBlocker on page 687), make sure you select the Quarantine action for at least one of
the categories. When you select this action, you are prompted to configure the Quarantine Server if
you have not already done so.

You can also select the Quarantine action for email messages identified by Virus Outbreak Detection as
containing viruses. For more information, see Configure Virus Outbreak Detection Actions for a Policy on
page 691.

Protect Your SMTP Server from Email Relaying

Email relaying, also called mail spamming or open mail relay, is an intrusion in which a person uses your
email server, address, and other resources, to send large amounts of spam email. This can cause system
crashes, equipment damage, and financial loss.

If you are not familiar with the issues involved with mail relaying, or are unsure whether your email server
is vulnerable to mail relaying, we recommend you research your own email server and learn its potential
vulnerabilities. The XTM device can give basic mail relay protection if you are unsure of how to configure
your email server. However, you find out how to use your email server to prevent email relaying.

To protect your server, you change the configure of the SMTP-proxy policy that filters traffic from the
external network to your internal SMTP server to include your domain information. When you type your
domain, you can use the wildcard * character. Then, any email address that ends with @your-domain-name
is allowed. If your email server accepts email for more than one domain, you can add more domains. For
example, if you add both *@example.com and *@ *.example.com to the list, your email server will accept
all email destined to the top-levelexample.com domain and all email destined to sub-domains of
example.com. For example, rnd.example.com.

Before you start this procedure, you must know the names of all domains that your SMTP email server
receives email for.

1. Select Firewall > Proxy Actions.
Select the SMTP-proxy action for the SMTP-proxy policy that filters traffic from the external network
to an internal SMTP server. Click Edit.

3. On the Edit Proxy Action page, select the Address category.

In the link bar, click Mail From or Rcpt To.

5. In the Actions to Take section, from the Action to take if no rule above is matched drop-down list,
select Deny.
Any email destined to an address other than the domains in the list is denied.

e

Another way to protect your server is to type a value in the Rewrite As text box in this dialog box. The XTM
device then changes the From and To components of your email address to a different value. This feature is
also known as SMTP masquerading.
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About the TCP-UDP-Proxy

The TCP-UDP-proxy is included for these protocols on non-standard ports: HTTP, HTTPS, SIP, and FTP. For
these protocols, the TCP-UDP proxy relays the traffic to the correct proxies for the protocols or enables you
to allow or deny traffic. For other protocols, you can select to allow or deny traffic. You can also use this
proxy policy to allow or deny IM (instant messaging) and P2P (peer-to-peer) network traffic. The TCP-UDP
proxy is intended only for outgoing connections.

To add the TCP-UDP-proxy to your XTM device configuration, see Add a Proxy Policy to Your Configuration
on page 316.

If you must change the proxy definition, you can use the Policy Configuration page to modify the definition.
This page has three tabs: Policy, Properties, and Advanced.

Action Settings

At the top of the Policy Configuration page, you can set these actions:

m Application Control Action — If Application Control is enabled on your device, specify the
application control action to use for this policy. For more information, see Enable Application
Control in a Policy.

m Proxy action — Select the proxy action to use for this policy. For information about proxy actions,
see About Proxy Actions on page 317.

Policy Tab

m TCP-UDP-proxy connections are — Specify whether connections are Allowed, Denied, or Denied
(send reset), and define who appears in the From and To list (on the Policy tab of the proxy
definition). Fore more information, see Set Access Rules for a Policy on page 307.

= Use policy-based routing — To use policy-based routing in your proxy definition, see Configure
Policy-Based Routing on page 309.

= You can also configure static NAT or configure server load balancing.

For more information, see Configure Static NAT on page 160 and Configure Server Load Balancing
on page 163.

Properties Tab

m To edit or add a comment to this policy configuration, type the comment in the Comment text box.

m To define the logging settings for the policy, configure the settings in the Logging section. For more
information, see Set Logging and Notification Preferences on page 466.

= If you set the Connections are drop-down list (on the Policy tab) to Denied or Denied (send reset),
you can block sites that try to use TCP-UDP.
For more information, see Block Sites Temporarily with Policy Settings on page 452.

m To change the idle timeout that is set by the XTM device or authentication server, see Set a Custom
Idle Timeout.
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Advanced Tab

You can use several other options in your proxy definition:

m Setan Operating Schedule

m Add a Traffic Management Action to a Policy

m Set ICMP Error Handling

m Apply NAT Rules (Both 