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NETWORK MANAGEMENT CARD

A COMPLETE INSTALLATION AND USER
GUIDE FOR SNMP/HTTP INTERFACE

NETWORK MANAGEMENT CARD
An SNMP/ HTTP interface for the CertaUPS
range of UPS system:s.

www.certaups.com
For assistance please contact your local
CertaUPS partner.
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HARDWARE INSTALLATION

KEEP THESE INSTRUCTIONS IN A SAFE PLACE
This section contains essential information and instructions that should be followed to ensure the safe handling,
installation and maintenance of CertaUPS equipment

Required tools — Phillips Screwdriver O

STEP 1
BEFORE INSERTING THE NMC ENSURE UPS IS SWITCHED OFF

Remove the blanking plate from the intelligent slot on the rear of the UPS and insert the Network
Management Card (CNMC) into the intelligent slot. Secure the CNMC card into place with the screws
provided.

STEP 2
Connect the CNMC network port to either a LAN switch, or directly to the network port or a computer.
(Direct connection may require a crossover cable*.)

*Crossover cable not included
The ACT and 100 LEDs should illuminate to indicate that a physical connection to another network device

has been made If the lights do not illuminate, ensure both ends are seated correctly and that the
appropriate cable type has been used.

NETWORK EmP UPS
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CONFIGURATION

The default IP address of the CNMC is 10.10.10.10. To allow communication, the IP address of the
connecting device must be brought into the range of the CNMC i.e., 10.10.10.11. This can be changed
back to its original configuration later if necessary.

WINDOWS 10 SETUP

1. Right click the network icon located to the right of the task bar.

3

.

2. Select "open network and internet settings” from the menu.

ousblmhool prebien

Dip=emy Bisbwvok B Interned sstBings *

3. From the network and internet settings window select “ethernet” from the menu, followed by
“change adapter options” from the menu on the right-hand side.

Settings Related settings

& Change adapter options %
lome

I Find a setting Change advanced sharing options

Network & Internet Network and Sharing Centre
| ® status Windows Firewall

%@ WiFi

%= Ethernet

% Dial-up

4. Right click the option of the adaptor being used for the connection and select “properties”

Local Area Connection

local.local
% Disable
Status
Diagnose

%! Bridge Connections

Create Shortcut
Delete

14 Rename

14 Properties ‘

5. From the “connection properties” screen, click the line that % % D for et Fetwos
states “TCP/IPV4” so it is highlighted in blue, and click the o e < Saact etk

k. It Prodaood Yemion 6 (TCPPE
&

e Link Layer Topaiogy Tescdwedy Mapper LD Dewer
e Links Laryer Topaiogy Descawery Fespondes

“properties” button below

TR RR

e | | __ Pmpenes

N
) W
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Only the IP address and Subnet mask are required to allow communication. This should be set to
something in the same range (10.10.10.X) but not identical to the CNMC, or the IP addresses will be
in conflict with one another.

intermet protocol verson  (TCP Pva) Pro 21

General |

You can get P settings assigned automaticall if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

€ Obtainan 1P address sutomaticly Make a note of any existing IP settings as they will need o be re-
o ey | entered once configuration is complete. When changing these
IP address: 0.1 .10 . 1 . .. . . .
details, normal network connectivity will stop until returned to its
Subnet mask: 255.0 .0.0 -
Defautt gateway: | initial state.

€ Obtain DNS st address automatical

Preferred DNS server: et
Alternate DNS server: .

I™ validate settings upon exit Adyanced. ..
=N

(¥ Use the following DN server addresses: ‘

Once the IP information has been entered, select “OK” on the dialog boxes opened in step 5&6

The PC should now be able to communicate with the CNMC, you can confirm this via a ‘ping’.

o
Simultaneously press the ‘=l‘ key + the ‘R’ key. This will load *Run” N

then within the run window, enter ‘CMD’ and click “OK".
Goer: | ENE

‘olcer, document or
apan it for you,

oK Cancel Browse.

Now type “PING 10.10.10.10" into the opened window and press enter. The test will run 4 times.*

icrosoft Windows [Uersion 6.1.76011
ht <{c> 2089 Microsoft Corporation. All rights reserved.

*If the response is “reply from 10.10.10.10:
bytes=32..." the configuration has been

£

p om 1 10 : byt
Reply from 10.10.10.18: hyt

To.1 successful. Any other results are a failure in

Packe t . Rece L % . .
Erir SRl aillice communication. Check the above steps.

C:\Users\MuUright>
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CNMC / UPS WEB INTERFACE

(E3] =S o]

1. Now the PC and CNMC/UPS are

/ [) Network Management C X

synchronised, key system information such
as current status and settings
configurations can be browsed in a
webpage. To do this, open a web
browser, enter the recently set IP of the
CNMC (10.10.10.10) in the address bar of
the browser to log onto the CNMC card.

*If the page fails to load properly, try an
alternative browser.

The default login details are

Username: root
Password: password

€ C |® 10101010 T %

ON-LINE

‘ el | O UPS NETWORK MANAGEMENT CARD FOR UPS Location: Office
26/05/2017 17:14:27

UPS Monitoring

UPS Status
UPS Alarm
UPS Parameters

UPS Powered Devices

UPS Identification

UPS Battery Test

UPS Battery Test Schedule
SNMP TRAP Receivers

UPS Configuration

UPS Control

UPS Shutdown

Shutdown Schedule
Settings

NMC System

Reboot System

Access Control

Date and Time

SNMPv172 Configuration

Wake On LAN
Email Notification
Firmware Upload
File Management

UPS Log
UPS Statistics Log
EventLog

System Log

UPS Monitoring » UPS Status

UPS Status
Input
oltage 2329

Line

Frequency
Output
Load(®

500 Hz

Fr y
Battery
tatus Battery Normal

[ Network Mansgement (X

= C | © 10101010

‘ e' | O UPS NETWORK MANAGEMENT CARD FOR UPS

UPS Monitoring Settings » NMC System op
UPS Status System Configuration
UPS Alarm R—

UPS Parameters
UPS Powered Devices
UPS identification

[Disabe v]
[io-10.10.10

UPS Battery Test
UPS Battery Test Schedule
SNMP TRAP Receivers

UPS Configuration
UPS Control

UPS Shutdown
Shutdown Schedule

NMC System

Reboot System
Access Control
[Save
Date and Time [Save]
SNMPv1/2 Configuration [SNMP V1 v
Wake On LAN Enable v
Email Notification
Fmware Upload Enable v
R R
Logs J
UPS Log
UPS Statistics Log Office
Event Log Auto v
System Log 0 “
> | -

When saving the amended CNMC network

configuration the user might be prompted for

authentication.

Configuration of the CNC IP address is now

complete. Changes made during step 6 can be

refurned to their original values if necessary. * o e I
Enable v
Ups Snadoms 1

*Repeat step 7 using the new IP details to confirm that

. i s
the CNMC has been configured successfully. Ratos srvem \
=
Sl Cucagaiis ]
‘Wake On LAN Enable v
Email Notification Disable
P e
o s - X
£
o
UPS Statistics Log Dffice
Event Log Oefa, a aoe Ao
System Log t g IntervaySe B0
st B
(S

The IP address of the CNMC can be altered
by clicking the “NMC System” button down
the left menu bar.

*The required IP depends on the users LAN
configuration. Contact the network administrator
fo confirm the necessary configuration.

€ 2 X 010101010 ¥ |

CertaUP¢

UPS Status.
UPS Alarm

UPS Parameters

UPS Powered Devices
UPS Mentification

Shutdown Schedule

Networ Vansgement X

Authentication Required

setting
syst{
BootP]
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FINDING THE IP ADDRESS OF THE CNMC CARD IF PREVIOUSLY CHANGED

If the IP address of the CNMC card has already been changed from the default 10.10.10.10 and the
user is unable to connect to the CNMC over the network, the current IP and subnet mask settings can
be read from the NMC to enable access.

1. Connect to the CNMC card’s setter port using an RJ45 to DB9 serial connector. (The user might use
a USB to serial adapter)

2. Open the serial terminal client on the PC, such as Hyper terminal, Tera Term or Putty.

3. Enter the following settings for a serial connection

B corturi =]

| Cavagasy.
Simen Ot contrsling local sedal rnea
Leggng Sekect 3 vl e
Terrnai =
Farvbasd Sarinl b iz conrmci fa el 2]
Bal
| Featuss Conbgurs the sessi ine
Winidiear peei bau 560
i npasnnes
Beanian Db e £
Trarmiation Siop bas 1
Saeckan
Coboury Eaty e -
Conmechon Figow (ot [ -
Dimin
Prasty
Tairst
Flogn
H- 95H
o [ oo || anen

4. Once the connection is established, the user will be prompted to enter the password. The default
password is password

HHE Version X .M. X X

+ ==

Password: _

5. After inputting the CNMC password, all main menus will be shown on the hyper terminal interface.
Refer to the below diagram.

| Hetwork Hanagement Card Configure Menw
IF Configurations

Pazs Through

Rezet Configuration to default

Restart

Change Password

Exit

S

Pleaze Enter Your Choice -

6. From the main menu, selecting option 1 will display the current IP settings for the CNMC card.

| IF Configure Menu |

HAC Address @ O00:20085:F7:10:1F
1. DHCP : Emable
IP addreess 0 1721812742
Subnet mask : 255.255 255 @
Galeway 1T 181271
Primary NS address O W L e I
Secondary DNS address : 151.118 232 .71
! IPvE Configure
B. Return to previcus menu

Please Enter Your Choice :

7. Once the IP address and Subnet mask details have been found, they can be used in the above
‘configuration guide’ to connect via a web browser.
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SYSTEM PROTECT SOFTWARE (SPS) SETUP

1. Double click the setup.exe icon to begin the installation process.

(1§ systom Protect Saftmaes o] i
‘Wilcome 1o the System Protect Software Setup

Wizard N

The ircialien wall guichs you Facugh tha siecs mgueed i nolall S poem Probect S offwass o you
corpuln

S RRING: Thiz compute paagram i potected by igh wred i d
(1T L 4 duplcaton o dickab of thi of vy porian of i, mag ol N orenis crel
o el penaiti, and vl b pridecited i he v edesl poisibls andk tha e

s | |[E

2. Choose a suitable directory to install the software into. It is advisable to leave this as its default
directory.
(1] swstom Protect softmars -l i

Select Installation Folder ﬁ

Thea rataien eall il System Faotect Saftwess o tha folovwng Foldes.
To wcrtall in B bodcken, ek "Hsd. Tio rtall ke & clesaral bollen, kit B b o4 chichy "B,

[Ekdar:

[ Procyam Files IWBERS yoters Frotent Zaftwaret e
[tk Cagt
e | |0 ]

3. To start the SPS software, follow the directory path shown from the start menu (start > all
programmes > System Protect Software > Stat System Protect Software)

Syl Probect Solbware

@ Sad Fritesn Protecl Semace
@ Ul Sem Proted Seltwins

The system tray icon will then load ( g )

4. To configure, left click the SPS icon shown in the system tray and select
“configuration”

SPS will then load, and this window will open

al-lay

EventLog
Lengage: ¥
Anpurt

Eat

[y
[

JEEEEE] |
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5. Select "system > act as administrator” the default password (“admin”) will need to be inserted.

6.  Within "device list” select Add.
Enter the CNC IP address chosen previously and device model.

7. If the connection was successful, a dialog box will confirm the details given.

8. Once a connection has been established, the UPS shutdown and other parameters can be
configured.
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EMP CONNECTION (OPTIONAL)

CertaUPS

The environmental monitor probe (EMP) is an NMC opfion. It monitors the temperature and humidity of
the UPS environment and checks the state of two external contacts. It can also send alarms (email,
frap) by pre-set thresholds. Connection is made via the setting port on the NMC, the EMP is detected

automatically.

Configuration can be made via the UPS configuration menu.

ETHERMET

P ———

€ O |@Notsecure | 10101000

as-tine
e 0 UPS NETWORK MANAGEMENT CARD FOR UPS Leatbon: Qe
( : I | 30/ 03/ 2807 11330

Al=[E] &

o i

ement » UFS Configuration

UPS Powsred Devicns |
UFS kemtficadon Onv|
UPS Bamery Tast
UPS Bamery Test Schedele
SNMP TRAP Racahary Sansor Bescription Low Paint High Paint
upPs Conl anon
e Tl [EMP Tomperatune ] S 1
ontrol 1=
[EMF Humdey | &g
[— T —
: [larm2 ot Lised v
Reboot Syatem L
Access Coomirod
DOate and Time:
SHMPY 12 Conhguration
Wake On LAN
30

* For further technical assistance, email techsupport@certaups.com or subscribe to our YouTube
channel for unboxing videos, quick start guides, and software screencasts.

www.certaups.com
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