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Services 
The following three modules comprise 
AirTight Cloud Services suite.

Wireless Security:  Powered by world’s 
best wireless intrusion detection and 
prevention (WIDS/WIPS) technology, 
SpectraGuard®, this service provides 24/7 
automated monitoring and mitigation of 
rogue wireless devices and other wireless 
vulnerabilities and threats.

Regulatory Compliance: This service 
enables organizations across different 
industries to meet wireless security 
requirements within regulatory 
compliance standards such as 
PCI DSS, HIPAA, DoDi 8420.01, SOX, 
GLBA and MITS. Pre-defined compliance 
analysis and reporting simplifies 
compliance audits. Administrators can 
choose to have a compliance report 

AirTight Cloud Services™
AirTight Cloud Services™ are cloud-based managed services that extend 
AirTight’s pioneering SaaS wireless security and compliance solutions to 
include secure enterprise Wi-Fi access. 

periodically delivered to their inbox.

Wi-Fi Access: Branded as AirTight 
Wi-Fi™, this new service simplifies 
deployment, security, and central 
management of distributed Wi-Fi 
networks, and significantly reduces 
the cost as compared to traditional 
enterprise Wi-Fi solutions. The service is 
ideal for enterprises that want to provide 
single cell Wi-Fi access at hundreds or 
thousands of geographically distributed 
sites.

Architecture
Plug-and-play deployment: Pre-
configured wireless sensor/AP 
devices that automatically connect 
and synchronize with the central 
server, literally enable plug-and-play 
deployment at remote locations in 
minutes without the need for intricate 

AirTight 
Sensor/AP

AirTight Server

Secure Datacenter

Single console for 
managing security, 
compliance and Wi-Fi 

Alert notification 
and report delivery

K E y  F E A T u r E S

Pay-as-you-go subscription model

No capital outlay

Plug-and-play deployment

Portal-based administration
 

Centralized policy enforcement

Secure, multi-tenant architecture
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https://www.pcisecuritystandards.org/documents/pci_dss_v2.pdf
http://www.dtic.mil/whs/directives/corres/pdf/842001p.pdf
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AirTight Networks is the global 
leader in wireless security and 
compliance products and services, 
providing customers best-of-
breed technology to automatically 
detect, classify, locate and block 
all current and emerging wireless 
threats. AirTight offers industry’s 
leading wireless intrusion 
prevention system (WIPS) and the 
world’s only SaaS based wireless 
security, compliance and Wi-Fi 
access branded as AirTight Cloud 
Services™.  AirTight’s award-
winning solutions are used by 
customers globally in the financial, 
government, retail and hospitality, 
manufacturing, transportation, 
education, health care, telecom, 
and technology industries. AirTight 
owns the seminal patents for 
wireless intrusion prevention 
technology with 18 U.S. patents 
and three international patents 
granted (Australia, Japan and 
UK), and more than 20 additional 
patents pending. AirTight Networks 
is a privately held company 
based in Mountain View, CA.
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configuration or local IT support.

Portal-based administration: 
Administrators can securely access 
the central management console via 
their web browser from anywhere on 
the Internet. From a single console, 
they can remotely manage everything 
from defining policies, viewing and 
responding to wireless security alerts, 
setting report delivery schedule to 
quickly changing device settings for 
all or selected locations. For instance, 

you can change the mode of the wireless 
device from full sensor to sensor-AP 
combo or vice-versa with a single click on 
the console.

Secure data center:  Wireless scan data is 
securely processed and stored in SAS-70 
certified secure data centers architected 
for high availability. Access is controlled 
through a triple layer authentication. 
Multi-tenant architecture enables 
complete data segregation and privacy 
for individual customers.

Flexible, Subscription-based Pricing
With a pay-as-you-go subscription model, organizations incur no upfront capital 
investment. Organizations have the option to start with the PCI wireless compliance 
service and then upgrade the service to full wireless intrusion prevention or to include 
secure Wi-Fi access in the future with no IT intervention and no additional hardware.

Service Features

PCI Wireless Compliance
Automated wireless scanning & compliance reporting •

Real time alerts •

Wireless 
Security

Wireless 
IDS

Continuous threat scanning & alerting •

Console access  •

Custom reporting & alerting •

Wireless 
IPS

Continuous threat scanning & alerting •

Automated threat blocking •

Console access  •

Custom reporting & alerting •

AirTight Wi-Fi 

802.11a/b/g/n access •

Automated wireless scanning & compliance reporting •

Real time alerts •
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